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Abstract In this paper. the authors propose a lightweight security scheme, CHEMAS(CHEck-
point-based Multi-hop Acknowledgement Scheme), for detecting selective forwarding attacks.
This scheme can randomly select part of intermediate nodes along a forwarding path as checkpoint
nodes which are responsible for generating acknowledgements for each packet received. The
strategy of random checkpoint selection significantly increases the resilience against attacks be-
cause it prevents a proportion of the sensor nodes from becoming the targets of attempts to com-
promise them. The authors examine the detection accuracy of this scheme using both theoretical

analysis and simulations.
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Background

Wireless Sensor Networks (WSNs) are ideal candidates
for monitoring environments in a wide variety of applications
such as military surveillance and forest fire monitoring. In
such a network, a large number of sensor nodes are deployed
over a vast terrain to detect events of interest (e. g. . enemy
vehicles, outbreaks of forest fires), and to deliver data re-
ports to the base station over multi-hop wireless paths. The
node-patterned deployment of WSNs, however, can be fo-
cused of certain types of malicious attack. One such strategy
is the selective forwarding attack, first proposed by Karlof.
In such attacks, a malicious node selectively drops sensitive
packets, for example, a packet reporting the enemy tank
movements. Selective forwarding attacks are typically most
effective when the attacking nodes are explicitly included on
the path of a data flow. They can corrupt a number of exist-
ing routing protocols such as TinyOS beaconing, Directed
Diffusion, GPSR, GEAR, and clustered based protocols, es-
pecially when they are used in combination with other attacks
such as wormhole and sinkhole attacks. The adversary may
incur abnormal packet loss in two ways, from inside the net-
work via maliciously dropping packets going through compro-
mised nodes or from outside the network by jamming the
communication channels between uncompromised nodes.

Usually, adversaries prefer inside attacks because they put
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the adversary in a position to know more about passing pack-
ets, thereby enabling them to selectively drop sensitive pack-
ets. In this paper, we also mainly focus on selective forward-
ing attacks from inside compromised nodes.

One possible approach that can be used to decrease the
impact of selective forwarding is to use a multipath forward-
ing technique, which is based on packet delivery redundancy.
However, multipath forwarding suffers from several draw-
backs. First, communication overheads increase dramatically
as the number of paths increase. Second, multiple paths ulti-
mately join up in the area neighboring the base station, so if
nodes around the base stations are compromised, selective
forwarding is still applicable. Finally, the multipath forward-
ing shows poor security resilience. To compromise the sys-
tem, an adversary merely needs to ensure the presence of one
compromised node in each path.

In this paper, the authors propose CHEMAS (CHEck-
point-based Multi-hop Acknowledgement Scheme), a light-
weight security scheme that detects selective forwarding at-
tacks by using a checkpoint-based acknowledgement tech-
nique. Usually, a security system consists of detection and
response, while this paper mainly focuses on the detection of
selective forwarding attacks. More work on the response as-

pect is still required as the future work.



