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Abstract  The authors present a new model of security protocol logics, which is called Instantia-
tion Space. This model is formally well grounded, based on the so-called Cryptographical Mes-
sage Exchange (CME) model. A set of interesting axioms (security properties) can be shown to
be sound within the Instantiation Space model. It is worth noting that, this set of axioms is algo-
rithmic manageable, and hence a new Security Protocol Verifier (SPV) can be designed and imple-
mented, particularly focused on automatic verification of complex protocols. The presented ap-
proach to security protocol verification is flexible enough to deal with complex message formats
with arbitrarily nested encryptions by public, private, shared and hash keys as well as freshly
generated keys. Moreover, the set of axioms for a protocol the authors generated based on In-
stantiation Space model is in propositional logic; for a lot of concerned security properties the ver-
ification problems can thus be formulated as satisfiability ones, which can be solved by efficient

modern SAT solvers.
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3. ( 1 ) O) -
Secrecy , 7] Knowledge 6.2
Gain Constraints. [10] chal- SPV . CAPSL “PRE-
lenge-response axiom schema [3] CEDES P: Q|N.M”, N  nonce
Source. , Q , QR “Q’-
s . P,N M, P “pPr-
, Q.N M.
, [10] challenge-response axiom schema
[3] (V@a(‘h(fyfz 9Q9[Q)/\(ﬁr'(2 :{0)/\<NTL2 = )):>
Source challenge number R (role(p,cy s PONQ"r =)NCNe = HONMea =
. (1,0)-Secrecy M=),
20 nonce ¢, 7 , SPV
T2 /31 /32 ’ {C}kl . “Bob Alice ”
{c}s, . s “Alice Bob Alice
nonce ¢ said(zy y¢) \V said(zy sc). . SAT R
4. (1,1)-Secrecy [10] , [7].
challenge-response axiom schema, chal- S1, 0,2 K, (said (b, X))
lenge-response axiom schema 3 S2, 0,~K.,K,(said(a, X))
challenge number s a b initiator
challenge number,  (1,1)-Secrecy responder ;0, a X a
challenge number ( b nonce. S1, Sz,
) challenge number. (n,1)-
Secrecy [10] send-receive )
axiom schema S1. S1, 52, 52,
Needham-Schroeder Yes Yes Yes No
Rev Needham-Schroeder Yes Yes Yes Yes
Den-Sacco shared key No No No No
6 Woo and Lam Pi No Yes No No
Kao Chow Authen vl Yes No No No
Kerberos V5 Yes Yes Yes Yes
s The SET purchase Yes Yes Yes Yes
SPV. 1. 2 .
PC (AMD Opteron 242, 2GB DDR
memory, Redhat Linux 7. 0 with gcc 3. 2. 2) 7
1 Cervesato, Meadows  Pavlovict™
() , (honesty
Needham-Schroeder 3400 6190 56. 407 .
. o rules) , (partial orders of
Rev Needham-Schroeder 3400 6220 55.530
Den-Sacco shared key 1971 2851 27.061 protocol actions)
Woo and Lam Pi 1612 2867 17.736 (observation) . s
Kao Ch Auth 1 7734 14197 436.493
a0 Lhow Authen v Clark-Jacob
Kerberos V5 8369 14845 398.932
The SET purchase 59749 83747 28594.5 ’

6.1

Clark-Jacob
, CME

(instantiation spaces). ,



1664

2006

1

b

( 4),
[3] ,Durgin, Mitchell

(compositional logic) ,

Pavlovic

(n,1)-Secrecy
( 3.

SAT )

(compositional logic)

b

Hash

(“crosstalk”),

[14,15].

(instantiation space).

SPV
SPV,
, CAPSL
“PRECEDES P.Q|N.M”

’

Diffie- Hellman

Dolev D., Yao A. C.. On the security of public-key protocols.

10

11

12

13

15

IEEE Transactions on Information Theory, 1983, 29(8):
198~208
Lowe G.. Breaking and fixing the Needham-Schroeder public-
key protocol using FDR. In: Proceedings of the Tools and Al-
gorithms for the Construction and Analysis of Systems,
TACAS’96, Passau, Germany, 1996, Lecture Notes in Com-
puter Science: 1055, 1996, Springer Verlag, 147~166

Durgin N. A., Mitchell J. C., Pavlovic D.. A compositional
logic for proving security properties of protocols. Journal of
Computer Security, 2003, 11(4) . 677~722

Paulson L. C.. The inductive approach to verifying crypto-
graphic protocols. Journal of Computer Security, 1998, 6(1/2)
85~128

Blanchet B.. An efficient cryptographic protocol verifier based
on prolog rules. In: Proceedings of the 14th IEEE Computer
Security Foundations Workshop CSFW-14 2001, Cape Breton,
Nova Scotia, Canada, IEEE Computer Society, 2001, 82~96
Cervesato 1., Durgin N. A. , Lincoln P. , Mitchell J. C. , Sce-
drov A.. A meta-notation for protocol analysis. In: Proceed-
ings of the 12th IEEE Computer Security Foundations Work-
shop (CSFW 1999), Mordano, Italy, 1999, 55~69

Su Kaile, Lv Guanfeng, Chen Qingliang. Knowledge structure
approach to verification of authentication protocols. Science in
China(Series F: Information Science) , 2005, 48(4);: 513~532
Su Kaile, Lv Guanfeng, Zhang Yan. Reasoning about knowl-
edge by variable forgetting. In: Proceedings of the 9th Interna-
tional Conference on Principles of Knowledge Representation
and Reasoning KR-2004, Whistler, Canada, 2004, 576~586
Ron van der Meyden, Su Kaile. Symbolic model checking the
knowledge of the dining cryptographers. In: Proceedings of the
17th IEEE Computer Security Foundations Workshop (CSFW -
17), Pacific Grove, CA, USA, IEEE Computer Society, 2004,
280~292

Cervesato 1., Meadows C. , Pavlovic D.. An encapsulated au-
thentication logic for reasoning about key distribution protocol.
In: Proceedings of the IEEE Eighteenth Computer Security
Foundations Workshop— CSFW-18, Aix-en-Provence, France,
IEEE Computer Society Press, 2005, 48~61

Syverson P. F.. Adding time to a logic of authentication. In:
Proceedings of the 1st ACM Conference on Computer and Com-
munications Security, Fairfax, Virginia, USA, 1993, 97~101
Li Gong, Paul Syverson. Fail-stop protocols: An approach to
designing secure protocols. In: Proceedings of the 5th Interna-
tional Working Conference on Dependable Computing for Criti-
cal Applications DCCA-5, Urbana-Champaign, 11,1995, 44~
55

Ji Qing-Guang, Qing Si-Han, Zhou Yong-Bin, Feng Deng-
Guo. Study on strand space model theory. Journal of Computer
Science and Technology, 2003, 18(5): 553~570

Huai Jin-Peng, Li Xian-Xian. Algebra model and security anal-
ysis for cryptographic protocols. Science in China(Series F: In-
formation Sciences), 2004, 47(2): 199~220

Xue Rui, Feng Deng-Guo. New semantic model for authentica-
tion protocols in ASMs. Journal of Computer Science and Tech-

nology, 2004, 19(4): 555~563



1665

SU Kai-Le, born in 1964, profes-
sor, Ph. D. supervisor. His research in-
terests include model checking, reason-
ing about knowledge, non-monotonic
reasoning, multi-agent system, modal
logic, temporal logic, probability rea-

soning, verification of security protocol,

logic programming.
YUE Wei-Ya, born in 1985, master candidate. His re-

search interests include model checking, temporal logic, mo-

Background

Security protocols are communication protocols which
are intended to perform some information exchanges in the
presence of malicious intruders over a public network. who
can listen to the messages being sent and also block or forge
messages as the Dolev-Yao model defines. It is widely ac-
knowledged that logical flaws in security protocols are hard
to analyze, and it is desirable to develop automatic tools by
which attacks on protocols can be discovered or the concerned
security properties can be proved.

There are two main approaches to analyzing security
protocols: The falsification-oriented ones and the justifica-
tion-oriented ones. However, in the justification-oriented ap-
proach there remain the following two problems.

Incompleteness: The existing axiomatic systems for gen-
eral security protocols are far from being complete. Due to
the incompleteness, an axiomatic system may fail to prove a
valid security property for the protocol.

Automation and scaling: There are a number of tools
and approaches that are focused on producing proofs of cor-
rectness in the Dolev-Yao model. However, they are either
not fully automatic or not efficiently executable and flexible at
least for large-scale and complex protocols.

This work is along the justification-oriented ones and
aims to deal with the two problems above. As for the incom-

pleteness problem, there theoretically exists no complete axi-

dal logic, reasoning about knowledge, multi-agent system,
verification of security protocol, logic programming.
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omatic system for general security protocols because the pro-
tocol analysis problem is known to be undecidable. Thus, the
authors’ aim is not to provide a complete axiomatic system;
instead, is to looking for a set of evidently valid axiom sche-
mas that is complete enough to enable us to verify the con-
cerned security properties for various protocols including
complex industrial ones.

In this paper. the authors present a new model of securi-
ty protocol logics, which is called Instantiation Space. This
model is formally well grounded, based the so-called Crypto-
graphical Message Exchange (CME) model. A set of inter-
esting axioms (security properties) can be proved to be sound
with respect to this model. These axioms characterize a lot of
interesting methods for reasoning about security protocols,
which is beyond the predicate Source and the challenge-re-
sponse axiom schema even the send-receive axiom schema.

Based on this logic, a new Security Protocol Verifier
(SPV) is designed and implemented, particularly focused on
automatic verification of complex protocols. The axiom sche-
mas presented are in propositional logic. so that the proposed
approach can be automated using SAT solvers. With SPV,
some interesting complex properties can be also verified. The
verified specifications include goals in CAPSL like “PRE-
CEDES P:Q|N.M” , as well as multi-level epistemic ones.



