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Abstract  Differing from existed anomaly detection methods which only dealt with the frequen-
cies of system calls or local variation, the paper puts forward a model named DBCPIDS. It took in
both dynamic behavior and character patterns of programs. In this model, the authors defined the
short sequence of system calls as a character pattern if this sequence satisfied the certain support
degree, and propose an improved HMM (IHMM) on this basis. When detecting intrusions, first-
ly, we would judge whether the program trace is matched character patterns. If not, then the au-
thors would use IHMM to detect. The model can not only reflect the global character of the pro-
gram normal traces, but also pay much attention to the local warp in the execution. The experi-

ments results show that the authors can get higher detection rate and lower false positive rate

with DBCPIDS.
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In the past, some authors, like Forrest S., Lee W.,
et al » have proposed some anomaly detection methods on
system calls, they either only paid attention to the sequence
of system calls or only discussed system calls frequency.
This paper puts forward a novel method, which took in both
dynamic behavior and character patterns of programs. The
model can not only reflect the global character of the program
normal traces, but also pay much attention to the local warp
in the execution. Experiments results show this model exceed
other existed anomaly detection methods concerning system

calls.



