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Abstract

Based on the authentication tests, this paper presents a concrete formal protocol de-

sign approach, which constructs the only transforming edge between the two communication enti-

ties, to create an Efficient and Secure Internet Key Exchange (ESIKE) protocol according to the

security goals of the ESIKE protocol. Then the secure properties of ESIKE are formally proved

with the strand space model and the authentication tests. The ESIKE protocol overcomes the se-

curity shortages of the Internet Key Exchange (IKE), and can provide secure negotiation of ses-

sion key and Security Association (SA), protection of endpoints’ identities, and mutual authenti-

cation between the initiator and the responder. It needs only three messages and less computa-

tional load, and it is simple and efficient.
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To design a security protocol is not easy. Many security
protocols that seem correct have security shortages not easily
discovered. Therefore, it is prone to be wrong for the design
of security protocol. For example, some security protocols
are designed by cryptographers with cryptography algorithm,
and later. the fatal shortages are discovered in these proto-
cols. By now, much work has been done on focusing to the
analysis and validation of the security protocol. However, in
the long-range development, it is of great importance to de-
sign a protocol which has no weakness and fits for the securi-
ty requirements of the protocol at the beginning. For it can
save the research cost, improve the research efficiency and
avoid the afresh development.

Although the research on the security protocol design
has the definite development, the theory and the method of
the security protocol design have not been formed systemical-
ly and needed to improve further. Now, there are some quite
succeed systems, such as Athena system and etc. , which are

based on the formal Strand Space model and the state search-
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ing technology, but they can not avoid the infinite states
searching problem. Based on the BAN logic, some researches
are done for the security protocol design, but it is difficult to
gain a concrete method form the researches. Other informal
protocol design methods only depend on the skill and creativi-
ty of the designers, and cannot propose a basic theory for se-
curity protocol design.

On the other hand, the Internet Key Exchange (IKE)
has a lot of security weaknesses, too many rounds of infor-
mation exchange, and the specifications are too complex to be
understand. By now, the IKEv2 draft is still working in pro-
gress.

Under these circumstances, this paper does the research
on the formal design of Efficient and Secure Internet Key Ex-
change (ESIKE) protocol based on the Strand Space model
and the Authentication Test, and proposes a concrete formal
protocol design approach, which constructs the only trans-
forming edge between the two communication entities, to
create the ESIKE protocol. The authors’” method can avoid
the infinite states searching problem, ensure the security
properties of the designed protocol, improve the efficiency of
IKE and give a heuristic way applied to the design of other

security protocol.



