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A Network Attack Plan Recognition Algorithm Based on
the Extended Goal Graph
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Abstract  Based on the classical plan recognition methods in the domain of artificial intelligence,
and considering the characteristics of attack plan recognition problem in the domain of network
security operation, this paper extends the goal graph model, introducing the observation node to
distinguish the planner’s actions and the recognizer’s observations against the actions, replacing
the unitary action nodes using the hierarchy composed with detail actions and abstract actions,
maintaining the precondition and effect conditions between the actions and security states in the
abstract action level according to the abstract attack patterns, therefore, proposes the Extended
Goal Graph (EGG) model. Furthermore, this paper proposes an attack plan recognition algorithm
based on the Extended Goal Graph, the algorithm can recognize the hidden attack intention and
plan from the large volume of low level intrusion detection system alerts correctly and effectively.
Through the experiments using DARPA 2000 intrusion scenario correlation benchmark dataset
and in-the-wild botnet scenarios data captured in the honeynet, the results show the complete-

ness and soundness of the algorithm, as well as its advantage beyond the alert correlation systems

such as TIAAM,
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