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Abstract  Privacy-preserving data mining is a cutting-edge research direction in recent years. As
one of its sub-directions, privacy-preserving collaborative filtering aims at protecting users’ priva-

cy while providing high-quality recommendations efficiently. To reserve privacy in collaborative

filtering recommender systems under distributed data scenario, the core challenge how to se-

curely rate a specific item is addressed. A protocol employing commutative encryption as its
major privacy-preserving technique is introduced. This protocol produces the same results as the
traditional memory-based collaborative filtering recommender systems while preventing any user’
ratings from being known by other sites rather than by itself. Based on secure multi-party compu-
tation and random oracle model, the protocol’s security is proved. The protocol’s computation

complexity and communication costs are analyzed as well.
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Background

This paper focuses on privacy-preserving data mining
(PPDM), an active research area in recent years. Currently,
lots of PPDM results have been achieved in many data mining
challenges, such as association rule mining, decision tree,
clustering, outlier detection, Bayesian networks etc. Cryp-
tography and random perturbation are two mostly used tech-
niques. PPDM is still in its laboratory stage and there is still
much work to do to put it into practice. Furthermore, we be-
lieve that there must be some new techniques to be figured
out to do PPDM more effectively and more efficiently.

Based on previous results, the authors for the first time
apply secure multi-party computation theory to the privacy-
preserving collaborative filtering recommendation under dis-
tributed data scenario. The authors design a secure protocol
to make collaborative filtering ratings be accurately computed
while guaranteeing every involved party’s privacy. The pro-
tocol employs commutative encryption systems as its major
privacy-preserving technique. This protocol produces the
same results as the traditional memory-based collaborative

filtering recommender systems while preventing any user’ e-
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valuations from being known by other sites rather than by it-
self. Based on secure multi-party computation and random
oracle model, the protocol’s security is proved. The proto-
col’s computation and communication costs are analyzed as
well.
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