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Inference Auditing the XQuery of XML

YAN He-Ping LIU Bing WANG Wei SHI Bo-Le
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Abstract XML (eXtensible Markup Language) is rapidly becoming the de facto standard for ex-
changing data between applications, and publishing data on the Web brings security database new
challenges. Privacy principles are even being mandated internationally through legislations and
guidelines, and this requires the secure database to verify that it adheres to its declared data dis-
closure policy. Auditing system satisfies the above desiderata well, but existed auditing system
can only be used for SQL query and not fit for the XQuery or Xpath of XML. Moreover only au-
diting the result of XQuery is not enough, because malicious user can access sensitive information
by inferring the result of XQuery. This demands the auditing system have the basic inference ca-
pacity. Firstly based on the existed auditing system, the authors propose their XQuery auditing
system, and then they add the inference capacity to the audit framework. Their experiment re-
sults show the effectiveness and efficiency of the proposed XQuery audit method, algorithm. and

the corresponding Query-Graph-Model.
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