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Abstract  To protect the services against illegal accessing, misusing and tampering is the essen-
tial problem in service oriented computing paradigm. As existing access control models and mech-
anisms can hardly meet the requirements of securing the services in the SOC environment com-
pletely, an access control model SCoAC is proposed in this paper. Interactions happening be-
tween services are viewed as the contributing processes from both sides to the application system.
By specifying the relationship among the entities in the system, the model expresses the authori-
zation for services capturing the trust relationship between their administration domains as well as
the application context. This paper also introduces a BindingContext matching mechanism to sup-
port fine-grained access control. The evolution of application systems can be mapped onto the

changing of the authorization status for the services effectively.
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