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The Approaches and Technologies for Formal Verification of Security Protocols

XUE Rui FENG Deng-Guo

(State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences, Beijing 100080)

Abstract The formal methods for verifying security protocols are classified and analyzed from
technological points of view. Authors survey the developing history of analyzing approaches and
techniques on security protocols; describe the current status, as well as point out the tendency of
them. This work comes from authors’ personal research interesting, and it processes in two dif-
ferent lines: The first line follows the trace of emergence and developments of formal methods in
verification of security protocols. The other line is to analyze the features when concrete systems
are used during verification. The most popular methods and systems are briefly introduced by ex-

amples.
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