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Abstract  The Artificial Immune System (AIS) is introduced briefly, then as one of the main al-
gorithms in AIS, negative selection algorithm is discussed. In order to reduce the number of holes
which is inevitable in negative selection algorithm, an algorithm of r-adjustable negative selection
algorithm is put forward. The new algorithm can reduce the number of holes through adjusting
threshold of matching. The simulation results show that both the number of iteration to generate
mature detector and the number of holes decline quickly, while the rate of detecting abnormity

raises.
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The security of program roots from two ultimate prob-
lems: One is the behavior of program cannot abide by the in-
tention of its designer, another is the access control of pro-
gram cannot abide by the least privilege principle. In those
research projects. static and dynamic methods, confining and
monitoring technology are combined to turn the protection of
program from passive to active. During the research process.
immune mechanism is applied to the modeling and control of
the program behavior, and also applied to the automated
modeling and test of security {unction.
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that finished by authors’ research team list as follow: devel-
oped an applied distributed network intrusion detection sys-
tem “NetNumen” which based on rule and can combine
anomaly detection with misuse detection, developed an ap-
plied military security operation system which can reach B se-
curity level. Now the research team focuses on security test
and embed operation system.

The immune mechanism is used to solve the key problem
of program security which is security state monitor and get
nice results. But one of the important algorithms in immune
mechanism named negative selection algorithm exists hole
which can lead to False Negatives. In this paper, the authors
applied a simple way through adjusting the matching thresh-
old to reduce the number of holes. The simulation which
adopts data got from experiment shows that both the number
of iteration to generate mature detector and the number of
holes decline quickly, while the rate of detecting abnormity

raises.



