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Abstract  The application of machine learning technique to anomaly detection acts as one of the
important directions of research on IDS. This paper introduces an user behavior anomaly detec-
tion model based on machine learning originated mainly by Terran Lane, and presents an im-
proved anomaly detection model. It uses shell command sequences of variable lengths to represent
user behavior patterns and construct more than one libraries of command sequences to represent
normal user behavior profiles. While performing detection, the model mines behavior patterns in
the stream of shell command sequences generated by the current user, and evaluates the similarity
for each shell command according to the length of the sequence, i. e. the behavior pattern which it
belongs to. The similarities of the commands are then filtered and act as the measure to determine
whether the behavior of the current user is normal or not. The performance of the model is tested
by computer simulation with UNIX users’ shell command data. The results show it has higher

detection accuracy than Terran Lane’s model.
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