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Study on Method of Network Intrusion Detection
Based on Temporal Knowledge Model
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Abstract  On the basis of analyzing of existing method and system, this paper presents a real
time intrusion detection expert system (RIDES). A new layered structure which can easily deal
with huge amount of data is applied to RIDES. In order to effectively detect intrusion in real
time, a pattern extraction algorithm based on temporal knowledge model and varying glide time
window is provided. The temporal knowledge model we suggested takes account into time factor,
which is helpful for extracting temporal knowledge. To demonstrate the validity of the algo-
rithm, RIDES is developed on Linux operating system, and tested in real network environment.
The experimental results reveal that the system can detect and report variety of intrusions and the

algorithm is viable. The system can be easily integrated into network security products.

Keywords intrusion detection; temporal knowledge model; varying glide window; algorithm of

pattern extraction

AU NATAERS 48 T 15 8 45 A B iy ok 19 R HL
P8 [ IR ANATAN TR A JEL 22 4 [ A ) 7 0 255 B« 30 4
KW Bl FAE IR R G5 4 TS B 4 12 4 T
CARR M E N BFE 2 2 50  NRATR A4S R, TR B O824 A 0L 3R 48 B0 52 B

1 5

[l

Wi H 9. 2002-04-12 ;8 Beks Y 2 B . 2003-03-26. A #8015 3 1 58 11 98 Bl 2% 3£ 4 (60132030, 69983005) Hl [l 5% % & #8181 i 3k 4
(RFDP1999048602) ¥s 8. & Z .5 .1976 44 LW A R ZOF5 07 0l 0 8 RE N 4% 35 #1 W 45 %¢ 4%, E-mail: lingjun1976@163. com.
B OPH, B,1943 4FAE, HUR, LR SO, 32 BT ST AN B RS 4R B 4% 22 A R PERETEMY. FEEAE, ), 1976 AR AL 1 L AT
A, EEMFIE DT N AR A A A5 . ER L, T, 1935 AR HUIR L AR N, 2 B S O 1) Ok R B | R 4454 L



1592 it "

B A T A R M 3B 4T B B — A HE 2 A B 5 R,

— 3 ek AT 2R G RN 4 R BB T S L R R
AR I BB B B B I A 32 30 B A 4 A A=A T
AR ke B A7 ) F A TR B AR S AR AT R ok B
B & DT ATCN T8 ) FioR Gl 2 3 T
FRLI & 58 3R 40 X AR DU AR A 45 By, ) 4 SRI
International 24 & #f ¢ 7 & ) IDES/NIDES & H
JG 4k H MERALD® DL K 9% [® B K % 4 b
(NCSC)H A& 1) Multics A= K il F1 iz % 3 48 (MI-
DAS)™, Bl T G 08 S5 A6 0 R TR 0 1) &
KRG IT A AR R A P-BEST &%
ROuiEE VT HOCH R AR AR AR g, il
13T 5 A R A 1 4 5 R G R A AR,

XU R G A TR Ly H R LR
S5 RN £ 119 e L A THT I 2 — 22 SCBR ) R, (1) X K
b S B AT 3% S AN W Y SE R ISR L R S R AL i
T 5 (2) A N R B R 055 14 AN R Bl 2 P B 1) el A
H B R 5 (3) 8RB AL R BE AN & L A B R B
[E] £ B ] G 3R

PRI S 5% DA Teg R, AR SCER 7 — o i i 2
JHIEURE AR R 35 T 9% A58 AR ) i o 7 1 A AR O vk
IFAE S FE AL E ST — A SR IR R B T AR
B AR KN R 48 (RIDES)., AR C R E N AW RS
GEAB R | S ERAE A SRR B R | SE AR A A
B D B 3R G T S 36 485 21 43 #r

2 REHH

TE RIDES ™, By T 52 B P 1 225K, R4 i S8 31
H A AT g P 4 3K B AL i AT 40 BT (R B A
P 0 245 1 B 4L L DAt e A T A5 AR i R KR
ALK IDS &3+ A4 R R R G54 (B 1), F 2l Y
RABEPZH B Bl R B 51 B KRG M AL
SRR, A U T R AR b b B L DLk
) W g g | KO X 45 TS 5 A Y LR T 43 2 A
R B B bR SR AL T RE. 75 73 2K R A5
oL B T 2 B Ak PR B Ak B R S ) B L O AR I
SR MG IEAT R U8 U R B A B . 4% R AR AR
¥ B L KRG 2R I T A
e 4 B A S DA R G 0 20 38 R $i2 7

WK1 FR, RGN EEA L R

(1) Bl R A, RGEMEEIR N M 45, FH libp-
cap PEATEUHE R 4E . libpeap 38 5 6 M 38 B A TR 4%
RO AR P 2% 1 g — B0 ds A ik ik — 2P i Ab 3L Lib-

2 2004 4
\ AHLR \
% [ i TR S
? E XS
o
% [ERO
TS %
BRI

&

K1 REE

peap HA 5 T AR , BE 132 B8 A0 1 N 2L JF AR A
TIOR3k U8 L AR S B R A AR B L R
Bl X 7. M b 2 By b 3R 07, 3k 3] 4k 2

(2) 51, £ libpeap 13 U8 1Y £1.45 156 245 35 1
U H T EE e A bRk IR M hE /B A bk
DL P F1/ H i AR Q7 A i AL s an F 2
LRRGRRIEAT AP

(3) BRFRGE. T8 B BB e, 00 2
HESRAL P 2 ] B . 7E R Geas AT ik A2 op B X
& OB PR M 418 A 5 | 2 AR B 4, SR R A 72 1 [R]
T FURE CGBF 4 99 BARA 4 32 98 =5 14 = 18] 19 P 76 Bk
FFU P T A 06 T AR R AE B TR TR
RUTESS 3 e, HE BB e B 4 58 3 40 0 22 58 4 7
WAy R LR RGN L. EARE R, 5
) v R R0, 4 B T SR AT HE R DLAA E 2
A AR KA. 2 2] B RAR A Y 1R B0 A W48 1 A1
I 22 v g R )

(4 AW . a2 S WA R RMEESIESR
10 ST, (5 A5 H N D3 5 AR G0 1 A8 HL Oy e U

3 A1iR4EE

HRURE AU B ROR Gl R 7R
RIDES o, W42 % 42 19 B0 28 % B B el 22 4k, o T
YA i b 5 3% O 24 1) 224 IR S R A A AR b AT SR
o ERME R, R R L R G LT B TR
V) R 8% ok Ak B R BsF (] 9 15 2, L X 51 & T T i 1)
R SIS RO 5 S R R

EX 1. "EE & FI—dAEMEEES.
A5 A T BOHE 3% B0 S b RT AR B Y R
B an i/ B A He k| 3% 3 AR R A L B Dy Bl



11 W EAF RTINS AR Y i 0 25 ARSI 7 R B ST 1593

. B V={[ileld,, field, *, filed,} N} F ) T4,
PRZ e s Jm k.

YN AR SR ] — A B A B — AR Y R AR
B 0 ) 2% 34 2 1 AT BE AR O (timestamp » serv-
ice,src— host,dst— host,src— port,dst— port, flag) ,
30 e 7 HE 4 Y I TR AL I 5 28 B YR AL B
BL IR E LB A F AR RS A R . b — LR
XoF T U0 R 3 e A P BT L ) R L AT
— g HOE R I E R M E T LU — A oot
AR : Ctimestamp s sre— host, src— port, dst— host,
dst_ port) FRATH F 2095 BAE mIC sk & 1.

EX 2 HMFE VLA BN E=
{(field, , value, ), ( filed, , value, ), *+, ( field, .
value,) ). Fof value, (1<<i<n)H f'ieldi%ﬁ!lﬁ@ﬁ.
R B SEHIAFR 2 A, R 1 Al — e
Ry S 451

1 NEERHG
Timestamp Src— host Src— port Dst— host Dst— port
11:41:40 192.168.0.1 4561 192.168.0. 10 80
11:41:45 192.168.0.7 4442 192.168.0.1 23
11:41:46 192.168.0.1 3212 192.168. 0. 80 21
11:41:56 192.168.0.4 5634 192.168. 0. 10 80
RE X 3. INFIA] R A R T 46 045 AR I 221

IR N Begin(E)Hl End (E). I IX 278 140 4%
S s [a) X E] , B n o Inteval (E). B FE R /R F
LI K E , 278 N Duration(E).

EX 4. WHELHE TC AR I8 5 X
ZIEMME R, EEAREEAE PCCT,, T,),
EARMXRAGIE (>, = <) B FE R RS T,
WP T R T A ST, 5 A A X 23R
PIC(T, 1), BERHXRAEG R >, =, <) .5k
B Z] T A F I X Z R 2200 22 5. B RS R
AR PDC(T, . T, D), AKX RZHAEG (>, =,
<) Al FRR TR T, Z (8] B B ) 2206 K F V56 T
ANTFEF I L — 2 2 o L R B[R] 24 SR 2] 1 A
Z: W, 3CHk[ 6 ].

EX S5 KRARFERMNRCEE E)=E®
E, KW EME,JRHEMEMNERERR . DNYRTT.

MR b ad i S, vl i R A R A 4 X
U

X4 = R4 RS ERE L BRI 2 4D

H U AT DA 3R 7R S B 3R 40 A B A e L B 0 AT
fia] B b T 2 Ak Ky

RO = (B R .

B0t = (O R CRiT iR
WRF) 1= CZ) (R FE) .,
(HIF) t = (And (BFRIZHO OCRAH))
(WAl ) == (PC PIC PDC ),
(KRRAH) 1= (RC ),

Uathy = &),

4 ETZEIEON
SR ERIREE %

SIS A AR A T R G T BN W b SR B D 4 AR
R A AR R DA R PR COBEALYE. T
450 55 1 1 B2 2% 22 A8 LA K P s ) ) 4% 1 ol e
fifi A5 3% S Eh 4 2 IUAR 5 1 Bl AL P 5 (2) A G k. F Al
B 25 S F (B D telnet, ftp, www i [7] 28) FEFE A
A 56 4 b iz e O 26 R 00, o AL A 3524 1 s ] S Bl o 3R
IR 0 I AR DG

PRI, %k 9o 4% K0 40 110 Ab 3L, AS B8 A AN ST His X6 1]
AR HEAT AL B T A6 2R G 7B I — A I [R) B 7
P REAE , AT BB L IE S B e AT A B g k. AT 4R
— P T AT AR B[R] R A AR R R
4.1 EAXFRE

TERHE R ST B b I DI R B A A
sk IF IR

S, ={F,; | j=1,2..n} .
Hrp B, el BEAE S A TR/ B (9 HLhE v 1SR S
Hon NTESS @ PRGSO CSRAEIC B B TE 0 B
S — EBRZ B BEHLAS AL, 5T S, o — FEAL T 2.

W 28 B AT WG HE 0 R O L R B
AL R/ B HhE CEAL I/ B s E IR 55 2R
ZH B 3k R I 2 R b B AR O TSR B
() %) S IR AL DU, 5 S AT R b ys A B TC 4% L BI A S %
NS RS SR HEN R 2%
wAE— R/ B W R CEAL R/ B W O IR 5
AR . ) an X T — A 4R 2 Yo, T DL R i
hZHE RETTRE LR RN 5 2%
YOG R L AR X P OC R R — 2 B AN (4] 4 I
R T i KRB AT IA O 2 R AR 4R 4 i F
AL, S m P+ BB

EX 6. SHEBEHRNTMEEF T
B2 Forh AL B TR S R B AR 0 E B ARAE L R
EES e

EX 7. BHEE DTS TWC, 25852 L

(R.F,Rel(R,F),Length) , }:#h R =% &4 R=



1594 it " BN 2% it 2004 4E
{7'1 g ,"',V,,} v ?ﬂﬂ?)ﬂﬂ@f%an {fl sfz 9"'9fm}. end begin
Rel(R,F)={R(r,,f)) | 1<i<n.r,€ R, 1<j;<n, HEE WL,

S, € Pk r Ml f 2Z [ 5E G R
1552 B B Ak PR R b FRATTALRT & A e 7 A
A=A EE I EE 0 LR TWC
PR — A Rel TS £ AT H BT ST AH N Rel
TR & R LA h T A OC  B 2 B A B 4 7 AR
AWHE XA RESE LY AT 8 1 R S TWE 5
B kNG BT SRR SR I, X A R AR Z AT
S Bl AR R X R R B SR
(DAEYSFE A LT3 TWC 506 AN EH -
T SCH O AR Y AT B — > 58 Y R R i
B A T AR OC AR B (2) B — B HRRAE Dy AT
JEAE S S AR 00 R ORI R IE 4 58 4 BRAS B A
SRR, T DLy A R R A o] BB R
(3) FE I [) 8 10 PN 1 B I 2% B 35 174 28 AL 1T A2
b, S — S BEALEL, P, BE 5 4 B IR 202 10 Y 19 2%
T AS Sk 25 3 M0 4 BEAE B (8 e 5 (4) I 288 1 LA A
SRAH G o PR WA 408 I T8] 77 EL AT AR B A9 5 R AIE
4.2 HiXHER
AR
A % EE R ARG KN ¢, W) E 4L 2
By, B4R P
Begin
While(TRUE) do begin
SN ATFE E
if BEGINCE)TE X4/ F
then
¥ EAF AR A
else
forall A do begin
SR AT R S
end for
TRAEMATAT ) 6 - F SCEHA B
if BILERENEEET &
then
forall B do begin
THE E] B 0 2 06 R G R AR RC
THFE I E] 7 171 22 6] 6 i i) 29 o TC
B R AF AR P
end for
else
HAHTAI ] E A B
end if
end if

end while

() Mg H B SCfE B A 2R, 7w i) 7
TXHhSFH e R B R AU A R S B ik
W, T R Fph 3 IR A SR M 2H A, Rel (R, F)
B E W Z T B OC 2 TR 0E i R SR AL i S
ZaHE R N dst_host) F R {type,src_ host,src_
port,dst port) \Rel(R,F)FEANFE 2 FiR.

%& 2 Rel(R.F) X

A F % it 4

Type src— host src— port dst— port dst—host
123 23 45 11 FHl1
23 32 46 67 EHL 2
23 33 3 3 S/

R —IUERR AR 0N T R
EXF dst—host W type ,src_hostsrc— port,dst_ port
AU GE T EC , LA 3R 7 4 — IR 8] B f9 R

(2) A& WFIR] % FOC &R 80 5, 7 U AR 2B &
W] b SO TR S R AR AR 20, th E X
5. RARAWR/REM EE M BT Rel (R, FH)Z
[F1) B 5 ek BB 2R, SR FH e R 22 B 7 vk 3158 RV HCAR &R IS
) % 11 bR S 2 A i e R A LA G R AR
4.3 WA H

75 RIDES £ 48 H, A5 33 U3 B 40 BB A A =X
F2 R TR

(1) 22 B

T2 SR MR B R R SR IR U
15 E G FRT HE U A AR DD 2 2 ol A DU ) i A e
JE VB I () 187 11 O 2% 24 o 1) S Y R 30 4, 7E DR
TN T (RC, ,RCy .+ \RCnymin<RC,<max)F/m
IEFAEOLT n A B O 56 3R 29 ) BUE 1 Y
(min,maz). BT 50, 5 > 500k ) A58 SCTE i i
WA H A BEEA LR

1. # A P

2. VFE AR b G 2R 2 A T IB{E A R R e ] 29
WL AE S T8 BRI 14 56 2R 24 RN B [RD 24 3R

3. MR RLIN 14 T8 2 AL H A L T RGAL U L O 4 A B )
JR OGS A0 PR v A B R BE AT B

TEIE #1600 T 18 47 2 S BLHOR 15 1E % 47 0
2 T R U A7 AR TN 3 T AR 415 552 I 2R B
AR A i 2 L A ORI B 2 R A AR KA A
77 AT ARG I 3] — SE R R it . [R) I s ] LA A Ao A
o i 00 T 3B 4757 20 BB AR A% A i o A 5K B R
DU AR P28 T A AR 8 S5 I R IR A AR X2 5 Al X



11 1 %

g e A OR () ) T 2 15 A AR R 2B AT AT LA
SRR I B 45 Fb O T 28 L. [ Bk, RIDES R 4t [
B AT L AT 45 4E A T (signature-based detection) £
54 K (anomaly detection).

(2) M AR B

T A AR He v, S e 4t IO 1 R IR 4% 1Y
A7 ARG L iz s 25 A 2 rh % F 0 DEAE L DL
SR AN BN, AT RN (RC L RC, -
RC,) AR RCi=>max , W ATIA Ry KA A AR . FEA 26
BRHA

1.3k 7R 0

2. AR X 5 R 2 SR A5 RN A Tl AT R 56
RAYARST A2 W% s 4k 8258 3 4

3. MM RRARESG REEFIT MM KRY
TR BN, Q2 D0 5 7 5 G, 3 o H AR

5 KWERSW

RIDES & 4 7f RedHat 7. 2 b perl i 5 52
. 4 T X} RIDES %t LA K b iR 533k 4800 — 25 1 43
B, RATTHE L 40 %5 W 45 A 858 N L i2 17 RIDES #1745
Wik, R L O A ping to death Mk
B, AR R G IE AT S5 S RIS 25 Y IE 515 LR B S
LoErE S

(1) ¥ FTAA 3

FH 00 B i R 38 0 i S FE TCP/IP AN
(4 i 11 B 55, 30 s B AR EALL T 09 125 3l i 3 A
T AT AR AR BIAR 2 ¢ T B b EVLAY & Fa Y
R EAREHES SR, EGA SN FTP
H3t, & feH TELNET %45).

VL dst— host V2778 5 W [R) 2 H1 43500 R 1 i
4.7E TCP i H 435 B 7 B LR SCHP Y Rel (RLF)
gy mlmE 2 fE 3 s, i Rel (R, F) =
{tcpNum s udpNum, icmpNum  dst port Num }, 5%
R TERFE] B 0N TCP # 4% . UDP 45, ICMP 4
DA K B st R BT RL B 2RI R — B S
BF )T 1 S 2e p N 1 BBER B 38 4L 100 W 763X B
BF I TCP i 32 iy 85 i 2 R0 35 . [F 6 dsepore-
Num 5 tepNum HAHF A3k, RUA K
XA S 0 B TCP 42, 5 TCP i H 473 B9 #¢
FEW) A o U W 7E 3 B B[] P T80k 3 00 P o 11 491 41 4R
HHE RGN OEE. B 3 2K E O KANFEA 4s
B SEgn a5 2R, S 2 AR fb i S B A — 30, R
1A R /NS 253 i) A5 2 2 B 5

TEA B TINS5 A AR AR ik BT Y 1595
3000
2500
2000} \

tepnum

dstportnum

0 20 40 60 80 100 120
i ) 2 11 %50

Kl 2 TCP %% OB EE 0 Rel(windowsize=1s)

10000
8000 [ /ﬁ
_ 6000 i
= tcpnum )
m.\ I |
§ 4000 dstportnum / \ f‘
| \
2000 k A

0 15 20 25
i ) 7 151 4

B 3 TCP ¥ H AR A % 0 Rel (windowsize=14s)

(2) ping to death

ping to death(B Ay ping W ii) 2 — FhIH 4t 15
A IS5 an 2R R G AR ME 559 00 & k£ A it B AS i
15t , 23 TR 2 R o 0 9% % U

AT L dst host VE 27578 5 WA 2 11 73
B 1M 4, 7K ping to death BUidi i, ) 7 O
ERSCH Rel (R, ) AR5 5 W& 4 R 5 .
R 4 ME S5 A iempNum £ — BB ] 5 O N 15 5
W {1 - R 2 — B I ], 136 B 73X B i 1) B R &

25000 \ """

2000} S /
o 1500 icmpnum
< /
< 1000

5001
0
2 4 6 10 12 14 16 18

8
R 1] 2 171 4K

Kl 4 ping to death B[] I Rel (windowsize=1s)



1596 it =N BN 2% it 2004 4E
ICMP 14, 5 ping to death B ¥R 1E W) & . [R B, FEAE R,
/AN I8 A o 2 B B 48 SR A S B L b 45 AT L 7R I B 0 1 0 T L 4%
B [ 57 1 2 B0 S [ 0 4 1 DR b R 9 T 2 g A
12000] e S HUE AL ) 3K A5 4% T i o A K I R
10000 o
8000'- 6 z:lgl: -L/I’.\.
%6%@/// fempmm
g ool RIDES 3k H 41 )2 B IR R 2549 , 1% 45 14 e i S PR
. b b AR L LA W s R0 4% T AR 25 L O RE 7. o
20 T B 25 SR R0, T 46 45 ol B 1 A0 25 o A 1) £
o e Ge IR R, ST ARG I & K R G2 T IR, 15
b T A 0 O BT T ol R T T A D 1 2
Kl 5 ping to death Bf[A] % 1 Rel (windowsize=14s) PR R BEA RO R B M R, LI

(3) EHBK

VE D% He , F AT B2 A E 5 B0 T Y S50 K8
£ W IETIN 2 N4 N o 71 B O < 1 2 O e el <
Rel(R, PSR4y B 6 FIIE 7 frzs. m & Al A,
tepNum sud pNum yicmpNum E AT KT,
[a] Bk 38 A7 G B QIR R AR () A0 dse port Num ) H3 3
55 2% IE WS O N B9 AT N R AR SR A W) & 3R
SR L IE H L TR, B O R /N B A A AR B A

140
120k tepnum
100} ’
o sof '
2 ol \ HL/ Mmlq\w i W‘” 1a
1ot / \ Mm\ I W \!\l \I\ W M\Wy\ w\ 'N
‘ .
20k J ‘ W\ WWJLJ icmpn \
ok s L N WLV e, R e b AR s
dstp§rtnum Q\ udpnum
O3 T I0 . o 200 %0
[IERZERE
B 6 IEFEOTBEE O Rel (windowsize=1s)
350
3001 | \ |
/ / \ AA
seol “‘ tepnum N \/ \ /\/\/\ / \\/r\\/ \ ’A\
200 ‘ | \/ o \/
= |
§ 150 | |dstportnum |
& ||
100 ‘ \
50F | J /"“\ } icmpnum
NLAVANATZ
0 10 0 40 50

20 3
R 5] 7 171 %5
K7 ERENTEERED Rel (windowsize=1s)

BB A9 S22 2] MG . 5240 45 R R 1 . RIDES
AT BE 5 e 3 S IR A 390 2% 5, T L3 B A 2
218 7 . e A AR U X £ R B 0 S [ 177 e A8 FL 0. 3% &R
GERE M P e BLAS Tl A4 O I 4% A BN D1 R I
AR HESP 0 246 4 A AR R 1 35 1)

[5] B A8 A AR &R 8 (5 a0 snort) 40 1L,
RIDES 58437 [& 1 W 2% it 12 09 I 18] 5 L SR FH BT 19
A B TR 2 40 T 24 — Bt I5F ) D 1 SRR AE Ol 1
IR 26 2 5 308 381 o B AR T ) S B S 5 SR E B %
BA AT FT. A RIDES 8 B S22 e Jy
A A% 10 07 AN [) A T 26 R 45%

6] I, 76 2 G2 i B 78 A0 58 36 05 T 8 A V4 2 T AR
SEAYCL A N K T e 3 AR SRR U R e S Bk
FDCTC S0 L B2 w8 R e 0 1A 3 L B 53 A X AR
JHT RIDES, 1 i 15 28 JC R AR I 4% 1Y) fE 77 5. i gk
I FRATA G TAER & A

5 £ X M

1 Cannady J, Harrell J. A Comparative analysis of current intru-
sion detection technologies. In: Proceedings of the 4th Technol-
ogies for Information Security Conference, Houston, 1996. 50
~57

2 Anderson D, Frivold T, Valdes A. Next-generation intrusion
detection expert system (NIDES): A summary. SRI Interna-
tional Technical Report SRI-CSL.-95-07, 1995

3 Porras P A, Neumann P G. EMERALD. Event monitoring ena-
bling responses to anomalous live disturbances. In: Proceedings
of the 20th National Information Systems Security Conference,
Maryland, 1997. 353~365

4 Sebring M, Shellhouse E, Hamma M E. Expert system in intru-
sion detection: A case study. In: Proceedings of the 11th Na-

tional Computer Security Conference, Houston,1988. 74~81



11 # 3

TEA B TINS5 A AR AR ik BT Y 1597

Lindqvist U, Porras P A. Detecting computer and network mis-

1921

use through the production-based expert system toolset (P-
BEST). In: Proceedings of the 1999 IEEE Symposium on Secur-
ity and Privacy, Oakland, 1999. 146~161

6  Guo Hong-Fei, Zhou Jian-Chang. The representation of real-

LING Jun, born in 1976, Ph. D.
candidate. His main research interests
include intelligent network management,

network security.

CAO Yang, born in 1943, professor and Ph. D. supervi-

sor. His main research interests include intelligent network

time data and temporal knowleged. Joural of Software, 1997, 8
(1) :45~50(in Chinese)

(€ &/ N B = SRS A Y D S| BTN U A B
1997, 8(1): 45~50)

management, network security and network performance e-
valuation.

YIN Jian-Hua. born in 1976, Ph. D. candidate. His
main research interests include intelligent network manage-
ment, network simulation.

HUANG Tian-Xi, born in 1935, professor and Ph. D.
supervisor. His main research interests include radio physics

and network management.



