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A New (t,N—2)-Resilience Mix Net

GAO Hu-Ming CHEN Xiao-Feng WANG Yu-Min

(National Key Laboratory of Integrated Serviced Networks, Xidian University, Xi'an 710071)

Abstract A model of (z, N—2)-resilience Mix net is set up. A Mix net protocol based on the
model is presented with the primitive cryptography tools of Shamir secret share scheme, ElGamal
public key system, zero_ knowledge and so on. Given an array of encrypt messages, two different
groups of mix servers blind and decrypt the same array, then compare them, and finally publish
the correct deciphered text on bulletin board. Our Mix net protocol mainly has the following
properties: (1) The output of Mix net is(z, N —2)*-resilience that means the Mix net can also
output right the decipher text and can not find the relationship between the input and output al-
though there are N—2 malicious users among N senders and r— 1 dishonest servers in t servers
which may cooperate; (2) Because of the ElGamal public key system the input length of Mix net
does not change with the number of Mix net servers; (3) The communication and computing cost
is less than that of other verifiable Mix nets that we know presently due to the technique of divid-

ing Mix net servers into two groups .
Keywords Mix net; confidentiality; correctness; verifiability

o, BRI T Ceyneysoresen) Fl Gy ymy y ooe ymy) Z TB 1
X O AR . Mix net [ i SS90 2 R — A Mix ik
% g L SUR X EOR H e e e fF AR B S
PR 1k 3 B 44 I R A S R I Mix net (1) % B &M . Mix net 1A 4 SRS 44 G045 HL T
NS BB B Ceyey oo on) s i H 2 B0 N R PR IR LT SO U T BEAR R AR B T AL
FEERBIM B B (myamy e ymy) I — AR ALE EEXHERF AN N )38 A5 B2 AAPE L 1981 4F Chaum $2

1 3l

jillf3

WA F 3 - 2002-04-23 5 18 B A W 2 F 3 - 2002-10-29. A U AT 3 [ 5K H AR FL 27 2642 (60073052) B By, SR B, 95,1963 4R 4, 1 LT A
AR AR, SR T 1) b A A R FLN L B T R 45 R Y 4% 22 4%, E-mail: gao—hmen@ en. yahoo. com. BRBEUE, 55,1976 £, 1 1w
FUEVHESE T M R S R I T, EBR LB 1936 AR R L AR ST LA S £ B IR | g Y R T EE R



1362 7 "

&4 it 2003 4F

T Mix-networks [ VAR AT B AK K 77 %, J5 K Pfitz-
mann %5 1A XA J7 & H B il Chaum 77 E K 53
) AT RSA A PIAS] AT % 3 KA
Mix Iz 45 s [0 AN B0 0 B 39 G, i ok 1K 2 1 40
AN A AN AR A T AE R 1993 4F Park R T
MY ElGamal 2 £ #5610 & 9290 Mix net (K77 3%, i
RS o N EKES Mix & BB TLRL &
I PG 26T ElGamal 22 8 A 6l % S 301K Mix net
J8 A ISR AR

H AT Mix net M5 EEE P AE. (1) &5
Mix net (¥ 0] 5 B, 40 45 1E fff o0 R0RS 45 1. oA 77 38
A5 B . — > Mix net 2 k554 4% A5 AL —
e DL IR 5% 2 S 4 0T DR UE Mix net %t )
AP ARL M. (2) 2 5 B vk 5 ol B S5 0 P I
9% /> Mix net A5 & A1 vF 5 8. (3) [F N 5] AT 5
UEPE S iR R 45 8 A AT — e uh B R L A A RE H 2 E W
FOUR S E AP L 20 A R S P AR ] ElGa-
mal 2 P4 I a5 2 g2 3l 45 = A R B 5N
FOAL BB, 9D A 2 vE S A S Mix net BRI
A RITE.

SCHRL7 ~10JH 42 H T A n] 56 40F 14 v 201 Mix
net J7 5 LA I 5 R K I 2 A 2 28, A B RREIF
AR E . AR SCHAL T (1, N—2) Mix net £ 84, i H
Shamir ] R 77 % ElGamal 2 85 % A& ) 28 07
UE WA 3 A0 F R B vk 1 — AN T XA B ) Mix
net PR, AT IVEMR T A7 %, KGR
AU F] — 3 SO AL AN AS[R] (1) G 3R A L = 2 AT
H AR ARG AT X b X R RS T A O
e k> T B A Mix net HR %5 2% 16 8 5 5 R
fa 5. JATH Mix net PPEA (¢, N—2)M 5k, 5%
MK EE Mix net ik 55 2% A H0k O¢, il i vk 5 AT
/> Mix net ik 55 a5 0 oF 555, o 5505 N3 £ = A0
IC T FATT T %0 1 W] 5 AIE ) Mix net B3, 1 SCHER[7
~10] T .

PUR B2y & X AT . 1 e 9l N (e, N—2) 3
PEH) Mix net BEAL, YA 43 W B4 T AA) AR % i 4
PRI AR5 2 AT Mix net B W0 7255 5 75
TEAT VMO 22 Aty PE B FL R 0 W 5 i Ja L SR

2 (t,N—2)3# ™) Mix net 25!
2.1 Mix net EAREH

fEEE T ElGamal 283 H1 % sSE L Mix net
AR PE =S 5E P user, A i £ Bulle-

tin board, Mix net k% #% Mix servers.

kl——> Mix server,

user; «——>

USETr) <——> Bulletin Board <i——> Mix server,

Ser \,«——>|
USET

ki——> Mix server,

gk

' ol )

L) e A S

(1D M RIEIE IS ¢ = Cas b)) = (g7
m;y" ) #] Bulletin Board,i=1,2,-,N;

(2) Mix servers XJ (cy ey s son) BEAT B 10 iR
BRVE AT Gny omy oo omn) — AN E I Gn om)
e my) 3 7E Bulletin board AR,

I Ay FRATU) 2 A A AR AT N TE AT Gy oy s o0
ma ) FCmy oy s eee omi) IR C R
2.2 REBRMAHHRE

BERZH t—1 DAWEL K] Mix servers fil N—
2B PR BRI Gnyamy s oo sma) B Gm
My s e i) IRIRE V. DG 3R BI04 A %5 U, 1 5 3k
MTININTR 22 A K,

(D (e N—2) Bh B 1k . BEBE R Cmy vy s ooe s my)
FLGny amb s oo o) Z TR] 6T N O 2R AR M 2 AR K, A
A5 5 T HEORE I 9K 2R IR MR 3 AN O T BB AL U

(2) (¢, N—2) IEHiTE : Mix net i 451210 Gn|
my e mi) AR 0.

(3)(t, N—2) B iF P : Mix net server 1 B 5% I
R A e B0 04T 300 A R0 T 55 0 4502 I Mt 26 423 .

U Mix net ¥l /2 (1, N—2) B 1, (1, N—2)
B UEPEM (¢, N—2) IEBPE PR 2 AT (0, N—2) 3
PER.

MR Bt 2 (AT S 7 SOk T VR o oA

(o N=2)" SvE ) BB R c—1 MRS A8
N—2 ™R #8298 Bt %

(Lo N—=2)P BAPER) BB —1 DRSS A% 2
B B 0 Bk 5 AR R N—2 N H P A2 230 Bk
=

(Lo N=2)" S PE i) BB — 1 DRSS A% 2
FABEHE CEREN N—2 N PRS2k

(s N—=2)M SR BB R c— 1 A IR 55 3% A1
N—2 MH F# 2 FE 8 Bt .



10 ¥ TR . — AN (e, N—2) 3¢ 1) Mix Net 1363

3 BARMINEE

1) 3T ElGamal 0% 51k

L p=2q+1,p Mq 2 REH.G,2EZ, 1 q B
ek T g G, MERIC.y=g" a0 ZMEFEH. LA
T (pagsgsy). P IHE B m K0 o f2 2, b
WUESE re . Z, . NEH I (a.b) = (g my") . %

b

m=—_r.

a

2) Shamir (¢t,0) [ 1R7TE

Mix net Bk %28 Shamir (t,0) TR 77 3L =
WEH 2. SN E x,,

e=SVed (mod ) Jih = [ 2.k

i€ i€qizi) Tt
H5ER—ANTH.1Q| =1

(psqsy=g*) & Mix net B A .

3) UM log, vy =log,, Vo 125 B BOA & ) AE AL
H2ERAE

JNIEF prover:

(D T=EBNE o, T 1, =g7 .1, = g%

(2) c=H(g1s82sy15)2 5015123

W

(3) r=v—cuxa.
WA (e, ).
IR verifier:
T L =815l = g2V LoRig c=H(g,,

gasV19Y2 0 ’fz).
TEAN DU 22 A 1 A2 7 A SR S HONT H 1 T A
PEF Hash o8 200 224V ).

4 (t,N—2)38 %8 Mix net 1%

4.1 RFEI

e N A (users) , g 26 N—2 4
AW P 526 A Mix net kg4, w26 —1
A~ Mix net Il %5 #8 2& AL, 20 > Mix net Ik 55 2%
R Shamir (t,0) [T IT RILEMEY] 2, p=2¢+
1apoq e iE.G,2E Z, W g B vl 7, g &£ G, 1IN
TG, (pag,y=g°) & Mix net 12 FF 4, F W&
N Mix net [RE548 ¢ A0 y, =g xR

H—A X4 # bulletin board, &4~ Mix net R
523 FUH 7 AT BLEE bulletin board EIEFIEES , B AN
e fh & 7 2 Mix net JIg 45 #% /& Bulletin board 2 fii
5 B AR P A SCAE A 4.

7€ Bulletin board 2 A 47 — 41 i % fift % 1) %

sCND s

oA ¢, =Ca; b)) =C(g" ym;y)si=1,2,+,N.
4.2 EXhER
4.2.1  EPpERE

1. 8 2¢ A Mix servers B ML 2> e 41 group, = {1, ,
Lo 1L} group, = {11, , 11, , -,
{(1,2,+,2t};

2. group X e=(cy yep 00

C:(Cl 9Co 9"

IL, )}, group, U group, =

sen) PAT BT X group-
blind(group, )13 By = Ly s group: Xf ¢ = (ciscy st yen)
ITEW TN groupblind (group, sc)#3 B, =Ly ;

3. group, X By AT # 5% F 15 L Decryption(group, » By)
3 M, 5 group, W B, 0AT fift % F V3 8 Decryption(group, » Bs)
5 My ;

4, PATIE A AE B F T L verify (group,) Bl wveri fy
(groupz) Wy B R D 1,

. 5 Mix servers lL M, &7

net iy My R R Z R [FP 1.
4.2.2 T ORI

(1) groupblind(group,c)

% Lo=c=((a¢,1+b0.1) s(ao.z sb0.2) 5=

LT M, , #7H%E Mix

yCag,nsbon)).
A Mix server, BINLIER r,, € Z, . B n, i € group,
W L= (Cag, g1 vbo yi1 ) s Cag.o g2 v bop ¥z ) s
N ybo Ny N ) L L AE Bulletin board A i 5
(2) Decryption(group,C)
L LLy=C= ((Goy» Ho.i )y (Gogs Hop )y oot
Hox)) s
Mix server, ,i € group H 51T 5
LL, = ((Gioy, s Hioy 0 /(Gioy )"

seoy (ag.ng'i

) (GO,N ’

)y (Gicrp s Hioy s/

o =1 .

JEQ. .12] ¢

1/ CG D))y (Givey Hisy s/
(Gimin s Hl—l.N/(G,—l,_\')‘l’Ii ) A A {E Bulle-

(G127 ) 5o (G v s Hi i v /(G O

JFH A (G- s H
(G )il )y oee
tin board;

I 2 A UE W log,, g G’II"['I.I =log, ylivi=1,2, .1
j=1.2,,N. ’

(3) wverify(group)

4 choice=hash(M, ,M, sby +b,)

YRS Mix net RS 4% i € group, 70 AR b 45 4k
& GC{1,2,-++,N},

|G| = [{i:choice[i]=0} ],

choice[ iJRIE choice A 1 — 3k F 75 B8 I 58 ¢ A7 F
Uip

OHFER G, Y WL .

G, H a; 1.j:Ha,.j;

cho J/ 70 JEG
i= 17



1364 7 "

&4 it 2003 4F

®Y - || birs=]]bws

choice[ j]1=0 JEG
j=1.2..N

© log,G; =log,Y;;
OEHER G, Y W .

@G: ¢ H ai—1,; — H Aijs

choice[j1=1 J € group—G
j=1.2.+.N

@Y; * H {);—1.1: H /);.J;

choice[j]=1 JE group—G
j=1.2..N
© log,G;=log,Y,.
AR BRSNS R AN AL, ) G AR B AT R

A4 I Mix net 95 8 o 15064 95 B8 UE ) 5% 1
5 REFMREMERSN

AT AT (0, N—2) P 1) Mix net HpiX
() 22 A e JAT B E BRI T U4 e, OF B3 DR 2
ik B,

M8 A AT R B 02 22 A 1 B A AN BE O i BT
BN R AT S R 58 b B R i B 2 4
B 28 7 FVE L RE AR AIE IX — 5

EHE 1. ALY Mix net U2 B AT (2,
N—2)"" s 1),

WERA. ORI 5% 4 8 2 ik Bl Mok .

AT 52 2 A1 A 0 50 1 PR A AN A BT gy T s A
KRS M SCER v A — 1 T BOS S R H A 4 &
A PR SN S Lo B AR X UORIIE T (¢, N—2) 1E
BPER (0o N—2) G AR 5 1 ¢ AN RS54 v 2 AT
AN A A I AT TR B LR E A RERL R
o AR (—1 MRS AR N—2 AN F
n) G AN BE LA i 11 S M A AT SR S B B Rk
FARAbATT B Bk ElGamal 1950 % 5% A1 Shamir (¢,
o) TIBR 75 % T GRAIE T (2, N—2) Bk 2% 1.

EIE 2. AL HH Mix net Pp & H A ¢,
N—2)" g PR,

E. RSS2 B, P B Sk

X e 55 4% 2 3~ T LI, A AT AN B 507 W Atk A
R BT A AR B B R i B s R R
R MW TFERBHARERE GRS, X5 EH 1
SAFA R B DL & BAT (e, N—2) ™ 3 PR T,

EIE 3. AL Mix net P BUE H A
N—=2)" 5 R,

MR, g5 B Mok 0 R e sh ki

HH 2 A A B 150 FR BRE A AT AS B8 2 o 7 Wy Al A
W L. 7E Decryption A verify BB B -T2 40 1R 0E B W0 130
HIPAT LA P 2B 5,81 Mix servers L M,

FEATEE T M, ORAIE T R 55 (1) TE A PR ) 56 UE

IR 552 ke (1) B B Bk K@ ANRESFHM TE group-
blind i B AN 4% Wiy 130K 5 v 550 R 6 0F A7 VR i
Bridi, AT — K verify T HRICEL 1/2 M K& ILH
B VEE RN BT group, M growp, A7 1E WK
i 25 4 L ABATT 0 BE B A8 25 -, RTBE ML S e 7, 2 B
B BBV 2 A2 AT 5 0 B verify I AH BLEC 5 43
Bl Cmy omy s oo sy ) A Oy sy s oo s m'y) 2 10 B X5 N
KR MM AARA KT BEHLAE . A i 0 F A ¢ —1
MRS AR N—2 AN H P A X I SR E A
mg oy B I 6E NG &R BE HLAE XA 2
/20— 1 MRS A N—2 A H IS G 132 11 1 %
W25 1/2. B2 AT (6o N—2) B2 1.

EIE 4. A LA Mix net il & B AH ¢,
N—2)M 5Pk,

. MRS AR o R ki .

FH P i 80 Beidi 5% Bulletin W3R HIARAT] ) T B
HH P &g Bt Em A pril g R ¢, N—2)™
FE.

R G S

H P HEAT — IR ElGamal 1005532 51, 2% %
A B K2 o S bR fs B PIAS. X 5 O A
T ElGamal 28§18 Mix net $ 3CAH [F].

TATEH ¢ B — D RIEE R m, B ME
KL B RN R v S5 R A AR O SR A
FrifE.

TEBAT M 55 s VR BRI, A4S B 55 st i A4 £ 8L 2F
AT—CE A I B A R 7 ] DL o 9ok 5 A 3, s
INf o S5 LT S VL s A IR AR AE verify B B
XREANME RSP/ 2 20/ N A F J0RE R 5
WY BB IR S5 A AN E B AT — IR ElGamal
fift s S RCER ANRAIE B — 1 R AR B 5
S R AE v 5 8 U7 T, FRATT I B B2 T Miyako
Ohkubo 1 Masayuki Abe [ A Length-Invariant
Hybrid Mix,Jakobsson If] A practical mix. Jakobs-
son HJ Flash mixing. 7 ¥ A Ik 55 &5 7E B, T AT 1
T — UCE fis SRR % da S A A9 38 £ &R ORAIR
T 3CHRL7~1077 17 %

TEAT M 55 45 VR BT, FoAr ] i B a0 o 550 5 A
GRS T SCERL7 ~ 10 ] I 77 283X B FRATTAS FE A
TEA 53 Bt

6 ZERiE

FRATTRE [R] —2 3C o) S Lh AN 7] 1 9 A ik 55 2 2 2E



10 ¥ TR . — AN (e, N—2) 3¢ 1) Mix Net 1365

T E R A BORAT (¢, N— 20 3 e i %%
P TR A A 56 0 AR A () I A R O B
J7 1 > T H R AT 2 A1 T ElGamal 2 84k
HlH) Mix net B,

FATHI P AT — 2 & B, JF H 247 Mix
Jik 55 4 A BN ] DA e L0 B ik 2% A% S SR 7 ~
10— FE ., AN 1K A7 IR 55 a4 75 BE I, Mix net 5t BZ
T A AT 4 I 55 . A5 B AR 52 I IR SR IR I JRE AR
BEOCE A 25 AT Mk 55 s AF B, Jon R A AR

Mix net s filf PRI A0 AE BT HREEE R BT
IATA R FEAR MR TROHBT A s i
i Mix net SEHL, JAT K B 8CAE 92 BN 5 ZE B oh —
A E R A 1 Bulletin board W33, ‘& B35 M Mix
net [V fE.

2 % x #

1 Chaum D. Untraceable electronic mail, return addresses, and
digital pseudonyms. Communications of the ACM, 1981, 24
(2):84~88

2 Reiter M K, Rubin A D. Crowds: Anonymity for Web Trans-
action. ACM Transactions on Information and System Securi-
ty, 1998,1(1): 66~92

3 Syverson P F, Goldschlag D M, Reed M G. Anonymous con-
nections and onion routing. IEEE Journal of Selected Areas in

Commun. , 1998,16(4): 482~494

GAO Hu-Ming, born in 1963, Ph. D. candidate,associ-
ate professor. His main research interests include applied
cryptography, E-commerce and network security.

CHEN Xiao-Feng, born in 1976, Ph. D. candidate. His

main research interests include elliptic curve cryptography,

4 Pfitzmann A, Pfitzmann B. How to break the direct RSA-im-
plementation of mixes. In:Advances in Cryptology——EURO-
CRYPT'89. Berlin: Springer-Verlag, 1989. 373~381

5 Pfitzmann A, Pfitzmann B, Waidner M. ISDN-mixes: Un-
traceable communication with very small bandwidth overhead.
In: Proceedings of the GI/ITG Conference on Communication
in Distributed Systems. Mannheim, Germany, 1991, 451~463

6 Ogata W, Kurosawa K, Sako K, Takatani K. Fault tolerant a-
nonymous channel. In; Proceedings of ICICS'97, LNCS 1334,
Berlin: Springer-Verlag, 1997, 440~444

7 Abe M. Universally verifiable mix-net with verification work
independent of the number of mix-centers. In: Proceedings of
EUROCRYPT' 98, LNCS 1403, Berlin: Springer-Verlag,
1998, 437~447

8 Abe M. A mix-network on permutation networks. In: Pro-
ceedings of ASIACRYPT' 99, LNCS 1716, Berlin: Springer-
Verlag, 1999, 258~273

9  Jakobsson M. A practical mix. In: Proceedings of EURO-
CRYPT'98, LNCS 1403, Berlin: Springer-Verlag, 1998, 448
~461

10 Jakobsson M. Flash mixing. In: Proceedings of PODC' 99,
ACM., 1999. 83~89

11 Maashi Mitomo. Kaoru Kurosawa. Attack for flash MIX. In:
Proceedings of ASIACRYPT2000, LNCS 1976, Berlin:
Springer-Verlag, 2000, 192~204

12 Yvo Desmedt, Kaoru Kurosawa. How to break a practical MIX
and design a new one. In: Proceedings of EUROCRYPT2000,
LNCS 1807, Berlin: Springer-Verlag, 2000, 557~572

E-commerce.
WANG Yu-Min, born in 1936, professor, Ph. D. super-
visor. His research interests are in the general of communica-

tion, information theory. coding and cryptography.



