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Abstract A secure and efficient asynchronous distributed random beacon is necessary to
guarantee the termination of asynchronous consensus. Since 2008, the success of blockchain
technology in Bitcoin has promoted the vigorous development of distributed applications, and
distributed random beacons that provide a source of randomness for distributed applications have
also been widely studied by scholars. Although several distributed random beacons have been
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proposed, the development of quantum computing necessitates reevaluating the security
assumptions underlying existing schemes. In the field of cryptography. it is possible to quickly
calculate the order of any element in a multiplication group using quantum Fourier transform, and
then efficiently solve mathematical difficulties such as large integer factorization or discrete
logarithm. Once quantum computers with a sufficient number of qubits become available, most
protocols constructed based on these assumptions will be vulnerable to attacks. Consequently,
international standardization organizations, headed by NIST, have initiated quantum-resistant
cryptography protocol evaluations, recommending example instances for widely used protocols
like public key encapsulations and digital signatures. However, the distributed random beacon
protocols and asynchronous consensus have yet to be included in the evaluation scope. Most
existing distributed random beacons can be divided into protocols based on public verifiable secret
sharing, protocols based on verifiable random function, and protocols based on verifiable delay
function. The public verifiable secret sharing model has a simple structure, clear modules, and
strong practicality, making it the most numerous and thoroughly analyzed category among existing
distributed random beacon protocols, the other structures started relatively late, and the design
methods as well as the formal security definitions and analysis were not fixed. At present, only a
few public verifiable secret sharing based schemes support asynchronous networks, and these
schemes are constructed using the quantum-non-resistant discrete logarithm problem. Therefore,
in the context of post-quantum security, existing asynchronous consensus solutions have to rely on
local coins with exponential complexity to achieve full-stack quantum security. This paper does
further research on public verifiable secret sharing and quantum-resistant security assumptions.
The main innovations include the following aspects: (1) A public key update protocol with
O(Nlog N) prover and verification complexity is designed first, where N is the order of a
polynomial. This protocol is based on the quantum-resistant assumption ring learning with errors
and the structural paradigm of public verifiable secret sharing, which ensures that the nodes use
consistent and correct random seeds in each round of randomness generation. (2) Using the
aforementioned public key update protocol, a quantum-resistant asynchronous distributed random
beacon protocol based on public verifiable secret sharing is proposed s which ensures that the nodes
who use the same random seeds in each round can generate a consistent and secure random
beacon. This protocol achieves O(n) computational complexity and O(n*) communication
complexity, where n is the node size of the asynchronous network. Under the same security
parameter A = 256, our protocol, implemented using Python. saves about 34 % execution latency
with 7z =10 compared to the variant protocol based on the discrete logarithm assumption. (3)This
paper presents an asynchronous consensus based on the Quadratic-ABA in WaterBear using our
asynchronous distributed random beacon protocol and proves it meets the standard security

requirements.

Keywords  distributed random beacon; asynchronous network; post-quantum; threshold
cryptography; zero-knowledge proof
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rOZSEE MRS = Jris AT, R A SRR IE )T
1% S TR P22 n A FANE (o, ski). FIAGEE =05
B ph I sk, 2% SRR I Z 535 P,

Reveal (C, sk,): ZREH KWL S S5 P4
SIEAT . AT ME— AR IRAT C, 25 05 FA8H sk ARy
S AT TR pk FUIEHE vk, Horh pk AL BEFR
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ShareVrfy  ph., k.. vk, vk,): % B ¥ i1 i 51
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SIERE T 3400 o (A e Bt 03 1.

ShareCombine( C, (p_/em, ﬂa; ces, ﬂak)): % R
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TS TR ar, - an HATET HOME—bRAE C A
(P, . DF, .-+, pE, ). 61 th BEBL G F(C) 3 h F

S RBEHLEREO . AT LR F (C)FE R Fh7 5] H BEDLEL
A las RG JEFTHE R .

525 o0 A SBEALAE Br P SOR; 6 1 A R
P AN AT T

(D IERM: A2 5 =7 IEf ) 4R A PR Ik 5 2
555 0 A B AR 2 SR EE TR N L TR IR S
S 5HE8LL 1 — negl(A) (A8 R B A — A~ BEALLE
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3.2.1 L M FL TRy

AR 58 4 5 45 () R 45 B, RI) AT 4 572
TATIEAR T8 2L P A ) o5 190 4%, AT 210 91 JEL K49 A e A%
BTN BRI TR o . 4l S5 A I 4% Hh i B R A5 S st
TEARTEAE LI H A ] LIk . BT rai b
I 28 T AT L SE A A5 T TP SR IR B 6 B
TR ZE R AEANREXHE B A M BR B & e .

AR PR AS IO FE o5 2 BT B AL 7Y L R %
RGP o A A AR SR A
T T 0 IE 3¢+ 1<< ). ZEBMUIAT Z 07 5 T
PRI e A5 ST I AL AT e RS (R )
W 58 SR TF R . AE PR Ta AR L B T T LA
P W R s AT AR R AT R BT a5 4 th R o
AR HECF RN RE X I AL 7 A E T o ok
3.2.2 PIIRAAAY

AR A5 WA R AR | A A1 i R 2 8
ME—bR iR, Hop i €[ 1, n 11 8 P LN ph SR
FENTFI . A ST R IR AL B B ) AT {5 26 —
T AT e S 400, A lIF o B A RV X
( phiy sk)s ) HEAIESE RS BT WAFH =07
(2SN
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AR SCHE ) 5725 43 A SRS AR P SGHE 14
RPN BATE I ML AR 0 45 2 5 B0s B Oy
AT RUR A IR B — B BEILE bR . Wl
BTN RENSTE T A IS A RIS R — R S 4 43 A
B ML Br PR ST 3R A B HLA bR BE 75 45710 A5
1 3 A I B 2 B ol ARER KN pho VE A
G350 seed, 2 5GBS 0 A X BEHLIE
PRI T ZEAR AR TS, 20T A5 P, A
FAT 3803 85 00715 55 P BN BH pleoua AR BR ph 1T
B, DAGR IR I S Y sk 7E B — 40 7= A B HLEU B 1
WREHR A T — S IE R A SRR R A
A R BEHLAS B

FEN AR RGeS S A 46 7 A — 1R 4K
ZER R R ER NS RD 0 N D, W5 5 KA
B pho T A ph,, CATFE TR RE Z, o 8 ok AR
JG » AR EORAL ) . A BH T B 2 — 2 0 IE 1
PR HE A 54385 A B ph. FIRERA proof. %07 %5
REfS 1 A EE RV sk ORI FAREM % PRy E S
5B pho. BT AL BT A

R TG ELE T PVSS 2549 1) 5520 0 A SR LA
PR T B AR A A A BT T M . 2R BEAL
i S HUERR L ] 3 i Fiat-Shamir 28 - 2 1R
TIEBA B A 0 Bk (LA B0 2 £ A Ay Bt AL
i 5 LR R IS i AR A2 B A B HHT ML

B M BEALIG LA E X .

EXS. BEVLmE P, FENLIG S Pl O &—A4~
FLREMLPREC . T AR BEALI T AR A —
AN L BEHL R B H, 12 PR B fE 1 3 A i) ] R
hy B AR (AR LR BB, B Y A o BFR (]
Wit H(x).

Fiat-Shamir 2% #5280 Dy Dovws 25 5H
Pheoias Plovss T FH P 2 3 2 0 XF B HL 01 7K 5
Doy Pl FEHBEURTE AL O (98 A K HEHL 6
B H Bo%y AR PG . B % e IR PR
P BRI VR kAR X T S — Um
R AEA B MY . T4 3T RLWE (a8 4k
AN HE ML e L.

ENX9. dEE X RLWE A EH ML . Ik

38 H A RLWE 281 S8 DML -
RLWEPkUpdate:{KGen, Prove, Verify}
H =515 KGen. Prove il Verify 2. 13X
T & SR B A B AT
(DR 2 0] S 2 I F
Z,LX 1/ (XNH-1), Horpp M ESL
) PRSI 2B 25 ] P oy iy 2 2 CFR 20 B Y
B Kaggm & (Z,[ X 1/(X"+ 1))~
(DOPMLAAILSHL .
oty W ©(Z,[ X 1/(XV41))5
(DOHkf% 2 ]
C={de{0,1)|d|| <rNdeg(d)<N/2}.

OB EVHA(Z,[ X /(XN 4+ 1)) —> .

(6)KGen(1'): 7= AHZSH p=3mod8,N
2 WA s Z A & ds Qo< (Z,[ X 1/( XY+
DS RZEZ I s €new< S SHP BT UEH]
HEWARAseZ,[ X 1/( XY+ 1) M5 REYE , 56 iE &
A UE B 3 20t 56 E 9 TH 2~ 4H bota= Qoias 1 €00 FI
ARG AR A bree = @rews + Crew

(TProve(s, @uss Ouds Cotd> Anews Onews €new): UE
7 326 I Bt 4 B AL 152 22 €00 F11 €0 IT I EEFR I
i 2 5 0 B BIL B By 1 B DA ZE BN s 18 TIE 1]
proof.

(IVerify (@ouas Bosas @uews Buewos proof ): Wil
MR 2 TS BORE W proofs B b, B9 B SE1E, IF
it 15 002 aldh 4t .
4.2 itz
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Bik4. AHHEHHIEY Prove
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2o otd = €otdC  Cotis Zomw = CnenC + Crew
HEs. APITHRIE Verify
TN (Qotas Ot Anews O (€3 (205 200 20)))
[/ WAL SH BN UERA
i cisVerified
// 2 Y UE 8 5 A R
L BIE 2, oras Ze e BITE L -
llze orall s 2o ewoll--<<(x +1)N
2 BIE ¢ = H(@oias Ootar Qotae— boraC + 2.,
@rews Onews new?s = e T Zew)
3 isVerified<—1{0,1}
/ /R HE A2 R B L A D S O
FER) s X2 SR AT AT I 7 A o 45
e 22 2 I 2 ] 1) R BUIRM 1 534 . X Ly B
H =0, b5 #E 26 o=N 1 & Br 40 4 . AR 8
Benhamouda %% A"* fil Lyubashevsky % A" Y 43

ﬁﬂﬁm&wmmﬂmﬁﬁwy@f>§N:

256, k=32 Bf 1% 22 R /N T 2. N=2° i A
Prly(e)|<<N ]=1—negl(A). FHIt, 7T LI 2, u
2, e T LAY T 50 F 1 152 R
[Ze otall s NZe newll- <<(x+1)N

4.3 hilsoH
4.3.1 P&t

R4 4. 182 AR R UL 4. 277
1AE3E 5 A RLWE A8 B H UM, Prove 751
55 90 RLWE SRR . 7EIE A PSR H
PV B UMALAT » 75 2 8 e TiE B TR X 48 4
ZHIA = 256 W% 2T K TSk .

3131. HA=256,RLWE FAY_JCHKR:

R={((a, b), (s, €)): b=as+e/\|le].<<N)}

FE3 2 M S HGEBCT W 2 RLWE A5 #E 7K i 1

TR EE .

%2 EFATFRLWEPkUpdate ) RLWE #7541
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N Z I A 1 2 IR 256
K RLWE B33 H i ) A< B 3
b SAMRAGMEI
o RLWE W 7343 BB 22 N4

JEBR . FRATTIE B EL N = 256 BF RERZ 1 /£ A = 256
f2E sk ARYE N Flp B S Ek B, £ 30 23R
ZIX1/( XN+ D)y 2w (XV+1)F (XY +

D=a(X)B(X). Ha(X)MB(X)RAn LT
A IS i 2T e a,s 1 2D pVEFPEUE
b= as+ e 2/ p™VFPHUAE .
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FIEREIEE S As X Ae Fl o HUBELE A IIITER K
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PRI o 7 A= Rl A3 R ABE S5 Ry PT Z W 1) B

ar/\s Ae; K
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ax/\s Aek
negl(N) (2)
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T EY] 4. 295 9 E 2 B A RLWE 2 91 808
R CRESSRYNGEE YN
FEIEL1. A HONHEHLA S AL W4 295 HERE
B RLWE A8 SR Z MR A B T8 R .
IE B . BIUEAS BRSO P RRRR AT S R
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TEAfE O T — NS RIE R L TR 4. 2 4 i
Pk % S 8] L1 JE A 29 o o FIR I 22 o EHUS o
1 — negl () FIAESR IEAH T30 N 2
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=(8CAu — 5Caua ) (s — ceya) (@S + a )
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=2y — byt 2., 3
[ HE by = 2 s — O + 2o new HIL
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.
anew? b'll"w’ Z.vanew 7 Cbnew + ze,new

FRR TSR . B IE UK R R MR, Ho
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R.={((a, b), (5, e, ¢)):
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(Hml, C1, (z.vlv ze,ozdl)), (ﬁzvcb (zx27 ze,umz))

ﬁ Hﬂ bt =200 — b + Ze old Tl‘%:

boa, — b, =21 — 2 @a — (1 — ) bya+
(Ze a1 = Zeotaz)
H RLWE BB ENEA bow, = b, B
( C?)bu (2 1 )aold
2o oa1 — zwm)
id:

Ac=c1— 3 Az=21 =22, A6 =2, yys1 —

MAcEZ[X /(X" +1) EAES A

z#,a/{l 2

Az 1
boi= E Aod + L Ae
Az 1 i
PPTHIEA Ml w' =(——, —— Ae, Ac) Wi &
Ac’ Ac
Az 1
((aal(h buld)’ (X EAe AC))ERZ
ﬁm%gx“j‘:ﬁéﬂ( nl’”W]’Cl’(ZA’l’ ze,newl))a

(mz, Co, (Zm’ ze,newz))lﬁjii.
LIRS Z R B IR U e R
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b=as+e \b,=a,s+e)\
llerll- <N Alle.]l.. <<N '}

FRAE E S 2, #3E PPT Bk AVE MBIAS . A
W BRIk statement =((@oas bota)s (@ews buew)) FIPRAL
c YEREA IR

El, - Z.\’/aol(l — byt ze,om/

b = e T Ze e

P
bnew — Xy Apew

;H\:EFI z\’eZp[X:l/(X'V+ 1>’ze,old/9 ze,new/6<Zp|:X:|/

(XY 1) H eewd s 20w |- < (e 1IN g i
HLAE R =A% . Afa it = ool
((Botds buew' )5 ¢ (25 Zeoids Zonew))
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I AR R A A N (R T AN T X A3
I, 4. 29 R B U RLWE A8 B MY
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R

Iz,

UFEE
4.3.2 WMNEIED T
FR A DR AR PR B T 5T 2 B h A
THECIR B 2 BH 1) 22 20 2 ) i 50 e 50 4 » BIH B0R 1)
Bk iz & P'Q Pcz,[X]/(X¥+1), Qe(Z,
[X /(XY 1)) 38 2o & Hi s oot AR ?ﬁ%(Dlscrete

Fourier Transform, DFT) Jifi# £ 3 2 e v , ] DAl

AIZ BT S 42 N2 O(KNlog N ). 7655 FR

I L K BUEAS T N /N Ho a5 n] L

Tris 5, R A 2 TR T 58 Y T i 52 2% B A ] DL 2

W M AE A 20 oa N 2, e 22 T 0] £

H IR EORE S (R S5 1 v 20 A5y (e ), PR A5
B2 A A T Z 0% K 5200 .

HRAE 3R 5307, AR R F 8 AR PR &
Z=EN O(Nlog N ). 5 iE= 24 J O(Nlog N ). 7
23 (A FFA b AR UM RE S B 428 O(N), e
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5 EFRLWEHRT S XHEHN
EFr
5.1 iR

WE R ARSI 5T RLWE [ 545
53 A0 A HEALE AR ML T PVSS 8544, 35320 4 4
IR oy B B A R D AR S SRR VR
LT

H T PVSS H i Bk % 43 & A 8 41 ff ] Shamir
R o3 =2 7 BN RS B4 AL PR 2 35 CF YT
2L I AR SO T 2 X6 4 1 1) CKKS 4 [R] 45
Wbt LK S S 2 TR B

3 T RLWE Eﬁﬁﬁ/\%ﬁﬁﬁﬁMFﬁwb‘i
ADRB v 3200 55 6 2R WA THAE S, H
AL RHA T ESE = kB H T LkS 55 P, EI’J
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Sy ZE IR FH B0 Y T & 2 (R BEATLAS B 03 45
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BT BEE PR E . APMCKE ) 12 2] Z 020

4 [F) A5 B A Sy R G AR A L LA AT el ok R B

A Ty SR AT EE AR R CKKS [F] 25 i S 38
ﬁiﬁ 6. ADRBgwe %%iﬁ Gen
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/) 5574 A TIBR A A BT ¢
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/] n A 5 #H W AR B S (X). T4 b, (X)
LA B e—1 R £ 00k f(X)=>")
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Xf(f(X)e}',]-‘_{d\dg{(), e (p— 1)1

my;
2. W52 59 P, A f(X)=Encodey( £ (i)
FREALERUY 1222 2T e, ( X))
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]
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3. 76 (Z,LX 1/ (XV4 1)) | 59 36 B 3t 2 80
a( X)) P A6, (X)=a(X) [,( X )+ e(X)

Hi£7. ADRBw: 0% #/~ Reveal

B :(seed, £(X))

/] RO REF T 2507 P, A SR

Wi (b(X), proof)

/] By X BRE R L R N %o 4

1. f& B & HLEEHU M A S H a( X )= H, (seed )

2. e O R B 9 T R 22 22 T e, ( XO) 3530 868 1T 3
b(X)=a(X) fi(X)+e(X)
3. VAT AR R -

pro()f:Provc<ﬁ(X), a(X), b(X), eX),

a(X). 6(X). (X))
k8. ADRBgwe 5 FEHAE Sharevrfy
A (seed, (m, proof;))
// BRI L AU W
i cisVerified
// 5 % TIE T 3 L 00K B R X (G, b, (X)) A B
&St
1. S BAS HLEBH T A IS8 a(X )= H, (seed )
2. V8 PN T HEA T IR «
isVerified= Verify(a( X ), b,( X ), a( X ), b;( X ), proof;)
Hi£9. ADRBrw: BAHIH ShareCombine
WA (S, MSB)
// TR T AE L B UK
Hith :seed,
// WERLIEHR
L ERIES S Wi A TEE (o, 6,(X) )it S
2. W HEHLEFRAE .
seed, =H (Y, b X)GA[] . (8/(8—a)))MSB)

A M AT S SR =07 R S 5 58 AR

FREHLGFR TS 080 ks e KAE 2 BFLFE H 1(ER
S+ 1<<nHEn—t,— B b=n— )4 W
Z I 2 B BUE DL R ATV BT T
MLERYE A R B BT seed A2 I BELAE BRI, Al
T3 R BEHLIE 5 ML H, 53 505 seed WL R A LS5
a(X). I I 45 4 75 9 28 B3 0 30 9 3302 i 1]
proofs RAWCEI TR £ A>3k 38 af 1) 0y 8k A 25 5
A It AL S P H, B AE T MSB )
AR FEAUE b5 seed - J5 7] 38 32 22 4= 10 BEAIL B A= 1%
v RG AT K W BEHLEL RG (seed,).
5.2 thilsHR
5.2.1 P& etstr
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A Z W (AR SR A A A R AN R T TRR & B A2 B HLAS
b s AR PRSI — > 2 4 1 55 28 20 A =X BE ML A A b
W AR, B T RPN B A AT A
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AR T 2% BT MELL OIS 550, PR 457
RORAR B BEALE b — 300 . AH TR A5 0 B
i FH 42 JR) & 1 ) seed V6 H, 95 A5l RG (9FP1-.
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AR BT BTSRRI IRAT e B B LIS B 5 AT
TE G TS W] 58 ) e AL AL b T A S 1 A ) 4
85 CFEAS ST — 58 45 N FH 7R 491D 5 DA 7K 3z
PRI 2 BT 3RAS BEVLAE b B 25 o A A o
TH B A% 12 58 HE B A AR ST e AR SR A B ML A 1) 17
WRITEZ

FTEUERA 5. 155 A B SOR 3 AE AR H A N ZV2 3]
ZLX VXV 1R 25 WG FE B 55 Prove ). B
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EE2. #Encoden(:): 2> Z[ X)X +1
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ADRBRLWE:{Gen, Reveal, ShareVrfy, ShareCombine}
S 5 o AT X BEHLE AR 3L
PR AT RNW I X n )R/ H T
[TRR o< — ¢, PRLMTE S 28 IO 28 T 1) ) 2% 1k M R 9K
FRENE L . T IEA PR SOE 2 R B A AT
DU
Encodey( f(0))=Encodey (Z,cs( f(a)

B
L—a

B

(H/;’ES {a}) ))):Eaes(ﬁx(X)(Hﬁes (a)
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& # Encodey (£(0)eZ[ X VXV + 1, % -
XFLUZTA ! cal(X) H:
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f—a
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_zw«axnxmeAxnm!mﬁmwﬂa»
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Syen(el X) (n! Moy B ) %

L—a
AL, 2 BE LA bR MR S 2 T X )
S W] (B )4 R A

B ey MSB'6E 2 24 0. W X FAE — 35 i P BT 5
i
B
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5TiRZNSHEH
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) KAE Hﬁes (B ) B E/IMEN (21
HEEES TR TTRAEEA LA H o, 5L
R[] BRIl e+ D! FESR
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XV 1
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HRYE PR « 23 BT 00 46 A A AR il — IR B LA
PRITFES . WILR AR I B, E BTG B AT n IR RIS
SHEF R n WAPITR, L) CKKS [F 28BS E S 52
B4 B PR IR i RS TFES S O (N7, BRI BT R T
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JiLETIN o e N VR T i s (F= Ve NN TR DI D & R f

A SCR I A bR BT HL K I 5 B ATLAS s 23R
TOCfE TR T RLWE 19 53 255045 AR AL
{FEAR UM RN PR 438 18T Y 20 — o dkiR
PP CCruwe — ABAL KUIE N CC — ABA 1Y 5 i 75
Prim 12 AR BT PR I B 2k B
TRE AR 1 AN AR 2 s

T 1. CCrwe— ABA#WILE 1L Format

1. 755 = )7 8 ADRB g we B9 Gen(n,n—1¢,¢), #F

Fr— U PSR he A AR H B

2. 7 SRR SR



1826 12 -

Pl

L
&

Eitd 2024 4

#5H ZAE S vote, (b, ) WA ROE SRR 2+ 1

Kvote, (b, r);

H N FR T vote, (L, ) WA 802 SO A HL TR SR 4R

& Set,=={0, 1}.

SHRIE T P WIME vl 0, 1 AISATEE S5 ID 18

33 7% 2: RoundProtocol (ID, 0, v ).
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.0

/SR RS R — 2 T fE
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3. 4 Set, N A7 HARDEAT vote, W LSt Set, H Y 25—
MICR v, ] Hvote, (v, 1),
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Background

Distributed random beacon 1s a decentralized and trustless
system that generates unpredictable random numbers with a public
serial number called seed as input in a secure manner. The
generated random numbers can be used in blockchain consensus
mechanisms, smart contract applications, etc. This research
belongs to the field of blockchain and cryptography. There is a
similar concept called Distributed Key Generation in this field,
which is committed to replacing trusted setups without losing any
performance. The well-known concept of Distributed randomness
generation is the union of the two.

At present, much research on distributed random beacons
has been proposed. According to the Cryptography principles that
it relies on, existing distributed random beacons can be divided
into protocols based on Public Verifiable Secret Sharing (PVSS),
protocols based on Verifiable Random Function (VRF) ,
protocols based on Verifiable Delay Function (VDF) , and other
not yet systematic protocols. The PVSS model has a simple
structure, clear modules, and strong practicality, making it the
most numerous and thoroughly analyzed category among existing
distributed random beacon protocols, however, it still has the
disadvantage of high communication complexity. The research on
the other categories of protocols started relatively late, and the
design methods were not fixed. There are still significant gaps to
be filled in the formal security definition and analysis. It is worth
noting that at present, only a few PVSS-based schemes support

asynchronous networks, and these schemes are constructed using
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the quantum-non-resistant discrete logarithm problem.

Therefore, this paper studies the scheme based on PVSS
and focuses on the research of quantum-resistant security
assumptions. We first proposed a public key update protocol to be
used, then a quantum-resistant asynchronous distributed random
beacon protocol based on Ring Learning with Errors (RLWE)
assumption, which reached the minimum O (7*) communication
complexity and O (n) computational complexityamong similar
protocols. Under the same security parameters, our protocol
saves about 34% execution latency when compared with the
variant protocol based on the discrete logarithm assumption. Note
that our proposed scheme has two shortcomings, it needs a
trusted third party to setup and its noise will be difficult to control
when the node number is large.
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