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Abstract  Zero-knowledge proofs, as a fundamental cryptographic primitive, allow one party in a
communication to prove the validity of a certain statement to another party without revealing any
additional information. They are pivotal technologies for the secure circulation of data and play an
extremely important role in cryptography and security. They are not only critical components of
many cryptographic protocols, such as authentication, digital signature, and public-key encryption,
but also provide significant privacy protection and performance enhancement for various practical
applications, including anonymous transactions, smart contracts, machine learning, and more. In
general, the statements to be proven by zero-knowledge proofs are categorized into three types:
algebraic statements, non-algebraic statements, and composite statements involving both algebraic
and non-algebraic statements. Although zero-knowledge proof protocols for these statements have
made significant progress in terms of performance, functionality, etc. , there remain challenges in
practical applications, such as insufficient efficiency, poor scalability, and specialized functionality.
To effectively address these bottleneck issues, the techniques of recursion and composition in

zero-knowledge proofs have received extensive attention in recent years. In this paper, we conduct a
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systematic and comprehensive survey on the recursive and composite techniques of zero-knowledge
proofs. Firstly, regarding recursive zero-knowledge proofs for algebraic statements, inner product
arguments, a kind of 3-protocols proving that the inner product of two committed vectors equals
a public scalar, firstly rely on recursive techniques to achieve a breakthrough in communication
complexity, reducing it from linear to logarithmic. We extensively survey inner product arguments,
comparing and analyzing them in detail, particularly those based on the Pedersen commitment
scheme. This analysis is conducted from the perspectives of prover complexity, communication
complexity, verifier complexity, and more. Secondly, regarding recursive zero-knowledge proofs
for non-algebraic statements, the key idea is to express the verifier’s algorithm as an arithmetic
circuit and generate a new proof for this new circuit, which in turn proves the validity of the original
proof. This recursive technique is primarily used to aggregate proofs, construct incrementally
verifiable computation schemes and combine proof systems. We thoroughly examine the research
landscape of these predominant applications, specifically focusing on incrementally verifiable
computation schemes and the circuit-based composition of proof systems. We conduct an in-depth
comparative analysis of the complexity, key technologies, and implementation skills associated
with incrementally verifiable computation schemes. Thirdly, regarding composite zero-knowledge
proofs for composite statements, the key idea is to prove the algebraic part using 3-protocols,
prove the non-algebraic part using general-purpose zero-knowledge proofs, and optionally prove
the consistency of variables that appear in both the algebraic and non-algebraic parts using some
linking protocols. Among composite statements, a basic and common form is that “the openings
of some algebraic commitments satisfy an arithmetic/Boolean circuit. ” Zero-knowledge proofs for
this type of statement are also known as commit-and-prove zero-knowledge proofs (CP-ZKPs).
We provide a granular comparative analysis of CP-ZKPs from various perspectives, including
complexity, the setup phase, key modules, and more. Finally, we outline future research directions
for recursive and composite techniques of zero-knowledge proofs, from the aspects of algebraic
statements, non-algebraic statements, and composite statements.

Keywords zero-knowledge proofs; recursive zero-knowledge proofs; inner product arguments;
incrementally verifiable computation schemes; composite zero-knowledge proofs; commit-and-

prove zero-knowledge proofs
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WEREREM OWNMRIEE R E. H=HF
OlogN) By T8 15 5 24 £ f1 OG/'N log N) 1) 3 41 58 42
J¥ HLJG 7 Bl B 26 T 10 Kim 28 A5 i —
EV T H P S A IPAL ML A T H 52 5%
(2 e PEE A FE 0 T g AR SE . Lee %5 AUV 454 1
S — R A TPAL MR i T R B B
O/ TogN A% 5 24 B2 R OCN /27N ) B 5iF 57 2% Ji
1 TP A PR, B[R] B EL A % 0 2% ol 1 3 {5 = 2%
R I 281 2 1 36 I AR AR

AN A TR SO F A NS IR P B AT
Z RAF R, Wahby % AW B T Biinz 48 A
[ TP A o PN o A 0] LR BH Bk 7 i ) S A2 T )
AR R BT I el i B AT TR 3 T AL
() 22 £ 1k 22 3 X R385 2. Hoffmann %8 A7 fif B
T %t Binz 4 AUV Y TPA,,. B8 52 it Bt HL AL
il HE A5 AR 1 [R] IEHAR F  B g  B  AE 2
B BTG TPAL DML T 7 7 B3 ik
o ZR ] 3 P [ R IE B
3.2 ETHIEREARHIATRISIERRL

FEIX S P BGSUE PR 75 R 1 ) e &
A — AN OGR4 Y 1) B, — £l AFGHO
TR 5 G2 AR R X B 1 ORI 5 — A
B AR ) 1) 8 38O 4 . 475 ) Pedersen 7K i
5 ST B i) e MOR M. A5 — A ) O R A, 5 — A
I 5 O 3, ) 0 2K ) BUIR IE XRR £ RS R
(Multi-exponentiation Argument) , H 7 iiF B f¢ 3¢
An[LLER N
{((GEGY,hE€G), TEG, .B.ZEG;AEG,bETF}):

T=E(A,G)AB=R'NZ=A"},

N
Hrf T=EA.G) =[] (A, .GHFRMEEM i A
=1
N
AFGHO K i#s. B=h" = || Al 2% X381 & b
=1

N
Pedersen %i%,A":HAf' TEEA 5 b BN
i=1

A A ] 14 O B ) L DU O 2 P B IE SRR
N T R 38 3E (Inner Pairing Product Argument) ,
FORTIE M 9 56 20T LA 7R Ol

{(GEGY.HEG).T.U.ZEGAEG) .BEG)):
T=E(A.G)\U=EH,B)A\Z=E(A.B) )},
N

HHP T=EA.G)=]]e(A.G).U=E(H.B) =
i=1

1 eCH: - BO 4 5I4oR x4 BE ) it AL B ) AFGHO 7%
i=1

w-EA BT EEA S B AR

2019 4F, Lai 2 AU K BIA T 4 X BCXHE H
AN B IE 5 B P BC X B IR, & X AN [R) B g AR oG
AT T AN 2 B B B TE P 1 AR
ELA B {5 5 % BE R PR TR B R R A A R
TR P PR, Al AT 3 T B R — R X2k P B R
AR 2 08 E . Biinz 2 AN B 45 9 1k
SRR L) A e R 7)) G U SN = R O B & |
() 35 1IR3 2% BE . AR S PRSI i Bl B B A e FH AT
BN 132 B[R] B o Al AT 3 e ST )™ L AR R
(Generalized Inner Product Argument, GIPA) Jf-3&
T IHE ARG BT A X HCGR G R 2% B — e 1
Gt— 7 Lai %8 A B P9 ECXT BURIE & 5 F Pedersen
AT Z NP IE, B4k T NS UE 1A i K i
UL A, 7T X RIS IR 2 T 2 RS E
() 7 S A8 Bl 45 4 A0 %) i %5 B mT S0 Ak H oA X 4K
A R UE & 2% BE Y 2 R R E P . 2021 4R,
Lee ™ F| il AFGHO & i 5 & v i S8 25 18] F& 5 2
B ZS [ A AR B3t T A E W H B X BGE {E
NG UE 5 2% BE 0 N B BLS TE BRI 2022 4, Gailly
NSV BE T Lai 88 A 0 BEC R R T R
FL38E FH T S5 A8 Ak 1 7K U 25 51 B I A 48 T AR Y
B X HE TR R R SR R IFERTT XN
e UEAIAE B33t T — A8 1 5 A 6 08 {5 F gk &R
2% B 0 PR UE DR s % DR BUE B 1) ¢ R R B 45
T ZRRIE R R AN EAT IS IE R &R,

TENFH 5 T s 1% 28 9 BRI B AT R M 1
Z A 2 W A K T3 VR A SNARK GE# L H 2 0]
DL R BEAIG L F Pedersen 734 77 48 19 PN BLIS HIE P
W3 {5 42 2% B . Bunz 26 AU R R B0 N BLiS
UEPIMSCRA) R 1 5 2850 A LA St 22 I R i 7 48 IF SE 4
T HEAEA OVdDIEM R Z& 1 .O(logd) i {5 il i
WER 2% BE e OG/d) BB 352 K0 7 e 22 30 X R
W 5. o d f8 2B Br. je A AT R
S TE YRR & Groth16 Hr ™™ ME 8. Xt + n 4
Grothl6 fiEB . R & J5 1 Uk B LA AL R O (logn).
Lee ™ ] FH U TT A9 P9 C 6 LS UE B B30F) 8 7 8 A~ 2
A B0 A RIS IE B 2% B 1 37 BH 22 A8 i 22 ORI
S Dory, HAk F1 T & 1 54 % £l 15 A1 55 0k
B R % B 2kSNARK Xiphost®. Gailly %
SR BT A 8BS I 1 T A XS Grothl6 P
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W B4 J7 22— SnarkPack. Xt F n > Grothl6 jIF
B, A5 IR B RSN 583 &2 2% 2 35 O(logn)
M TF Binz A" RE TR Z T RER 0 A
Groth16 iF B fi FH AH 7] 14 45 A4 1k 7K 35 25 57, 3% R 7E
RA B DL 5 X 2 % 41 L 1 JC W A A G AT A
Ja 3 4 B, Ambrona 28 NN FH T P BUE IE X
Plonk #pi8""" I BH 52 it B . %t F n 4> Plonk iE
B SR A 5 I E B RBS RN 56 iE &2 2% BE 348 O(logn).
Kim % AUV FH R A1 L2 iE il &3 T E A
B WA BGE A5 S A% JE W 2 T Pedersen & 7 5
1 RS TIE PRI
3.3 HMENRBIEMURT R

A BRE I PR B R HC At 1 A U 5 A S 1]
fk. 2022 4F, Kuchta 2 A" R BT T 3 T 4% 19 N
IS UE DML Herh gl Ko 1 1) s R 3 BT R A
J A5 FH 3 T 4% B 7 i 6000 X i) i ORI T
Bootle &5 A7 {38 I H7 A A 779 P4 BLE UE D i
SEELT O BGE 5 E 242 R . N BLR UE DR SGAE AT 3
T HL - B TR AR 0 AR X R — R
FH BLAE - 2 1R 0T 1) 2t 4504 B o AR J5 1 FH 3R e JR i
T B 0T 2 0 i ) 45 SR RO AT . e 2 9 BRI B T
B AP AT 5 E 2 W B B AR
HA, 2% AT R MR IR TR A

B AR S N RRIE IR 9 35 U A8 3 R I8 )i kT At
R S T A 1. 2019 4E, Bowe % A K
P Biinz 8 A5 B9 8 B UE IR AY I E Bk
SERAE RGBS UE o AN UEBH B, BT RALE SR = 7 XFE BE
ST R A AR IR T AT 0 RO B i
VEFN— LM (1 B T HE P JLHL AT 7 IR
PEGON AR, AT X A H2 AR R T 3 T 388 5 & A
TR B v {45 g 5 0 UF 553 1Y 36 E FL B T AT
XTEC G B B R BT TR A O B B R A =
AR T T 3 Halo. 2020 4F, Biinz % A" Fl
FH8 H AR 18 T HA X H068 5 2 2% B 5L T R A
B 2 I SR AAE B, IR B F bk — s T
AN SE Bk BA R R H B A X B0GE {E IS IR &R A% 1
A zkSNARK Supersonic. 2023 4E, Das £& A [
T HBUCIERE T 3 TR 2 44 07 2. 50 UE %% 4
& T ARTTER LT S MRTE k% 710
WS MR EM 8 N X IEE . TR LFHEEDN
TR 5% 4 25 v A AT AL

[ B PRI TIE B B80T I BH 1 P R G 2R AT A
— MR R B R T S IE AR B R B 2 B
WAFAE AT TV AE Bk, 2020 4F, Attema 28 A 2 H
THE4ER S e B T N BLSIE RIS 2 Py
W, A5 0 FH B R B ] DL OB % 4 P
RS, R B S B0 AH [R) B9 X B8 15 B 4R . % e

MR T 3 P IR 2T PR RIS A . (R R L fE
S B N M 0 00 T 4 22 X R . BE D s s 46 Y
> P BCHNIE BV KR R AR 5 AR A
PUIE B O P SR HL B TIE B L A Y IR
IR R b BRI 4R

4 s IEREET SRR I3 FE FM IR

AT 30 H AR 2 s A H e BA 2K H
SR G VR L 6T FE I 4 25 SR B PIh I 58 BGIE BH . 220
Z2AF I K J L BT 6T H B Y 2 SR W] B SO 4k k4
IR S PR AE SRR (PERE a2 TR
AAARJE o rp— 85 2 AR SR Tl S R R 1) B
WL FR Ay (zk) SNARK. SNARK B £ i £ 1 1 7
20 EHLAEPERE D) BE 2 A M AR )2 A R AR [
SV A58 SNARK M LU BUIE B &2 4% B G {5
SR BEFNIAIE A2 2 B2 Bl A L o ] 22 02 e AR
I A, R 7S B 2 2% B RN 55 9T R 1 S e s 4 ¥
ML O T A B S R] R 38 U R UE B s T A

8 U945 H— AN UE B R UE B 5 — AN uE B X F—
A~ SNARK GEW] 7, AT DAASLE 35 91E & B 45 30 E , 1 2
L 36 IE B 1 R B E H B L AR S TR AT R H B Y
SNARK 5 E ] 7o FAIE W o 3 42 36 00F HL 8% 45 o
T 3 B8 UE S W) ot SR ASCUE BH . X A U5 Y AR AR
HE—A 9 T SNARK (1) [ F 8535 , FF ] fif e f% 52
SNARK 7¢ T8 i F v 1 1 2 [ B — A~ B0 A% 1
Y5 AR XT 2 AN E W] 52t 5 6. Y 7 I 24>
HEIY B AT DUE 2 AN SR SR SRR — A L e
B IE BH 25 0E B 2 FRL R AT R Y X AR I R R
B iE— N UE B AR R MR R TR X RN R A SRR
FERN A E T % % zk-Rollup 3 H /. 41 Aztec®,
Scroll® & e AR k5% Jy 17 » B i 3 15 % I B
FEMAFHEN S T8I E T E LA A IER AR
g5, Horb 35 AT UETT 5 5 28 W] AREAIR SNARK 11
PUAE o 3 e L™ e Pk O S B0 it 30 TR R 2k 5 38 5k
HAEUEW &R g8, 1T DL 45 & K [A SNARK 1 4 fig
OB R T H P IE R L5 4.1
2N 5 AT IR T T R AP TS B L B 4.2 A
AT K BRI R G A B BUIR.
4.1 HEFRIEHEAR

aEA] B 9F 71 %8 (Incrementally Verifiable Com-
putation, IVC) [ # 2 T 2008 4E % Valiant™™ 1 &

Aztec. https://aztec. network/

Scroll. https://scroll. io/

FEA5E B TIE I 2 T L 3 A A S AR Bl R T AL 2 T 5 E
W] (Probabilistic Checkable Proof, PCP) ™) 1 5g 1. 2 ify /8 3iF
BH (Interactive Oracle Proof,IOP)L7475]

©e6e



2474 it "

Hl

2 i 2024 4F

Py, H ARV UE A & DAY 4 09 O 2 B — > JE Rk
B R SATERM M. TVC % B — 1@ XK
B B JC RO T 58 28 11 58 0 o T R Al —
AR IR TIZAE M A TS 0 A . TR
AL LATE A T AT S Al AT — 22 3 5T
77 A B R SR e IR B otk B[R] ORI B 1Y 3
SN ZHT A TR R IE B . ZEPERE 7 L TVC R
UE B 25 58 SRR TF 8 UE B T B L Ik B R0 AR 5
WEFFES 3 0 37 T A O g AT B IR k. Bl S 2010
4, Chiesa 28 AU 40 TVC (14 85 2 40 e 5 % 47 3IF 9
B 4% (Proof-Carrying Data,PCD). PCD #] HA4E IVC
R I N P A I S B T2 W OB == o [ T i A
FLUE WY B 3588 SCAE — A ] T3 18 [T e i
RUATIACH & BANE AT 9 52k B b i il AR 0 H 3
25 5 SR B S UE B T8 S 22 T A A A
[/ IVC, PCD 5y 75 a5 S8 71 58 M ik BT A I 484 7
SE T AR L R AT R R ) B B AR A

5 E JF 5 0 A I B BB JE G, SR 1T, Chiesa 58 A 1Y
PCD J7 %8 5t T i B uE BH 35 09 4% ]38 HIF ( Assisted-
Prover Hearsay-Argument) , iZigiFE X 3& T & % J7
SRR Ak B R v i S IR, {43 3L PCD 1k
REH 22 MELL 2B L

2013 4F ,Bitansky S NS VR R T DL i
IH4 4 SNARK H#43E TVC/PCD, BB % 3k 8 1
HA 3% R 0 TR IR I ) R B 2 B — R R D AR AR
A UE AR B T 24 71 2P B8 58 1 1F 1 Pk L 3R e
T 2P R B Y TR M X AR R 5 E — UOUE
B R A] o O 24 1 K 22 i A AP IR R s .
R I BT R ARR kTS S s 2 TAE I R A
TR L S bR a5 b W RS R TR R
MapReduce P18 A 56 F P4 g 45 L AT 50 00F 1
JFES X BB A e T 6 UE A W 1
HR A IS 2 1 B2 AR AT LK) 43 - 36 F SNARK 3
TEMGEMETIE TR AL AR 3 iR,

®3 BEWRIETNEARLSSE

YiES st ] 51 pel= PR PR E BT JIE B B A Lol AR K2 Bk KA
BCC* 1318 2013 PCD X X X X X SNARK
. . OC|C])-FFT 2G, -
+ [86] 5163 o
BCT 14 2014  PCD 3P OLICD-MEM o 3P GGM SNARK
. . OClog| C]) O(|C)-FFT . . DL A
[43] _
Halo 2019 IVC ey O(Ch Gsm OUeglCHE  0Ch-MSM G BT B R
. . OCrlog? |CHM  OC|C])-FFT o OClog? |CHM .
[87] 2
COS20 2020 PCD oM N e mnT 0o lCDE % RO SNARK
BCM T 200881 2020 PCD X X X X X JE 7 BT %
o . 2 MSM . OChH T . DL
[89] _ - PAS:
BCL* 21 2021 PCD iy O C))-MSM e OC|C])-MSM 6 LS ES
. . . O(log|CDHTF . DL
[90] - - =
Nova 2022 IVC 2 GSM OCH-MSM (8L E O(Ch-MsM 6 B RS
( . B . OU|CHF oc[C])-MSM DL A
A[91] 9 38 ~MS &
SuperNova 2022 NIVC 2 GSM o[ C])-MSM ol Y 6 P %
1 GSM , .
HyperNova® 2023 IVC  OdoglCHM  oclch-msm  OQQogICDE 0 o1y vigm DL LR
. O(log| C|) G RO
O(log|C|HH
o . . OU|CHF oc[C])-MSM DL
[93] 2 _ VAN == :
ProtoStar 2023 NIVC 3 GSM O C])-MSM oo LY G Ay BN R
(2r—1)-MSM .
2ZD2300 2023 PCD OGrloglChM  oclch-msm OUoslCDE 001y vigm DL SRR
‘ ‘ Oclog|CD) G RO
O(log|C|Y)H
O(r) -MSM oChF .
KiloNoval® 2023 NPCD  O(rloglCHM  OC|C])-MSM (1C ol Cl)-MSM . AR
ot & oG RO

7 OIVC #5348 0] B 9F 1% (Incrementally Verifiable Computation) , NIVC #8 3E 34 5 %) 1 + 0] % 3iF 31 % (Non-uniform Incrementally Verifiable
Computation) , PCD $§ #5#7 jiE B £ 5 (Proof-Carrying Data) , NPCD #5 3JE 4 2] ) #% 77 iiE B £ 3% (Non-uniform Proof-Carrying Data).

© &GRS R BN B i R TGIREE (G5 Go » G s BB BB MR - T A BRI, 76 30 B MLASE 5], k26 755 5 26 % A0 7 B sl dek
IMITE. r & PCD h 3T S A 8. | Cl RR1G B I AL, ¢ 7R NIVC 3851 R EUE & 1R/, P FoR BT E 5 M KR 3k
B H RREFIZE. GSM FR BRI . 0 oG I H GEG.aEF. O CH-MSM £R M N OC|CH ML ERIZE . a1 G+
o Fajc; G OCIC-FFT FR MR OC| CD) Pt il B kA8 3 . O C 1D -MHT KR # 3%F OC| C | RS 1] B ) BR 58 /K44

DIENR R MRE ], GGM /R — M BEAE Y (Generic Group Model) , DL 271 B #5651 {% 1% (Discrete Logarithm Assumption) , RO 275 B LI

S A (Random Oracle).

OBCCT 13 SR T IR 2 HeAED] 2 A 2 FL PR, BOT 14 ARG (1 T Ben Sasson % AL 4Bl SNARK % SNARK JE
T ECT ELE A 4 4 B ST 0T {5 # ST, 0B 2E SNARK A e e A 19 2 Groth16 Bp il 58], 3% v 5] (i 1 B K40 4o o7 /9 /& BCT 14 25 &
Grothl6 fif =) PCD 7 %. BCM ' 20 H 4t T PCD W # i HESE . 1% 45 & H A& SNARK 452 61l 1k, KiloNova () 3% JH FF #5 3 N A5 75
OCICD Iz 5 A e 38 o B 1R %38 5 th B4 i TVC fRAIE T 1E B 1.

©® Nova, HyperNova,ZZD23 §iiF B A1 F1 56 UE IT 54 218 F SNARK JE 45 J5 9 45 5.
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Br 7 Rt o T DA TR AR SE T 4 ] 5
T 7 00 R A BB R RO S i 2 B g LR
T3 G T 20 At S B A 4 D o B F 5T = 5 T A
23 T B R R A AT S BUR.
4.1.1 T SNARK #9385 Al 36 Uk i+ 507 %

TE I T X RAHF 2 1) SNARK, — i
I P FRL B 26 0K LB IR AR 3  3C O B E R L AR S
B 1) R R S A B — AT Y FL B L TE S T L
JHC v R R B St T B 3 I R B B E L — 2P A9 IE
W 3 H R B pR RO B A Y B O T S B
) A T SN R A L AR IR T B IR
BEAG M JROM 8 T H I B 36 T A 56 E IR
WY RV AT At fR 2% 20 e 22 il BT TS R IR AR 2. DL TVC
R T s AN 2 R,

***************

2 —» SNARK.V
(R]

F R4 B s SNARK.V: BoilF B i R: 1) A e
K2 T SNARK Ay 37 0] 56 E 58 07 40 1 R =

e i B IE E A — 1 DM =,
Iy Fomp I UEW] TR 2 — 1 25 315 IE A 1. IR
W1 13 = = F (=) 3F A1 SNARK A gUXf 3% )
B R AUERT I B K i =2 IT. AT IT 08 3 3
UE R 7 2D 00 3 5500 J2 B IR B AT RY. A M RE
T J7 58 2R SNARK (9 3531k 52 2% 5 28 /0 W 26k T
HL G AR 5 DU ) B A BB 2 DR BT K
BN 5K TEW R IZE SR IAE O T . RN IE B 3
TESS @ A0 B3R B T 55 A0 © AT By B %
LI BT RS 0 55 31 F £ ok 57 TRk

2013 4, Bitansky 45 AN 5 Y8 H 3 R R 5 S
MU AR A ATT 32 A 5 D PR e v A R S bR
RO B 3. 2014 4, Ben-Sasson 48 AN R
Ben-Sasson 28 AP i 15 4b 31 SNARK #43% T PCD
T T PCD A E > 4 95 BL. 1% SNARK J
F IR E AR JF (Quadratic Arithmetic Program,
QAP) , FLBG IR 5705 3 25 W B O R4, AR
JEVERBEOR ATER B W SR R E B AR
Bt , %28 SNARK H 55 ik 5 4% i K /) Groth16
PR RIS IR IR A A AT WA 1

Y P2 SIS O T 3k A US40, Ben-Sasson & AN A
AT MNT4/MNT6 X A4 15 il L2908 26, HPERE [
TS X AT - (E A ) Josc AR T30 2 408 B 100 A (B ity 2 B2 2
R 2 . be bR i ) A (B 2 ) 22 B £2. 2020 4, Chiesa
EYNAEE & ey S =W N R AR
¥ 7 B H &7 Bk 2 SNARK Fractal,
Ff4 I8 Bitansky S8 NGB IHA A 7k WE T Hia
T PCD J5 . Fractal H A3 Z Wi =X %5 2900 1) 56
UEAE 2% B HAN S T A7 B 31 A 40 o AT o] A (5] i 4%
B 5 52 PCD B AN 75 22 B840, {H 36 UE W P& 75
PRAT 1 JA2 A ey i 18 ) Bl A B o, L Tk v B
FURLZ) R Groth16 35 iF B B MBS 40 £i5.
4.1.2 T RBINO7 FE a9 AT kit %

F2 T SNARK By & al Sk it 55 2. 1 T %
K SNARK B A W26 M 1) 95 WE 55 125, (6 15 175 2 Al
JEAZPERE SR A B A HAh & 25 L #1) SNARK #E
PV K #4 # TVC/PCD, 3% J i ok R T IVC/
PCD K91 fE il 22 42 J& 1E. 2019 4F . Bowe % A1 37
YR LA 2R 30 R 52 2% 2 1) SNARK #4385 1 mi4%
1 IVC J5 % Halo, I 25 ! 4 B2 52 B, L SNARK
FEELEA T Sonic® & A 4L 13 T Bulletproofst®*
(1 2 15 7R 7 %6, 1% SNARK (19 369F & 24 B B8R
FELRTER Y B AE R 3 TVC i, H A 2 2 51 1
PRAER DUHER 7B — 29T — 2B ik sk i 4
PRGN BRAE G I L — > T AR A 25 2 A7 0 £
S B 56 UE 45 E L I I H S AN Ok B
S HRAE (AR 3E ) o B 0 BRR AN 25 B A T B R B
FR) 358 1 T 386 oo 0 T R TVC 3 AR 10 i SR A
T Ben-Sasson 4 N\ 1 36 i AT 50 4F 5 O &
Halo i i) SNARK i /2 7 B 3 2l HAEE TAR e
A (53]l 2 . 7 S5 BN SRy T 3k A 0 i L B 1 S
Halo F| 1 T 45 #E () 1 [ i 26 1 25 Tweedledum/
Tweedledee, 1 58 A %8 T B XF A 4F 1) MNT4/
MNT6 #f [& il 2 96 26 A A R By 42 7. A% T Chiesa
SN G T B8 E A 8, Halo (1 F B B AR
W T —HZ KB Hig H AR T — R 4.

Halo {143 B T 2020 4E 4% Binz 5 A B
AL N HE T )5 B0 77 %8 (Atomic Accumu-
lation Scheme) i3 & 7] BGUE 145 5 8. Ji+F R
ZHs B EANE 3 B . S 0 SOk B R g
TR 2 A 22 > 20 4% A R S8 ] B3 LA
22N AR S B A RN TR S5 ) B R R A O il
FIVC 5.
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B3 T RN SR B

Ji - B U7 2 R — A~ B e e @, Ho iy A SE
Bl g Hi s 188 0 RIR ¢ W R BT L ©. 75 B AR5
Btk @ AT DL n SNARK (4 36 31 54 v 5 2 10 =
AT Z B SRAE B IR 2 . B9 E © A RE G 2L 4k
PEHN B A T B IE W Bk PUgR RS ik v
MY ERE D AR Hrh ik A E P A —AHBY
2ImAs aceo M 1) 5L g, Fi b — A8 R 20 g
ace, SOEW] pf, IR 2 V $ii A aceo sqsacey s pf, i
o sk 1, Bk DA ace SHi it 0 3 1. T EW
WARYESORAE VA D &R 1.0 ¢ 3 28 @ H
acco i P E 5k DAl LR BLL % T ZAE X g 1
WAEIA 2R VR E A D (K IE . Hh V — i A
A WA G X B O B S AR BEE L D[R] @ B2k
PEGN B A= BE. e 25 B0 — A H 30
SERE IR UE T A 4 PR, Y B UE 2 A 1E 16
S s g B AR B RAIRIE R E R B2 O(n)
M EHEBE ¢ A0 IR B O o) TS Bl i 2
% H&HERIT e IV EBEEM—R DB, BE
2= AL O logn+n).

4 g BN T G2 B N R

Biinz % A" E ] AT 2 B m a8 7 2n oy
%1 SNARK #B A DL 4 28 1, — 4~ TVC/PCD J5 £,
BPffi SNARK H- A5 2k P 2 5 1 35 0F &2 2% .
SNARK F1H 2 nJr & B A FHR 1L I8 4 TVC/
PCD i H A FHRPE. # SNARK Fi1 I 877 %
R T %4 4 IVC/PCD Wi L & 1% 4.
LLIVC g i) 5 i 520 07 58 48 3 1 &5 W] 50 1k 3
BT R A 5 R,

5 ETRT RIN7 RAE R ROy R

TS i L R RS — 1 B =
Hﬁla,ﬁ\jq:' Hi*l EE SNARK E"JﬁEEﬁ Ti—1 %‘D%’iﬂﬂ%"%
acc; ZUBE R oy 1 B GRS B B 58 B R
(A9 1) I B 2 S R A 2R U 58 IR B ARk
ACC.P 2INiE R SEH] (-1 yacc;—1 s mi—1) F1 BN %
acc;—y 5 35T 0 B0 AF ace, TR NIE B ; 2R 5 1) i
BETT B R AL R EOR B F ORISR IR B N07 R IEE
% ACC.V L % 35 = = F (2, ) FF45 & ACC.P
(i B A5 3 R AT 2 AE 3 T8 SNARK (1)
UE BB AR AT R A UERA o, 5 55 i i TVC Ak B
I = (i sace) . B ik # HF 98 ) SNARK # 35 uF 5
Pk & JF 0 TR 20 5 g B IR IR
acc; s BURT AR QR AT ¢ 20 B 1T ER & IE B $0UA T 1. 48T
Biinz % A" 32 B4 2 J5 F RN 42 42 1y T A F 5
& 1) IVC/PCD HEZL h & A 4545 B 1A 1) SNARK
PR IUAN S ) Ak BRI 25 & Halo i) SNARK il
82 Ak 30 U FL B i 9 2 3K 0 I RN 7 SR
WERE ACC.V AT/ $RAT X B 0 1 B 1 7 ok
LU 5 e 1 326 I 464

2021 4F, Biinz % A1 3 — 25 ek 1 s By
KRBT ET 0 # By % (Split Accumulation
Scheme) 3% 8 7] B8 UE TH 5 5 52 KR FEAR 1 20
TIE BT R0 88 A T 5. 40 03ROy 28 00 s R
6 fT . B3 Y 5 SC e B R 96 IE 559 24 2

v
/ Apf

4l 6

S B %R B



10 4 TREFTESE . BAYUE % IH 5 & BORBE 46k 2477

AZA B2 A e SE ] 16 A 2 i A O A
0 A TR SE ) A RR R R O 8 T T TV k.

G350 B ZE A% O SRR A IS 1 52 g R B
FUBLE /NI qu FVARBELE K g B &R 43« [m] B4 2R
g ace Y570 BB /I ace.u FIFRBLEER Y ace.w
PRy, IEBI L P R FE TR B A R g FH
BN aceo By BT BINES acer UEW pf, g
% D A SEEE ace, i 0 B 1L {H IR IE R VL
VAT i A AR NG aceoous quy acey.us pl i
0 3 1. 3k HE 50 T35 0 1 52 2% B A5 DA R e B AIG {75
FHRL IVC/PCD (138 5 55 45 DL K e R A1

Biinz % N5 5E 01 AT 8 B & 205 % B on oy
Z AR 22 H 131 38 3IF (Non-interactive ARgument
of Knowledge, NARK) #f 7] Ll 4% i35 i — 4~ IVC/
PCD J7 2. % NARK RNALAT DL E AT 264 900 1) 3
RS 2% B Ao W] DL HLAT 2R PR G0 A5 2 4= B, R
T Y L Xl A5 M i TVC/PCD A 8 2 B R
FEVE B2 MR UE W PRI T HERE #E. 27 NARK FIHL 2
s HAFHPE 4 TVC/PCD L B A3 F AR
PE. A NARK FLH 2y Z i 7% 42 B4 1IVC/
PCD 475 T2 4. Lh IVC SRyl 355 43 %) B 7 %
3 38 AT 9 AE T R A& 7 .

Fr kB ig, ACC.V: IGlF B %, R:34) Hi ik
B 7 BT BN S0 ] 5T A v R i

TESS @ A R B 1 S5 23 &1 30 J7 58 WYk
WIGE s ACC.P X i A B I8 18] 52461 F0 2200 2 ik 22
A HT Y BN ER ace, SUEBH SR G M T G T HL K R,
5 R I F ORI GA BNy R UES A ACC.V
L 15T = = F (2o IR 25 & ACC.P 11y i th
33 R A A] i R WA ; #2585 8 NARK 19 3iE B 5%
oA T R BUE W] oo s B 05 il TVC BRI =
(m;sace). ¥l B9, B F NARK {iE B (%) & 20t H
ACC.V A5 iy A8 1) 52 491 70 38 0 4 v RS 55 /N 1Y
FR a3 Bkl i ) TVC HAT AR Y 520 1R W) T 4 0 3
JHIF 4. Binz 58 N i 80T TE X — M AR R 5%
(Rank-1 Constraint System, R1CS) i) NARK B, 4%
JE AR TS IZ PR 2 F RN T L R SR T
A PCD J5 58, Hoish VA T 6 56 4 7 T H B AR

[}, Boneh % AW i 58 T #4 1 PCD (1) 38
FHAREZR B2 3 TR & A FF s R A R & 7 Zrym bk
Z I K T ok E PCD Yy JRAR 24 2 50 R iy
HRBAGNFRE T FZ0 iz BT I R
IR ERE Y 2 RKE T REARAE RS
J7 ZE 0 o i VAR [R] 5 1 43381 R0y 28 ) ) s AR,

2023 4F, Biinz % A" iy 3T o8 By £
(R F 1 AR A8 3 T SCHF Plonkish S8 ARk Y 4E 1 5
SR 8T =Ny S ProtoStar. Plonkish 2 AR
A A IR Y ) H AT e 2K S 1 B 2 R S A T R
HLAERI S BRE TVC th & 22 BUAT 19 s 0mT DL AN
[ /. SX T ProtoStar fifi A1 09 20 %1 R & H g
A5 Hh 2 — 1~ 15 1) S5 ) R0 — A~ B nAE , ok R
# PCD J7 4. Eagen 5 A" F| F B0 A% B3 H 3 (19 o4
JEFEAR T ProtoStar 22/~ 1] 55 441 F1 2 A4~ 2
AT HIE R 4 i — 2 1) PCD #4 1&. 2024
4, Biinz % NV K i T 4 SR X S A7 UE B AT GKR
BRI BN B B Tk sy A ) TVC
ZE AT S RGIE B BAT R A AL g8 11 58 89 JE o . R
4, Biinz S ANNOUR R TR A AN A6 IR 2 1) o R
TiZE W BRI T7 58 HAL S HR A BR Uy R a7 2
i T #3& IVC/PCD J5 .

4.1.3  JETIrE I ERRE R R A T R

By A% I R ] E SO IR B R
i NARK () 55 0k 38 25 | 22 30 2 7 vt 5 58 19 oK (B 38 iE
BEAE XA gt s £ 5 A S
W @ 52 4. 2022 4, Kothapalli % NV 78 20 5 £ 11
Fenl AR T I RE AR RUE AL S B R S T R
(Folding Scheme). #r & 77 £ H/n BRI WA 8 k.

K8 FrElisnEA

LR HA NP LRR & — IR #
FNIGUE . GE B A A 2 ) I UE X Gy )
(uy ,wg),gﬁlﬂiﬁﬁ’ﬁ‘ﬁ/\ﬂﬁ/ﬁi% Uy s Uy ’ééﬁ%q:
A& H L GE B T S 0 S L E X G, w) s B
WEM BB EREN v FEWE 2MEERE
(ur,w) ERLM (uy sw) €ER S (uy ywy) €ER. ETERE
T T J5 RESR V 2 58 IR (wsw) I /N T
BHPEWUF Cuy s wy ) s Cuy s wy) IFEE. RIS %
FUE T P A S 451 B9 565 G0k VA 24 BT R — > S A A 2

Kothapalli % \" F 5] A B3 & 5 0 1
TEMRIVC % Nova, J7 /R B ANE 9 k.
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2024 4F

F: s #ul; FS.V: BIE s Hash: IR HUBS; R: 38 HLBR
B9 TSy R R R R B R B A

B 20 Mt IR T ER P S 48] DR X 2 B AE 5
i 2k W3 S0 e A Y A 52 ) D IR R s
wi—) s (Uimy s Weo D A8UT B o A2 OB 19 58 451 D ik %
U W s SR s 3G T L % R A & e I FL3R
TR T RIGIEE VL FS.V B O T 1R 4
T LR IRG A S I o =F(z D IF45 A FSP
(A% AT B R ()R R A 5 22 A e IR L e B 1 B
ARAY A BT 0 52 1) WAE X Ces o) s e B TVC 1Y
HEM I = Qw5 (U W) B IE 38 5 56 iE IE
B, AT Ef AR A 2B AR BRI, B TS T AL
SEPERE s Nova [ BLDHIE I 85 2 5 A2 hr &
e 33 U TF Y B P B A 1 e . L 3E I A
JH SNARK & ] LA TE B B0 ASE 45 28 %0 £ 2001

2022 4F , Kothapalli 28 A" {5 % Nova f)#4 1 2
R 3E A HG N B R A T R A AR R A8 R AT 5
R e S SuperNova. SuperNova f{l Nova H.
A5 A [F) (49 B2 IE B 85 R0 3B U T8 L (H 3 FF TVC
52 B —FE R 3 5. IE A Nova 76 4] HL B% 5053
ARACEEH] T RICS, Z AR R 5 Hig Rk — k4
WTE TR I B — 8 W PR e R BR 1. 2023 4,
Mohnblatt"**'#8 Nova 4} %} R1CS 9 37 & J7 2 i i
] TR\ AR A Plonkish 4138 &40 9, {H & E
ORI UE T AR HIE Bl A [ A0 38 T 2k 4
{15 &5 B 29 SR AR b F IR A TR 1 BB AR 335 4R TC A
[ 4F , Kothapalli 28 A" A28 7 1% ] € Hil 4 R R 40
(Customizable Constraint System, CCS) ) £ & 1
B 7 % (Multi-folding Scheme) , 5 T L HiF & )7
FME TR IVC J7 % HyperNova, HAiE ]
T FEE -2 hrm e, 0 L5 — s
i 2P T £ 9 ) 1) Bl BB S Ay iz B HyperNova
FEXF I CCS 23 R 40 vl TPk RE 41 2k M #% 5 2 R1CS
8% Plonkish, it HyperNova th X @M AR, £ &
Pr& 0 FRAT Ry Z2 W HE A, AT HEEE O S A S

5] WL UE X 47 8 B — >, B8R Kothapalli 88 A4 1
ZEATE T FNE LA SR B R E T
WISz, i 45 HyperNova & — 4> IVC J5 21 4k
PCD. FfiJ§ Zhou % ANV 7 H Ltk -3 T 97 SAT
BERHEA ZET BT IFE T M E TS
() PCD J5 %. Zheng HF N A\ T — BN £
(Generic Folding Scheme) , 28U L T\ E T RH
AT F 4 &k B AS [F) & A9 52490 D0 E X . 356 9% 07
% s Zheng S Nt — 22X} PCD 5 &34 7 &5 iR
I SCHF REOA [7] B E 2757 91 00 - fH K 45 NPCD
M IE XA e SO

2023 4¢, Liu 8 A\ FIH TVC #37% T SNARK
MR A 7 %, 2024 4F, Boneh 28 A" #y & 75 4
TS & LatticeFold, £ A] ] F #4 &
P T IVC/PCD J5 4. [Fl4F . Nguyen & A 4
BT ETI &I E & A YRR SNARK 14 1%
HE 21 Mangrove , HAE Az Bk B iF HA BN N
fEIF44 Hom B IF 171k,
4.1. 4 BEERIGIETT A T R AR

S IR el g W ST e i A il AT
PR 00 FEL I R IR L B O T TR G L I S
BRI 5 FEL B R I E F A B ) B O A R A Ak
WEBH. SR1M . Bk T Chiesa % A" ) PCD 5,124
Fr A B 5 %0 TVC/PCD J7 58 HB A8 13 il 28 7 5 31X
{5575 R BSCH B R0 59 TE HL B Y T B AL T A (R A S
BRI F 458 — A8 SCHE U, b 1 25 5009 % [
LVGIHHE G, TG FRHE T . GRBY AT 35 3 10 ) —
AIEE,, HAZ3SW B AITF, B AR FRE N BEG R A
i (scalar field) ., F, Jy i G ¥ F 35 (base field). &
15 PR B E XAEBRE, b (FEBRF, bR 2D . uk &
T E W B3 e 22 300 XK o T 5800 Ha 3 e 1) {48
AR B R I8 R R 2 AT R A iR R R
5 0 I R I T A SCAE B, b A0 SR A g R S
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AT U R K L S A 56 U F R AL A R — A HL R IE
BH 05 SR 5 B A H B v BT SR SR A L T B R
B K 5K - R AR TR . O 7 3 e SR L, A
RS A (530 20 B 1 S B0 359 R A [0 £ 0 3 LR
— X B Bl 2k CEL B, ) S n] A 3 H— b AR (5 il £k R
(GG, H Gy iy bR I8 R0 2L 38843 5 K Fy L F. . Gy
(A S R0 3R 4 T R F, T AT A BE O b e
3o SR T A B R AR A TR R A A T RS L
Bt 5 T ARSI AR
T, AS[R] 388 o v] 56 UE TH 5805 8 78 S B R
ANTR) B4 2Rk A A A (Dl 2R 4 2R . LR LA TVC Ry
Bl o A 47 = Fofp B ) S

(1) #F SNARK fi IVC B3 sz it

2014 4F, Ben-Sasson 25 AU Bk g LS T
FF SNARK [y 38 & vl 3G ik 1F 5 7 48, L IVC
o], e e i 3 R B AN 10 TR

5 FF)  f——: ] FEF)

NP —fSNARKV ST g SNARKVC i1y, 11 )

‘\iﬁﬁli}/ ‘\§€i+27 \
: SN, s n

}»nm o) ISNARK,w"-,nj‘;)l )
Pit1P

B 10 3T SNARK [ TVC H % #4372 &

ATy Dy iR 8 LAERE G AT G, 1 SNARK,
Iy iE B L AE G 1 bR i SR Fy b, Ty 31F B ) H
PRAE NAEG, bR BT, | 7655 i+ 1 £ IEW &
N @ R = AR I e R A AR
FER T L HAER 2 =F ) Hok A% @ 2 13F
IS 6 T 00 56 0E 3809 s 3 5 W A I A G AE B
2 HAE T MY, 3 2 I B9 56 0E 309 5 o T i
VLY AR 2 MRS i1 Bt R
BU 2 HE G S0 IR,

Ben-Sasson & AU fESL BB F] T MNT4/
MNT6 3 A 5 i1 22 06 2 . Hep MINTA i1 28 1) b i
U2 MNTG6 iy 2k i 563580, i MINT4 il 26 1) L 4k 2
MNT6 il & (9 b i 35k, SR, fi F L3 & o] 30 UF 155
Jr & A SNARK K ft B %, BF L MNT4 Al
MNT6 2 Fe T A g B [ h 2k, ot gl A 2=, il an
J TSP 128 bits (1% 4P, MNT4/MNT6 24451 5 X
TEZ) 800 bits Y R F IR L. [FIBF, gy T i SNARK
F4) 56 I B 3 T LR T L X A 5 IE R B T AR K
BB ARTRELIR S HOZ W= 85 AR,

() BT & RN IVC macL s

2022 4, Kothapalli 8 N\ 3 FHr & 7 44 &
TERW IVC F % Nova, I8 1 g 72 52 88, o
H A 3 s R B a1 11 BT

~ (1) 1
D F(F) —»= o FEFE)  f— 2>
: s
Uy(z;a

T, T U K3 2

pu |*ﬂ\ = P L¢"2*J$z“>uwz
o HW") SHW!) @
——>U" o £, 0D —> U Fsal o [P U

Hitoh

B 11 BTS2 IVC i & R @

LT 40 & Ben-Sasson 28 AW i S E
5% FEIE TS I E 8 SNARK. 7E55 i+1 2,
IEF BRI A § R = R SR (U W)
G sel™) QUL W 0 S8 AT 2 7 R AR QUL
Wiy s (i sw ) P & B (U WP ) 5 3R 5 M 1 52
B WAE X Cae Yy S0P HAER] 212, =F (=) H U”
Mou” BEBMPTBR T UL EERATE T 240
o) U WD B i (U WD L 3
T S AR R Gl Yy sl ) TIE BH 37 8 5k 72 1 I A 42k
EJaf i =V RAE B (U2 WD, (s wi?)
UL WD e Bk B, o TR UEST & 68
IEH I HL R — 722 5 78 P A~ il Ze b A T e AR 5 —
S, 7 v B L R A 0RO A o O B R AR 45
RO 2 BMEEEE (+1 DRk R, DU e
FEZZ 3

Nova [ )7 2l B B 1% B B 8 b v i #0150 il ¢
BEESC IR # T Pallas/ Vesta(Pasta) i [5] il £k
PEIR R REA HLF MNT4/MNT6 HA % K42 Tt
SR s Nova (152 3L 5 AT 5 BEAE B — LA RN
AT L B 23 0 8 SCEEAS [ R [ il 2 0% A o Bl L
45 388 H A —E W ITAR.

(3)IVC i CycleFold 528

2023 4F,Kothapalli Z8 A2 H AN ETIFS
&M IVC &3 4 R———CycleFold, FoH %
F 3 R B E A 12 R,

(1
A FEY >l < B |l
(1) (1)

Hash
o) W
u, M MFS Pl i MFS >l
UV HIE _>U,<11) U(:.L' gl —»U(‘lj
i + i i+2

(2) [

i1

UpC,i

@) = @ T = @
§ —> [ Ug: aj T—» .
[{?)"T FS.V Ut <I‘-217"H: FS.V Usive
> Upc,ip1™N
g 7

Bir24

12 CycleFold 1) H, B #4 1 7~ 2 A

O WA/ R S UL E X (L T A/
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ZSL )T E 454 T HyperNoval™ il Novat*,
HyperNova (50 3IE 5 i 5 2 $hAT € SCAE 5 1 3 |
F¥ X 50 20 90 Py S VR D SCHE B 1 i BB AR C =
G +pcz 9/ﬁ\:':'j GG ﬁ%ﬁiiﬁ@ﬁ%ﬁﬁ%v{) ﬂﬂdﬁ‘i
RO AR 7 T S B A (8 AR (5] oy 2 00 21 ) o 247
o i AR UL B AR 33 17 A A K 1 rL e RS 5K 5
5 1 Nova — . i T4 [ iy 2k 47 26 . I 7 2316 2
Sl READURT K 3 A9 45 1 o X [ A R A R 1 v
B K.

TP Lk [ CycleFold ¥ 56 7E E, i £&
EASERT L RS i1 8 MR HyperNova B #4 1 .
T 2R Z T & T R RAES k. BT
w AU T8 i UGy s o T sk G S0 o 45
1 C'=C\ +pC, B H I FR Ry — A K Coc I E
SUAE E 28 A9 A it 38k Lo bl 6 50l 00 98 0
HL % Cree TO T SRBEAL5 UL O 1 HIE W] L B Ce 3158
() IE AP . CycleFold Fl Nova B¥T & 7 R KK X4
HL B LE A0 T 55 0 92 ) el RO B B — 2B IR BT T Y
S Ue, T8I U, » JFHEZIT B 0 50 00E HL 32 il
HyperNova B 2% 1 £ /5 19 50 3IE WL 2% 41 5 R . i
Ao T iy £ 908 B0 9 P 5, 2 S RO R B LR A A
TE SR04 5 SR o by 46 1 v ) 3 S0 i)
Bty U U, L RS R R B e
HE LT B AT MO UL 4 7 H 5 Nova 952 BEAN[H]
CycleFold 7¢ E, f#r 38k b o] DIA Sk Fs T 58 %%
R B8 FEL B T AE. s AR 28 AN R ) B
TIE LB RIS IR S 05 R B R AR A 08D T IUAR Y
32 A T4
4.1.5  HEEAT IR TR T S I o BIe I AT

R 1 WT 5T R] 6 E TR T SR A0 RO i M
RSB AL ) 2 o i B S Brdg b 4 T
ik I B 2 S T X AT IR ABIESE. 2008 4
Valiant"™ R A4 7 IVC WML T H 41
M o He R — S 3 M B A R — 1 AR e o ELXE LA A
R 8 B o D TR S T 5y — S 36k ) 22 4 1R B AR AT 1A
ZHIER. 2010 4, Chiesa 5 N ¥ R A 44 T PCD 1y
A& I PR At T e AR v B I 2 B T AT UE B 22 AR Y
PCD #47%. 2013 4F , Bitansky 2 A" 31 B {5 % 47 16
£ DR I QI § R = /AR T vl 11
SNARK Hfn] LU o 250 i 5% £ o — 1 08 RO 2
oA AT 58 a2 R R i ST SR 28 O AT 5 Ik
PCD J5 %, HAR B X HE A JF Al 5 IE /9 PCD J5 %8 X
A e Ak M e A A8 A2 T R R B R 2% T AT U Y
SNARK sl PCD J5 58, o & % O B 45 0 & 5t 110

T Ak ¥R H G 2 B B R/ 7S ) R AR S £ NP 55
UE I 1Y HEAS AH [A].

2019 4F,Naor 2 AR T — A8 i TVC #4
T HE S B ) 285 o 42 R 49 s AT SR ) ME R T 5
HEWIRA 3 TVC AR T4 T SNARK 3 . %44
T 02 A 2R T Al IR O AR B AR 3 S i P Y
BRI 000 A W M 1Y) EL 58 A R AT o 8] HIE B R 2
WS A RS O T A T AR R T AR R R A T
3 o 5 E A B RS 9 S O X TR SR iR TG
TA BB AIE . 2022 4, Paneth &8 AU Fi] L 5
WIER 3 10T 2 2 WA Bl gs AT iy TVC,
I H A2 4 P JE T AT e PR R X

2022 4F, Chen 4 AN A5 AR B BE AL AT 5 5 7
(Low-degree Random Oracle Model) T #4i& T i%& B
B SNARKSs, ffi 15 fl| F| SNARKSs #4 i i% B PCD i
AN et S A 3 5 O AR 2R A sl e L (AR
S B v S 5] A AT B2 B BIL i A AL L A A M.
2023 4, Chen 48 A" A28 HSE 64k T 5 AR AL BE AL
i 5 B (Arithmetized Random Oracle Model) , 3f:
TE 45 58 PURETE 05 Ay bR K0 2510 F L M3 T BT X
WA ME W Y PCD J5 2. [ 4F . Chiesa & NN HIE
B i BB B2 A n] 5 M (Straightline Knowledge
Soundness) ) SNARKs #4 i ) PCD Hl JE 2 1)
SNARKSs HA [ 1Y 2% 4t . BExF SNARKSs (#5814
AR L ok % AP & Hall-Andersen % AW
UE B SRR B 2R g w] DL & 2 i — K Y WLAIE AR
M A BB FHE 84 Valiant™ iy 55 U2 IE
B 47 5 RIOE B o BE ML IR 5 B8R Tk i i TVC.
4.2 ETHRNIIIMREAE

et £ 1+ JLAE B, SNARKS 1) 85 8505 i1 #1152 3t
R T B RHE I C A o 22 52 bR i T AB AR R0 J5 T
H AT SNARKSs 222 HA BN UE ] 4 AHUE L
B R H B E B8 18, 40 Spartant™* | Orion™*” | Brake-
down"*" S L2 FLAT 15 /IN 1 UE W BASE R /)N 1) 560 U
FEAY . HUE B JF 44 42 K. 40 Pinocchio™**) | Groth16-%
N TESPIE PERE UL H A T A T L B
WEB RGOS M A G HoR & 13 fis.

CORVAUERARE, K7 UEE, “18 7 BRIER
E@,%CZ o x-»

PS:

P

PSZ: “ ,r% ” _LI‘I':HE%, “ /J\ )?iﬂ'{ﬁﬂ,“ ‘ly;% » (ﬁ_‘u‘[%
amve: & 2
P 1%

K13 ETHBEMIEHRSA G R EA
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BB R S8 PS, HA 8/ ik B IT 85 {H AH XF
BER A E W R ASE A 5 R ) 3 T T 4 L TR B R 42 PS,
ELAG A8 /0N 14 F B R ASE 0458 /0N 19 56 E 4 (EL A X 4
RIGIEBIIF8S. X T — > g% C, R &R 48 PS
o 7= 1, 2) (9 UE B JF 85 . G B B0 0 36 30 FF 4
AR R PS(C).P.PS, (O)Fl PS,(C). V. A Al
PS, (C).P<<PS, (O).P,PS, (C)>PS, (C) ,PS, (O).V>
PS,(OWV. i THABWAUE RS, 15 PS4
BT HL I C IERH o0 (BN B HE 1 R 3E 2R PSI
B E o T 2 I UE AR 1 R L B VO L B R
F PS,EM 7 J& VO 1 ATl R A I H8 4R B IR
W, ik 45 PS, B BIEF B E 04 & Ik R4
3PS, PS, ) Al IR BT H B C ik B 45 ik B
RN IE IF 55 23 5] 4 PS, (O). P+PS, (VC). P,
PS, (VC)F1 PS, (VO). V. iE ] & 45 PS, \PS, fl1(PS, ,
PS.) W PEREXT HLan 3 4 Fios.

x4 TEMBEHHAWIERRZEEREX

RS E T 4 IEWIREE RUETT
PS, PS (O).P PS; (O PS (O).V
pPS, PS, (O).P PS; (O PS,(O).V

(PS;,PSy)  PS (O).PH+PS,(VO).P  PS,(VC)  PS,(VO).V

AR PS) HA 5K BE TF 85 (0 A2 4% 8 —
LI A 2 X RO 1 5 i VIO 10 A8 2 5
ANTF L C O RUBE L DR G 7R TIE B B 7 T B AR PS,
T PS) BA B R UEB IR 4 . A PS, (VC). PE
/N F PSS (O.P A G G IE R4 (PS, . PS,)
BAHEF PS, WEBA JF 8. 7 UF B HUASE Dy 16 m %0
PS, (C)>>PS,(C) >PS, (VC) . i (PS, ., PS, ) B Ik
/INBUE B RRASE. AE 5 E JF 85 5 1. AT PS, (O). V>
PS, (O).V=>PS, (VO).V, {it(PS, . PS,) B A /N
WEFFAY. 28 b A A 5 BAEI RGPS, PS,) #E M fig
456 T AN UE W] R G0 R D03 B 7R P e o ok 1 .

I 3 6T HE B 2R e A0 9 20 45 1) BV AR A R o
JU S AFGAe] 6 48 45 35 19 F BH 3R B8 ok 28 & i s b 41
TERERABEM . MEAR.CHE THAR
78 A1 T RE S H XA W] (R B R G i T &, 7 A

) .

2021 4F, Golovnev 25 AN %4t T HA 4 HEF
152 7 2 EL A FE 2Bl 2 — 5 K ) 9 SNARK
rY Brakedown, Jf 4 i 7 LA o 2 9 4H &
Spartan™! | Xiphos"* | Groth16* 48 zkSNARKs
S/ U B 9 31 S UK. 2022 4. Polygon
Zero AP\ %54 Plonk Ppil ™Y B9 (Z B8 U B fI 3L T

PRt B AE-FT B 1) G A% 42 AT P SE LI 7S JIE W (Fast
Reed-Solomon Interactive Oracle Proofs of Proximity,
FRD ™ i Z 50K 77 2 803 T — 4 SNARK B
W——Plonky2®. Z PP A ¥ REFN FRI 15 5 X 2%
FAG G0 ZR B R BRSO /N I W T 4 (H IR
MRS B 2 R /N PR SO AT A5/ B I Y R
R E I B B A 3 1 i A 2R3 P A G A o
HBOE RGE M A, GTE X BB BN 22 5 R &
EBH N w] A5 A I B i 209 Plonky2 3 51 2R A
XF #7285y WAE B ;o B UE B A/ i) Plonky2
A OO X 28 IR W ol RS AN ) o 1% 2
b LAEBRAIE. 2022 4F . Belling 48 AN 4 36 H 4 &
GKR " #l Groth16 8% &5 % o 3E B 1T
MiMC W Ay REC I IE B AT Xie 55 AP 5 B IX
ek rh B EEE S 5 1 ek T Virgo Prac
4 3 A1 2 A2 Fb deVirgo DA#& & UE IR, R 5
WIHHET deVirgo Fl Grothl6 il Ly /b ik B #1L
FEANGG L TF 8 fc Jo B T X e H R B T AN
H. T8 5 A5 A0 T A AR B Y 15 A P i —zkBridge.
2023 4E, Campanelli 28 A% 58 1 336 19 41 4 Spartan
PR R Grothl6 Y, 3 T W FFT A HA
JUT- 2 Pk WY 2 2% 32 500 0) e £ R I ik 5 % 2
) SNARK 51X Testudo. Xie % A0 2 5t
o i 1) B A 2 MUk B & A B 0y 2 I B B
P g ) S S A IE B i OCNY ) A1
FLH AL, HL30 RS VA T D3RR B 5 A — 28 5 T ]
AN R N RoR BB LEL T RR AR A5 2
FRJE AT B0 55 0 R e B JF R Virgo
WU HGE IR AL A G MR T B OCND IE W & 2%
J# . OCUog® ND {5 & A% A OCND B UE 52 2% i /) %
I B B

Orion.
5 HXMEGHENWESEMIRILH

T8 B 5 37 5% v v 22 RGIE B I 52 B ] e
SR BT R T R AL A AR B AR B A
i 2 FH L B R A AR AR AR S a8 A nT R TR
P SR A 9 A A FE AR T 22 5 P A RE T IR
W37 55 v L 52 2 T 40 1ol 6 AE W A A A AR 1
HRAZIE TS5 - BT A AL 08 200 1) B T k. ol B
Y T L 9 A B B 3% 37 St A T AT i RO LA T
Wi s 0 T TF Y s G 3G At RS A 2 o 1 AL

@ Plonky2. https://github. com/0xPolygonZero/plonky2
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AL AR R B4R HL

— BT LAY AIE BH 7 2O 0 T R e R — R
2, BB = S AR AR BT 5 - AR 5 1 AR b
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Background

With the continuous rapid growth of the digital economy,
data circulation has become an important way to value data.
While developing and utilizing data, how to enhance data
security protection is a key issue faced by data circulation.
Zero-knowledge proofs (ZKPs) are one of the key technologies
for secure data circulation. As a fundamental cryptographic
primitive, they allow one party in a communication to prove
the validity of a certain statement to another party, without
revealing any additional information. They are not only a
critical component of many cryptographic protocols such as
authentication, digital signature, and public-key encryption,
but also provide important privacy protection and performance
enhancement for anonymous transactions, smart contracts,
machine learning, and many other practical applications.

Despite significant developments on the performance and
functionality since their introduction, there are still issues like
insufficient efficiency, poor scalability, and specialized func-
tionality in practical applications. To effectively address these
bottleneck issues, the techniques of recursion and composition
in ZKPs have received extensive attention in recent years,
which are the main focus of this paper.

So far, there has been many surveys on ZKPs, but none
of them systematically review the techniques of recursion and
composition. In this paper, we conduct a systematic and com-
prehensive survey on the recursive and composite techniques of
ZKPs for the first time.

Firstly, regarding recursive zero-knowledge proofs for
algebraic statements. we extensively survey inner product
arguments, a kind of S-protocols proving that the inner product

of two committed vectors equals a public scalar. Specifically,
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we compare and analyze inner product arguments based on the
Pedersen commitment scheme in detail, from the perspectives
of prover complexity, communication complexity, verifier
complexity, etc.

Secondly, regarding recursive zero-knowledge proofs for
non-algebraic statements, we thoroughly examine the research
landscape of two predominant applications, i.e., incrementally
verifiable computation schemes and circuit-based composition
of proof systems. Specifically, we conduct an in-depth com-
parative analysis of the complexity, key technologies, and
implementation skills of incrementally verifiable computation
schemes.

Thirdly, regarding composite zero-knowledge proofs
for composite statements. we provide a granular comparative
analysis of commit-and-prove zero-knowledge proofs, a kind
of ZKPs proving the basic and common statement “The
openings of some algebraic commitments satisfy an arithmetic/
Boolean circuit”, from the perspectives of complexity, setup
phase, key modules, etc.

Finally, we outline future research directions for recur-
sive and composite techniques of ZKPs.
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