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Efficient and Cooperative Secure Two-Party Computation
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Abstract  With the continuous improvement of informatization, new technologies, such as big
data, artificial intelligence and blockchain, have been applied to all walks of life. These new
technologies rely on data sharing across fields and enterprises. This way promotes the rapid
development of industries such as finance, medical care, and commerce, but threatens the security
of private data. How to achieve efficient data sharing and data interoperability while ensuring
security is a problem to be solved in the current privacy protection field. Secure multi-party
computation is one of high-level cryptography providing a new idea to ensure privacy. The secure
two-party computation is the basis for constructing secure multi-party computation protocols.
And it can also solve security problems of privacy data well in two-party applications, such as
genome sequence alignment and pattern matching. Thus, secure two-party computation is one of
the current research hotspots. The existing secure two-party computation protocols based on garbled
circuit often have high communication complexity and poor performance in the malicious adversary
model. This paper mainly studies how to optimize secure two-party computation protocols following
the idea of Wang et al (CCS 2017). This paper implements a more efficient secure two-party

computation protocol based on an authenticated garbling scheme under malicious adversary model.
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The main contributions are summarized as follows. (1) We implement a new authenticated
garbling scheme. This scheme follows the idea of combining garbled circuit with secret sharing,
which is proposed by Wang et al (CCS 2017). We combine the authenticated random bit sharing
scheme with Three-Halves garbled circuit, and implement a new authenticated garbling scheme.
This scheme reduces the communication complexity of AND gates operation by about 25% , while
ensuring security against malicious adversaries. Meanwhile, XOR gates require no communication.
(2) We propose a secure two-party computation protocol. We design a cooperative process scheme for
the secure two-party computation protocol. This scheme aims at the problem of unbalanced
computation pressure between garbler and evaluator. By dividing the Boolean circuit, each participant
undertakes half of the circuit garbling or analyzing work and completes the computation task
cooperatively. Then, based on the authenticated distributed garbling scheme proposed in this
paper, hash function and other cryptographic technologies, this protocol guarantees correctness
and security against malicious adversary model. Compared with the two-party computation
protocol in Emp-toolkit, this protocol results in a 1% ~9% improvement in the communication

delay, a 5% ~22% improvement in the computation delay and a 40 % ~60% improvement in the

communication cost.
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Wb, — il — 2 5 O AL IR WA J5 1 A 6k 2R L
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T A SR 5T i s Sfe BRI RS A, Horb s £y
Wloa, f PAF A @0, h Py Ay, W3, &30 F
w TR ZJG P A G (MLa, 1.K[6; 1) . Pu ¥
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B3 PSR IR T3 A8 2 TR A 1 48 0 L P
23 0100 R .
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2440 it =) L 2% i 2022 4E
L,:, s ] Ll R I A AT 7 DecodeR(ry leak,is ) 328,
. Bk P SE 4 — X LS A
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HUR 3. FAT A UM A BE B L 4 O 19 MACH . MLb; J<
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BEAE XS W bR 25 R
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1. 2 507 53 I b A K H 8% 9 AH G 4% B« (inputs, out-
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RAEME 4. SHUET L o0 A 53 0k A AT
HEHIRGHAR 3 —.

TEIR AR 4 80T AR B 56 5 BRI L
ZE 45 3 43 #r. Three- Halves JR V& WL B8 38 R & & 4
1), BA RN NS BT AT E AR 2 W
TR A P, % 2 A DA B Hi A 2 4 A (L 9 s 252 4 5 )
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Background

With the continuous improvement of informatization,
new technologies, such as big data, artificial intelligence and
blockchain, have been applied to all walks of life. These new
technologies rely on data sharing across fields and enterprises.

This way promotes the rapid development of industries such
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as finance, medical care, and commerce, but threatens the
security of private data. How to achieve efficient data sharing
and data interoperability while ensuring security is a problem
to be solved in the current privacy protection field.

Secure multi-party computation which is one of high-level
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cryptography provides a new idea to solve this problem. The
secure two-party computation is the basis for constructing
secure multi-party computation protocols. And it can also
solve security problems of privacy data well in two-party
applications, such as genome sequence alignment and pattern
matching. Thus, secure two-party computation is one of the
current research hotspots.

Secure two-party computation based on Yao’s garbled
circuit is one of the main-steam research for secure two-party
computation, resulting in constant-round. Compared with
other protocols, secure two-party computation protocol in
Yao’s world has high communication complexity.

This paper proposed an authenticated garbling scheme
based on Three- Halves garbled circuit. This scheme continues
the idea of combining garbled circuit with secret sharing.
This scheme is secure in malicious adversary model while
implementing a 25% improvement in the communication
complexity. Then, proposed a cooperative process for secure

two-party protocol. This scheme distributes the computation

pressure to the two parties based on Point-and-Permute
technology. In addition, this scheme helps the honest party
to detect the malicious adversary in advance. Finally, proposed
a secure two-party computation protocol by using the authen-
ticated garbling scheme, the cooperative process scheme and
other cryptographic technologies. This protocol is secure under
malicious adversary model. Compared with secure two-party
computation protocol proposed in Emp-toolkit, this protocol
results in a 1% ~ 9% improvement in the communication
delay, a 5% ~ 22% improvement in the computation delay
and a 40% ~60% improvement in the communication cost.
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