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Abstract In a large-scale network service system, the instantaneous gathering of a number of
legal users can cause abnormality of system behaviors and vastly damage the system availability.
Most of the existing methods can detect anomalies caused by illegal user behaviors. To detect
those anomalies caused by legal users, this paper presents an agile perception method. This
method includes an agile perception model of the system anomaly and a Petri Net model of repetitive
behavior detection. The agile perception model based on Magnification Factor can propose the
perception of system anomalies and the localizability of abnormal system behaviors. That is, the
expectant system load with Magnification Factor at some time #, exceeds the maximum system
load if the system is abnormal at some time ¢, (¢, >>¢,) in the future. Furthermore, this model can
also confirm the abnormal system behavior by the blocking degree of behaviors. Based on the
agile perception model, this paper further presents a Petri Net detection model with priority
relation and color double transition. To verify our method, we simulate a ticket booking system.

According to the traffic graph of 12306 System, we simulate three change features of legal user
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behaviors including increasing little, increasing slowly, and increasing sharply in unit time. The

experimental results show that our method can effectively perceive a forthcoming system anomaly

and locate it before its occurrence.
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K. SOl R 5547 AR S ¢ RS AT AR A g 7 BL
AN R B 2 A & A5 B T b e &R R HIAT R
AT RS RR T IR 5547 M A2 IT o0 I AT Ny A8
i g sk, BE G4 ME0M 1, RGEAT Wi E
SRV ER N SR (R
4.3.4  PEIGERY

XF R GEAT R IR AT Petri @B, WAR A K
AT AT AR T PR AL DU XA O BT i AT
14 3% 7% B PCDPN 828U, DL Z 35 58 17 R AT
SR seilR

LLIEL 3 G G548 R Bl s pr ~ poos PR P L R IR
S UM EEZREZE DT R RS AT H AR o ik
K. BB R 5547 R AS I o R AT AR I g 7E ML
AT [RS4SR T I SR &R R HIAT R
I g L RR T RS AT RASLE ¢ HIAT A2
i g fidefb % HEZATRAEON 1, REAT B R E
Jr B FE (R 1.
4.4 Hi% PCDPN

M5 PCDPN #28  f Jilr 45 5 34T Ry 5 0 9 BT
For 0 H O 1 B A AT O B AT BRNAS B RS A E A
A7 A Hod P e R A AT B R GAT
FEPE T B FCH . AR5 AR 8 L 1~8 By B HE R A
R R G0 T G AT o ) BEL T B AR L ) R



512 it "

Hl

2 e 2017 4

B2 I K I 3 PCDPN 4n°F .
BiE PCDPN.  RGER AT B s .
WiA:S.,B,,Br,,Bf,.a.n; //TE ¢ W Z) F G W I 53
SRS, DL R A R P YA R %) B8
B9 S AT % B, AT &3S AT B Br, B
FAT Rt a
. BRGSO TUE RS AT A
1. WHILE (>>0;
2. C,=B, Xa;
/AT P EE 2R 20 ¢ BT S AT S B0
M — LRI RGN E C
3. pi=DBr,/B,; p.=Bf. /B,;
NTR, =B ABr, / At+8,AS, / At
AT =LA ) NS R EOR )
4. Cb,=NTRXBf, Xa;
[/ R AR 2T ¢ B 2048 B8 0 1E W AT S BT i
KB F W 1ER T I 20 B R 5 ik
5. IF Cb,>C,., THEN
6. TERGAER KA 2 RAEFH
//ENLVTRE R A R R EAT N
7. i<1;
8. WHILE i<<n //i+5 ¢ By 21 A 4T Hy b, W B
9. w,»,:z:b,/Bl; i=it+1;
10. END WHILE
11, wo<wy, ; k<03 i<2;
12. WHILE i<n
13. IF w;, >wp, THEN
14, wWpa<—wy
15. k=<i
16. END IF
17. i=i+1
18. END WHILE //#% t B J¥ fic K o,
19. PRINT ZRZeAE AR K MY FA I 2 2 R A 5 B35
SR AT R b
20. END IF
21, t=¢+m / /% B} (6] [6] B Ky
22. END WHILE
23. HILEE .

5 XH5XE

5.1 WMEZR%#H PCDPN =5

R 1) B 2R G R e LR ) R RIS ) 4% IR 55 AR
G000 12306 W iE R G, BiE iz, 12306 W E
RGP 2R 2 UL R SR A A
(CEEE N AR NS o @A R ol R i
UL I 2 28 45 (0 B AR I R I &) 4 BF o) 78 L 5

ARG Petri WKLY (9 56 Al b A4 B AT K I 1Y
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|
Z
~
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o
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B4 R RGN EA W

HRP5 W 22 2R 5 ) i R (B R AT Petri ZEA, Q1AL 5
7.
X FE S AR & Lk 3 iR,

R3 BESsRBEPEFRAMMMITAED

BT (RG]

I3 FOR P AE R A

2] I PR R

4 BORA P A RER B

Ly ROBR A

t5 PR IT

t6 FH P A 01T 3 T R (R A 3 0T i
t7 R IR

i TTEA R K S

Ly TR P AT

t10 W P AT AR T 45 min
11 FRGEE SRR R AT SR
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XA S B SR RGEH Petri MAERIFEAT 20080 847 0 R PCDPN Xk JLAS K i 4T A #4547
TEESRAT N VA WAT O BUTAT A RS AT e AR Al 6 .

OA-O--OAOA-OAA

A

Bl 5 TWEE RS Petri W 455 #1

B 6 WWE RS PCDPN £ £

X 6 Hry ~ 0, ARIE 5 LR 3,00~ s ol
/client /server /dataserver

g1 ~q I I AN 4 FR. }

| 1: login() 1

! 2: userQueryCheck () L
4 BOoERD t3~1y i~ TERMHEHEN } . 3: isOk()

[ 4: loginStatus( ) T —

e BB [T ‘ L T
ts~t1s AT I 55 A 5T 5: querySite() ‘ 6: queryData() |
9~ 4T AR 1 : >

l_g 8: resultList() D‘ 7 1sOkO) L
5.2 SR 9: sendOrder( ) E 10: queryNow() }
A S R 5 R 48 PCDPN A5 B Fir 7R /9 T »
B TF B SO0 A B 3 A0 BUT AR L A e emaelndaOJ 00
|
R4 S 48 IR X AR e i T, R 13: reserveO) L 14: createReserveOrder() |
WIEE 6 h AT AT g~ g0 REAT I BEF T. .
" PN 15: returnReserveStatus()
HEE P RE MRS T MR A ET S . > 17: createPayRecorder() |
. L e . - 16: confirmAndPay () L >
RN P& 1P EET s B <

18: returnP}ayStatus( ) L

B ARG M E 7 s, B/ 7 3 ‘
170 B BAR BT . B 7R R G AT
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(D FI Sk, BT T B8 U P 44 S
IP [ 40l 5

(2) JIR 55 i Wi o7 % S 1 3K - B2 ORS00 1 P 44
BN P, AT R AL 5

(3) B SE MG » 25 - I 3R 77 2 58 R 11 M
SB[ A A 5

(4 W ] 961 37 2R+ B2 OB 00 19 2 360 114 S 1 M
SB[ BB 2 A i L 3R [ A5 A Ak 1 B 2

(5) ASE4DL 1T 375 2R 5 b 30 75 B2 0 S 58 1T
AT B AL 5

(6) M 7 T 1T 375 2R A 408 25 161 4% 4 3R 8] i 1
PEAZ VT B A o B RS AR AT HE BN 153 % Ay st ]
M) SO T30 375 5K+ 3 1] AR A A 5

(7)) BB S A SR L e R 35 75 22 42 kL A Y S
AL 5

(8) M N S A3 3K o 78 H2 55 = 5 IR 45 AR 3R, g [
TAPRE.

Hy T TG 32 R B2 W 22 2 G0 1 S5 b B AR S0k
BRI St 8 H R 4% AR B R T e i
PEASI IEH AT B B AT AR o R 4
ARG 0. TR UECE L R R IE B A st
12306 7 45— i B H A o = 1 7R X b Cln &l 8
FR ) Afi 2 254 12306 W 25 59 3 (4 3 545 AE B
S I R A

XF 12306 W 22 0 st 9 90 0 0E A7 40 A7 & B AE
AR AL I b B A 2 T B T P R G P AT R B

Tiaffic Rank| Reach %

Daily Traffic Rank Trend
12306.cn
T

Traffic rank for 12306.cn

100 T T i D] e i TraficRank  Change
ﬂ| o Ifl Yesterday 13 154
\
j |/ '||I JI 7 day 170 3174
o [\ /] 1month 404 1207 %
E o " Al V‘q
100 g n MY I.\‘,J‘”,-\fl \ |’|P| 7 I month a1+ e
1500 F v quwv\"‘ A "\.h r\....l'\.' 3
25006, 1. il [ A R i 3
Aug Sep Oct Nov Dec Jan
Trailing & manths [
B8 ok e 5w Sl o At &

A K BAT N B A 2218 LA K B AT O B0 1y
3 FlAS ) A 3 f AR AR ARG X 3 A 12306 Mg 5 0 il
A JE B R S 43 AL 3 AN W) i P B P AT
s AT S g 8 LR EAEL0, 60 000) X [A] N & T
K47 451X ,[60000,120000) X ] 4 J& T 7] il 732
X . [120000, +oo) J& T I 55 A A X R IX 3 41
SRR A R G W AT O B RO I R L T
1 JavaScript #l Java 455 B4 R 45, A A i & 3 4
Highcharts 223 3 >S5 %50 R A .
5.3 LWHERSW

55 1 SR R W 5. 30 R 5 A9 B A2 F)
SRS I B o AR BIROR W 9 R B 9 AT A
A L PR B 3B A I R A HERS AR A LT 22 L AR L
Z T RGN B AER LR R, H RS
B0 B A FE BRI 2 (455 3R 5 i EUlR) A&
58 BB AT S BUE A B AR A I Z) 2 A Y.

RS F1AZBHE

Time B, Bf. /S, Br, Time B, Bf. /S, Br, Time B, Bf. /S, Br,
13:00 91890 52758 39132 15:00 79435 46526 32909 17.00 23256 17892 5364
13:10 88068 49548 38520 15:10 64561 39525 25036 1710 25308 19044 6264
13:20 90636 47790 42846 15:20 60954 39236 21718 17.20 25074 18888 6186
13:30 89358 48534 40824 15:30 55943 36524 19419 17.30 25278 18492 6786
13:40 91314 46938 44376 15:40 48672 34992 13680 17.40 25122 18108 7014
13:50 89922 48324 41598 15:50 42018 30114 11904 17.50 25254 18984 6270
14.00 97274 48497 48777 16.00 31350 23892 7458 18:00 25092 18312 6780
14.10 90288 52482 37806 16.10 32442 23280 9162 18:10 25314 18456 6858
14.20 94734 50112 44622 16:20 31260 21810 9450 18.20 25062 18264 6798
14:30 90990 52188 38802 1630 32076 21564 10512 18.30 24570 18576 5916
14.40 94356 52536 41820 16.:40 31770 20922 10848

14.50 86543 55258 31285 1650 35784 23292 12492

— B WU R G R Co L RS bR gk C
AN AB S RGeS AT S EUR A  ROR I TR 4
B Ch, LRGP TAE CoK.

B, 24 Time=14.00 W},

C,=B, Xa=97274X1=97274,

AS,=48497—48324=173,

ABr,=48777—41598=7179,

NTR=8,ABr, /At+8,AS, /At~ 1. 02,

Cb,=NTRXBf Xa=a1.02X48497X1
~49467<C,=97274;

Y Time=14.10 B},

C,=B,Xa=90288X1=90288,

AS,=52482—48497=3985,

ABr,=48777—37806=10971,

@ 12306 i #H 5 R B . http://news. youth.cn/jsxw/201301/
t20130122_2825857. htm, 2013, 1,22
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A AR X

AAAAAAAAAAAAAAAA

AR AR /k
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10 15 20 25 30 35
B 1] (1] B 10 min )/min
- GURBOORIARC? - GURERRC] SRR e BURGE - B SRk
o CfE URIEILL] e TN GBIk U SR (3

B9 551 41Seihgh g

NTR=p,ABr, /At+3,AS, /At~ 1. 92,

Cb,=NTRXBf, Xa=1.92X52482X1
~100765>C,=90288.
B2 ZA8Eh RGP & S AP EE
FEAZHIAT AL Br WYL B RS TR e S, A
Br {728 68 X R M EAE m LEUDN . SRS R

x6 F2HAXBHIE

R R B ORI 1 NTR f{EA 22K R4
3 ONISER BN BB E= iU SN PECE) N
W NTR WEA 2 ARG BH 7R Co, MERT
ARG IR Z AR Con s MREA SR B TUEES.

o 2 I RE WAL 6, 83K 6 1y Kidl i A 3
SRS I 33 L AR B RCR W& 10 Frs. A 10 ]

Time B, Bf,/S, Br, Time B, Bf, /S, Br, Time B, Bf, /S, Br,
1300 19812 10882 8930 14.40 73741 40629 33112 1620 48192 30744 17448
13:10 25308 19044 6264 14.50 64474 38543 25931 1630 37050 25716 11334
13:20 42018 30114 11904 1500 52272 31896 20376 16.40 47340 29712 17628
13:30 49712 37315 12397 15:10 36570 23892 12678 16:50 32537 20456 12081
13:40 60060 43512 16548 15:20 37248 25134 12114 17:00 27984 18312 9672
13:50 88068 49548 38520 15:30 36024 24108 11916 17.10 25074 18888 6186
14.00 65922 42816 23106 15:40 43696 28170 15528 17.20 25476 18582 6894
14.10 72936 47052 25884 15:50 50486 30982 19504 1730 26208 19356 6852
14.20 80184 45987 34197 16:00 55424 36384 19040 17.40 25254 18984 6270
1430 91384 48345 43039 16.10 70716 42072 28644

200

ol MsfET

R R D /k
S
f=]

ut
f=)

10

A1) ([ 10 min )/min

15 5 30

- I KRR C2 = L LR Cl
o STRR A BRI E 2k
- SRR AR I 2R3
=& SR A BRI E 265

- SRR - UG - U R A
o= T S ARIEAE 202 - SEPR S BRI 22 - T S BRI (E 243
- T SRR 24 —a= SEBR S BRI 204 - TUH] S BRI 245
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B4, 24 Time=15.40,

C,=B, Xa=43696 X1=43696,

AS,=28170—24108=4062,

ABr,=15526—11916=3610,

NTR=B,ABr, /At + 3. AS, /At ==1. 08,

Ch,=NTR XBf, Xa==1.08X28170X1
~30528<CC,=43696;

2 Time=15:50,

C,=B, Xa=50486X1=50486,

AS,=30982—28170=2812,

ABr,=19504—15526=23978,

NTR=p,ABr, /At+ 5, AS, /At~ 0. 91,

Ch,=NTRXBf, Xa=0.91X30982X1
~28194<CC,=50486;

2 Time=16.00 I},

C,=B, Xa=55424X1=55424,

AS,=36384—30982=5402,

ABr,=19504—19040=464,

NTR=p,ABr, /At+B:AS, /At~ 1. 03,

Cb,=NTRXBf, Xax1.03X36384X1

~37476<C,=55424;

2 Time=16.10 W},

C,=B, Xa=70716 X1=70716,

AS,=42072—36384=5688,

ABr,=28644—19040=9604,

NTR =B, ABr, /At+3:AS, /At== 2. 02,

Cb,=NTRXBf, Xa==2.02X42072X1

~84986 >C,="70716.

BZ ZHBIE R & S, A EE R
ST R E Br 218 2 4k, BEE S, F Br, 1Y 22 18 1
Jn s AR R R R P T NTR i 2 2% 18 386 K, )t
B RGEA A S B R REPE. Y U R S AE
Co, 1t R L PR 3 C, IS5 B3k R G RE K % 1
RRAE Cone s RGR I TUEE S

55 3 A SCIR R WL AR 7L 4R T B as B
SRR DU B 3 v AR B ROCR AN 11 R, MR 11 \)

x7 FEIALWLHIE
Time B, Bf./S; Br, Time B, Bf. /S, Br, Time B, Bf./S, Br,
13:00 45062 28264 16798 15:10 64702 32536 32166 17.20 139572 79829 59743
13:10 44570 28576 15994 15:20 86837 44579 42258 17.30 122156 68862 53294
13:20 44006 28090 15916 15:30 105946 54042 51904 17.40 115406 55478 59928
13:30 43256 27922 15334 15:40 107 248 50134 57114 17.50 106762 52110 54652
13:40 62325 36293 26032 15:50 96024 44108 51916 18.00 95856 52584 43272
13:50 85898 48536 37362 16.:00 77698 45170 32528 18:10 88692 50790 37902
1400 70042 40512 29530 16:10 67524 39384 28140 18.20 83526 48096 35430
14:10 59204 30294 28910 16:20 50924 31922 19002 18.30 77176 43352 33824
14.20 42858 28422 14436 16.30 74188 40382 33806 18.40 65182 41876 23306
14.30 34590 23892 10698 16.40 96528 51054 45474 18.50 50136 38747 11389
14.40 36084 22974 13110 16.:50 105670 55256 50414 19.00 48390 35874 12516
14.50 28752 17448 11304 17.00 126732 60108 66624 19:10 46105 32997 13108
15.:00 57413 29257 28156 17:10 130342 64137 66205 19:20 42379 29794 12585
300

f 200 _HH%H\EIﬁ% X

il

B

g

A ° o ¢ 3

& T mefaly

< & y o —F—0\0—0—0— >
RiFfR% X
ket i ) ) ) )
0 5 10 15 20 25 30 35 40

A 1] T B 10 min )/min

o G KR ZRC2 -2 2 2RCL

B SR

O PR R L] - T AR 22 I SEPR IR 22 - UM Sk (2R3
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B, 24 Time=13.30 i},

C,=B,Xa=43256 X1=43256,

AS,=28090—27922=168,

ABr,=15916—15334=582,

NTR=p,ABr, /At+B,AS, /At~ 0. 10,

Cb,=NTRXBf, Xa==0.10X27922X1

2 2792<C,=43256;

M Time=13:40,

C,=B,Xa=62325X1=62325,

AS,=36293—27922=83"71,

ABr,=26032—15334=10698,

NTR=p,ABr, /At+B.AS, /At =~ 2. 60,

Cb,=NTRXBf, Xa=2.60X36293X1

2~ 94190>C,=62325;

Y Time=13:50,

C,=B, Xa=85898X1=85898,

AS,=48536—36293=12243,

ABr,=37362—26032=11330,

NTR=p,ABr, /At+B,AS, /At~ 3. 29,

Cb,=NTRXBf, Xa==3.29X48536X1

~159683>C,,,,=12000>C,=85898.

BZ AR RGE PR S A EL R
SERIAT R EL Br SN R AR BRI 5 N TR s
B, HBU R G BB Co AR PR B o R 58 52 B
T CERIE RGN AR Z M I K Co s REGE
R IUEES.

X 3 H SR A RCR T LU L IR RS
23R AR SR T A0 AR R S T R 4 S B B 3
F 3K £ G T RE AR 32 1 Je R B 8RR, OF E A R S8 IR
55 Z A0 X B AT DXL 3252 50 e WY R AG I 5 vk T
DA 2 52 5 B £ 280 B0 19 742 1 e 3 T R AL 1 WL 45 Tt
W AR A n] LA BHUE R S8 AT B A ) S A
I W] L2 2R G AT i B B ORA A T R A e
Sk — 7 n] LA AR .

6 HExI®
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0HE 2 I 19 A1 B R HE TG I Ty ik 5 P R R 1 R dlE R
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HT TR R R 45 IR 55 28 40 19 I TP RS AL o (6 75 AN ]
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challenge of technologies and theories on usability of the
large-scale network service systems that system behavior is
adapted softly to keep the good system service state with the
fixed resources capacity and disturbance. There are two key
problems to be solved: one is atomic perception of group
behavior variation and another is adaptive behavior recon-
struction under load balance. All research results are valuable
to technologies and theories on usability, and Petri Nets.
The results can support agile variant behavior detecting and
workflow performance adapting for the large-scale network
service systems. This paper has resolved the agile perception
of system anomalies caused by legal behaviors of large scale

users. It is just a part of the first problem of the project.



