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Abstract In consideration of the practical demands derived from “human-machine-thing” super-
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fusion and the vision of ubiquitous intelligence interconnection during the era of the internet of
everything, federated compute first network are regarded as a promising solution, which jointly
leverages the data aggregation advantages of distributed intelligent technologies, such as federated
learning, and the collaborative computing advantages of the “information high-speed rail (i.e. ,
low-entropy compute first network) ” in the same time. The federated compute first networks
efficiently utilize the abundant data and computing resources deployed ubiquitously and
fragmentally in the network to maximize the satisfaction of various high-performance and
intelligent computing tasks. Simultaneously, to establish comprehensive security guarantees for
users engaged in ubiquitous collaborative computing processes throughout the entire life cycle, as
well as foster mutual trust between distributed clients and aggregation servers within the federated
compute first network, introducing privacy-preserving computing technologies like differential
privacy has become one of the most essential requirements. Therefore, under the premise that
users’ security and privacy are not subject to newly emerging threat patterns such as model reverse
attacks and gradient leakage attacks, how to effectively motivate a large number of personalized
participants to participate in actively and honestly sharing local data and computing power is one of
the key steps to realize the real-world deployment of multiple different federated computing tasks.
However, current incentive mechanisms in federated compute first networks primarily focus on
training performance-oriented factors such as data quality evaluation and fairness research, with
more attention to be paid to user privacy requirements. These methods cannot effectively regulate
the privacy noise injection process during collaborative training and information sharing. At the
same time, edge computing nodes usually exaggerate their local privacy budget demands due to
their goals of maximizing personal privacy protection levels. The irreconcilable conflict between
the unsuspecting aggregator and self-interested participants may result in severe redundant
accuracy loss. To address this problem, we propose an adaptive incentive approach of privacy
computing in this work for federated compute first networks based on an improved Stackelberg
leader-follower game model. The proposed method employs a two-stage dynamic game to offer
differential pricing incentives based on the scale of privacy injection during distributed computing.
Using a backward induction approach, participating users first engage in game equilibrium to
obtain the optimal local privacy budget of the noise injection strategy, followed by the optimal
privacy payment strategy determined by the federated parameter server. Theoretical analysis
shows that the proposed solution achieves the optimal Nash equilibrium. Furthermore, the paper
discusses the constraints on participating users and derives an upper bound for their privacy cost
requirements. Experimental results on two public image classification datasets such as EMNIST
and CIFAR, which serve as standard benchmarks for distributed learning tasks over a long period ,
demonstrate that compared to existing privacy incentive mechanisms based on contract theory or
three-party games, the proposed method significantly improves the average utility of all parties
involved in distributed intelligent collaborative computing tasks while enhancing computational
performance and considerably reducing redundancy loss while ensuring user privacy requirements

are guaranteed.
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Background

By integrating an improved step-wise game theoretical
framework, this paper focuses on the problem of how to
properly guide and restrict participants of privacy computing in
federated compute first networks (FCFN), which is a newly
emerging yet important research task.

The federated compute first network is one of the research
focuses currently, which can promisingly cater to multiple
intelligent network services with high data and computing
demands, in virtue of the advantages of federated learning
workflow and compute first network jointly. Effectively
motivating many personalized participants is one of the key
steps to realizing the actual deployment of federated computing
tasks.

The existing FCFN incentive mechanisms mainly focus on
user data evaluation and fairness, which need more attention to
user privacy requirements. Hence, the privacy noise injection
process cannot be appropriately regulated. For their interests,
edge computing nodes often exaggerate privacy budget
requirements, resulting in a severe loss of accuracy.

On the contrary, in this paper, the authors consider varied
personal privacy requirements and propose a feasible adaptive
incentive mechanism, driven by dynamic game processes, for
privacy computing in federated computing networks. Through
the improved Stackelberg leader-follower model, differentiated

pricing incentives are implemented according to the privacy

injection scale in the distributed computing process. The
incentive scheme can obtain the optimal solution under Nash
equilibrium through the two-stage game. Further, theoretical
analysis and experimental results indicate that the proposed
solution significantly improves the participants’ average utility.
The redundant computing loss can be limited without violation
of differential privacy guarantees.

In a word, this paper provides a novel, feasible incentive
approach to limit the redundant performance loss caused by
privacy computing, which i1s a newly emerging yet non-
negligible problem in federated compute first networks. To the
authors’ knowledge, this is the first lightweight solution
without any notable reforms or privacy compromises to the
existing federated frameworks.

The first author and second author (corresponding author)
of this work have conducted a series of research on privacy
computing, poisoning resistance, and endogenous security of
collaborative learning systems in recent years. Besides the
outputted multiple patents and prototypes, it is worth noting
that they proposed several practical, lightweight solutions to
reconcile active defense and privacy protection jointly for
distributed intelligent systems like federated learning, which
have been published in top-tier journals such as IEEE
Communications Magazine, TDSC, TC, and IOTJ.

This work was partially supported by the National Natural
Science Foundation of China (No.62225105 and No.62001057)
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