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Abstract The development of quantum computers has a substantial impact on the existing public
key systems. The security of traditional public key encryption schemes, such as RSA and ECC
algorithm, is based on the most difficult mathematical problems such as large integer factoring and
discrete logarithm problems. In 1994, Shor proposed that these mathematical problems can be
solved in polynomial time on a quantum computer. IBM and Microsoft engineers expect large-

scale quantum computers to emerge in the next 15-20 years. It is urgent to research and design
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quantum-resistant public key cryptographic algorithms and protocols. Post-quantum cryptography
(PQC) refers to cryptography that can resist quantum computer attacks. Among many post-
quantum cryptographic schemes, lattice-based cryptography has attracted extensive attention due
to its security, efficiency and other advantages. In July 2022, the National Institute of Standards
and Technology (NIST) announced four algorithms that will serve as the future post-quantum
cryptography standard. Three of them are lattice-based cryptographic schemes. Among the
winning algorithms in the Chinese national cryptographic algorithm competition, lattice-based
algorithms account for the majority, such as Aigis, AKCN-MLWE, etc. FPGA (Field
Programmable Gate Array) is an important hardware platform for practical deployment, with a
parallel architecture. There has been widespread interest in researching and designing dedicated
hardware unit for post-quantum cryptographic algorithms on FPGAs. The most complex and time-
consuming operation in lattice-based cryptography is polynomial multiplication over the rings.
Normally, most schemes use number theoretic transform (NTT) technology to reduce
computational complexity and accelerate polynomial multiplication. In this paper. we studied
NTT technologies used in the mainstream lattice-based cryptographic schemes and typed them as
Standard-NTT (SNTT) , Truncated-NTT (TNTT) and Hybrid-NTT (HNTT) according to
different parameters. In order to improve its applicability, a unified, constant-time executable,
multi-parameter supported hardware architecture was designed, which supports all three NTT
architectures. Combining the Karatsuba technique, the number of multiplication times during
point-wise multiplication was reduced by 20%. A compact and low latency unit has been designed
for the core operation of NTT, butterfly transform, which can perform forward NTT, point-wise
multiplication, and reverse NTT functions. It supports both Cooley Tukey and Gentleman Sande
structures. To avoid data conflicts, we designed a unique cross-storage memory access mode,
using two banks to store polynomial coefficients. After each layer of NTT, polynomial
coefficients are cross-swapped before being stored in BRAM. The coefficients in the NTT
calculation process are carried out in the specific domain, where the intermediate results require
modular reduction. There are two popular algorithms in the cryptographic engineering field,
Montgomery reduction and Barrett reduction. Both of them require two multiplications which are
expensive for hardware design. For that, we have designed a dedicated reduction unit that
replaces multiplications with addition/shift operations and is suitable for multiple moduli. The
proposed hardware design code is written in Verilog HDL, synthesized, placed, and routed using
Xilinx Vivado tools on the Xilinx Artix-7 FPGA XC7A200TFBG484-2 chip. Compared to the
state-of-art. this design reduces area consumption by 12%-62.6%. and speeds up by 5.5%
-49.8%. We also designed a high-performance parallel framework to increase data throughput.
Compared to the single structure, the optimized two-parallel and four-parallel architectures speed
up twice and four times respectively, with only 1. 45 and 2. 58 times area consumption.

Keywords post-quantum cryptography; lattice-based algorithm; polynomial multiplication;
number theoretic transform; FPGA ; hardware design
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LR . B BN BOIAS S B 2% — Tk
e NIRRT . R T G R R AR 4
#1150 TR A rh R B  HeAl AT AF AR . o |
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108 /™ fih % #% (Flip-Flop . FF) . 1654~ A (Slice) » 14~
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Fe DU E AR R 258 . BARNAZ BT

B — B (St )(Gut ) (ut
oot )R G G )28 THUZ BB PRSI 28 24T 5
THE SR 5 i A B 5T L B i 45 A A RAM2
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JE Bl A AR AT T 4 R AR SR 0 5 A
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SNTT.TNTT HNTT % 7] NTT 51}, 4%
iR REEME T 05 E W NTT A8 R, B 40
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—JEEEEE A SR R AT DL E S

TNTT#H [ NTTEAEREZH S SNTTR 72
SE4—5 . HNT T #[5 NT T it FE[RIREE ] TNTT.

Xt ¥ 256 4t 2 5 A R A4S 2 300 SNTT 42
P4 #E 256 X 2 =512 45 RAM 25 [i] , Dilithium i
FE 512 X 23=11776 Lk %F . Aigis-512/768 I ¥
512 X 13=16656 F4%, OKAT {4 #E 512 X 13 =6656
e Kyber-v1 4 #E 512 X 13 =16656 4% ; TNTT
20t 3k FE 256 X 2+ 128 =640 i RAM 25 [A] ,
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XFF 512 4E P A Z2 W A I >R H SNTT 42
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SNTT #8155 20 Y & TNT T HNT T 5] i
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e W TS B SR AR A R TR Y w12 TR T
FERITHA TR . b TIBR AT FRATR A
WA 7 2K B BT A 2 A o E6EE H
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WE AT AN, TNT T VHNTT X 5 eV 2
w HZ 51 ZE R HEE ROM H

X 256 4 Z 1 A . IS 2320 SNTT 42
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FE512 X 23= 11776 tLFE, Aigis 1HFE-512/768 5 #E
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FE4F . Kyber-v1 5 #6 512 X 13=16656 H 4% ; TNTT
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4 ERMRK
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This research belongs to the post-quantum cryptography
and cryptographic engineering area. Traditional public key
cryptography, such as RSA and ECC, rely on large integer
factoring and discrete logarithm problems, which will be
cracked in polynomial time by a practical quantum computer
running the Shor algorithm. The quantum computers
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have no obvious advantages over traditional electronic
computers in the processing of general tasks. So. the
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computer will be built in the near future. IBM and Microsoft
engineers expect large-scale quantum computers to emerge in
the next 15-20 years. In particular, Google completed a 53-
qubit computer named Sycamore in 2019, which can
accomplish  the computation of the most powerful
supercomputer for about 10 000 years in 200 seconds. IBM has
completed a 433 qubit computer named Osprey in 2022, which
1s eight times faster than Sycamore. It is urgent to research and
design quantum-resistant public key cryptography algorithms
and protocols. Among many post-quantum cryptographic
schemes, lattice-based cryptography has attracted extensive

attention due to its security, efficiency and other advantages.
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Polynomial multiplication over the ring is the most complex
and time-consuming operation in lattice-based cryptography.
Normally, most schemes use number theoretic transform
(NTT) technology to reduce computational complexity and
accelerate polynomial multiplication. In this paper, we studied
NTT technologies used in the mainstream lattice-based
cryptographic  schemes and typed them as Standard-NTT
(SNTT) , Truncated-NTT (TNTT) and Hybrid-NTT
(HNTT) according to different parameters. Then, we designed
a compact hardware structure that can be executed in constant
time and supports multiple parameters using the Verilog HDL

language. It was implemented and verified on an Artix-7 series

FPGA chip. Our design can complete the whole polynomial
multiplication process, including forward NTT, point-wise
multiplication, and inverse NTT. The hardware design
includes a compact butterfly unit with low time delay, a
reduction unit suitable for multiple moduli and a unique cross-
storage memory access mode. Compared to the state-of-art,
this design reduces area consumption by 12%-62.6%. and
speeds up by 5.5%-49.8%. We also designed a high-
throughput parallel framework. Compared to the single
structure, the optimized two-parallel and four-parallel
architectures speed up twice and four times respectively, with

only 1.45 and 2. 58 times area consumption.



	目次
	机器学习与多模态计算
	基于深度学习的情感对话响应综述
	基于超图的多模态情绪识别
	STCTN：一种基于时域偏倚校正与空域因果传递的时空因果表示学习方法
	基于双向生成对抗网络的感知哈希图像内容取证算法
	智能集群系统的强化学习方法综述
	共振攻击：揭示跨模态模型CLIP的脆弱性
	双分支线索深度感知与自适应协同优化的多模态虚假新闻检测

	系统结构
	基于ARM的硬件压缩算法在Spark中的性能研究
	基于硬件感知的多目标神经结构搜索方法
	NTT架构研究及其FPGA硬件优化实现
	一种基于FPGA加速的高性能数据解压方法
	面向联邦算力网络的隐私计算自适激励机制


	Contents
	Column
	A Survey of Deep Learning Based Emotional Dialogue Response
	Multi-modal Emotion Recognition Based on Hypergraph
	STCTN: A Spatio-temporal Causal Representation Learning Method Based on Temporal Bias Adjustment and Spatial Causal Transition
	A Bidirectional Generative Adversarial Network-Based Perceptual Hash Algorithm for Image Content Forensics
	The Reinforcement Learning Approaches for Intelligent Collective System: A Survey
	Resonant Attack: Reveal Cross-Modal Vulnerability of CLIP
	Multimodal Fake News Detection via Two-Branch Deep Clue Perception and Adaptive Collaborative Optimization
	A Performance Study of ARM-Based Hardware-Based Compression Algorithms in Spark
	Hardware-Aware Multi-Objective Neural Architecture Search Approach
	NTT Architecture Research and Its FPGA Hardware Optimization Implementation
	An FPGA-Accelerated High-Performance Data Decompression Method
	Adaptive Incentive Mechanism for Privacy Computing in Federated Computing Force Networks





