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Abstract  Almost all existing certificateless signcryption (CLS) schemes based on pairings have
the shortcomings of low computational efficiency. Thus, based on discrete logarithm, a new CLS
scheme without pairings was proposed by Zhu et al. It is provably secure in the Random Oracle
Model (ROM). However, by giving concrete attacks about confidentiality and unforgeability,
this study finds that the certificateless signcryption scheme proposed is not secure. Thus, based
on Computational Diffie- Hellman (CDH) and Discrete Logarithm (DL), an efficient and security
CLS scheme without pairings is proposed in this paper. It is provably secure in the ROM under
the CDH and DL assumption. Moreover, compared with other existing CLS schemes in the
computational complexity, the scheme without using pairings operation has more efficiency and

security.
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Signcryption is a cryptographic primitive that provides
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tational cost when compared with the signing and encrypting
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