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Abstract  Based on discrete logarithm (DL) problem, this paper proposes a safely authenticated
and efficient two party certificateless key agreement protocol without using the bilinear pairings,
which is provably secure and unforgeability in the eCK security model and random oracle model
(ROM) under the DL assumption. Compared with other similar protocols, this one is more
efficient and also has known key security, perfect forward and backward secrecy, resistance to
unknown key-share attacks and key-compromise impersonation attacks, etc. It is more suitable
for the identity-based public key cryptography., and has better popularization in the restricted
bandwidth of the communication environment (e.g. wireless sensors networks, Ad-Hoc

networks, etc. ).
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Background

Traditional public key cryptography requires a trusted
certification authority to issue a certificate binding the identity
and the public key of an entity. Shamir defined a new public key
cryptography called identity-based public key cryptography
(ID-PKC). However, ID-PKC needs a trusted key generation
center to generate the private key for every entity according
to his identity. So we are confronted with the key escrow
problem. Fortunately, the problems in traditional public key
infrastructure and ID-PKC can be prohibited by certificateless
public key cryptography.

This paper proposes a safely authenticated and efficient
two party certificateless key agreement protocol without
using the bilinear pairings, which is provably secure and
unforgeable in the eCK security model and ROM under the
DL assumption. Compared with other existing protocol in the
computational complexity, this one is more efficient and

also has known key security, perfect forward secrecy and
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resistance to unknown key-share attacks and key-compromise
impersonation attacks, etc. It is more suitable for the identity-
based public key cryptography, and has better popularization
in the restricted bandwidth of the communication environment
(e. g. a wireless sensors networks, Ad-Hoc networks, etc. ).
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