BALE B4 T (= Hl ¥ B[ Vol. 44 No. 4
2021 4F 4 CHINESE JOURNAL OF COMPUTERS Apr. 2021

-

MttEN (DB SR EZHETEVE
BEET B R Sk B KR

V(BRI LR 2B P 710062)
D URMEBARORE K E AR E  JLR 100878)
D CREMHR TR R AMER P E AL E T AR 541000
DGR TR 2 LR 2 S HEAR B I 430070)

W OE EESWHTET R E S G EE SR O S R T R R 2 5 2 AR A RS R it
#a A5 5 AT -5 B0 e T HIE B 2 4 1 s T LR 7E A I ER I BRI T © TR Ak S R Fr ORI 2 0k B I 2 i
122 WF 58 & FF 36 2000 T B il 82 5 65 L) i B 5. TR 5 o 48 e AR () i B 2% 17 Xk Rl 2 R Al )k B Y O . el T B
fy 3 35 ] 5 2 M1 %] (Identity-Based Key-Encapsulation Mechanism, IB-KEM) &2 & 3 £ 98 45 10 25 L i 19 5 2 41 [l 56
Gy UEARRAG B T 72 KR, i R B S PREE Y BTt R M oK L P R IB-KEM #5485 98 1 BUA i A 3 7E 315 1%
i FIATA 55 07 TN AATEAS 2. BT A BB AN 2 L AR SCHR 1 T 6 4 9% SC i (Chosen-Ciphertext Attacks, CCA) % 2 1 HiT
it #% IB-KEM 938 H #4) 1% . 9 2 F I8 2 1B-KEM 3% £ W] 3C i (Chosen-Plaintext Attacks, CPA) 22 4> 4 %} i F
35 ) CCA % 44T T IE AR BeAb O Jr R AR SO A8 3 1 52 4 B 38 3t 4 2300 B¢ i1 1 IB-KEM 143
JZ B 1y 1) B 4y B2 %5 5 451 55 ML | (Hierarchical Identity-Based Key-Encapsulation Mechanism, HIB-KEM) ff) B A& 52 4] ,
FEAE TR B 05 1 %6 A B L 3 T 0 5 19 U A Diffie- Hellman {38 F XUk 1 Diffie- Hellman $i5 i {38 6 A S5 3
19 CPA 243 AT T IR, B )5, o8 7 92 BUHRHL % 22 it 8 Beak 1) B AR, A SCHIF S T 45 552 491 199 25 BH S8 07 300k A
BTOA CCALZARitEE IB-KEM, A SCH 3 7315 AL Fi A6 55 05 T B AT — 2 i o .

=

SR BRI s B MG ER R WL« B 53 2 0 B 05 B WL 5 47 G TR ¢ 5 5 7
FEESES TP393 DOI S 10.11897/SP. J.1016.2021. 00820

(Hierarchical) Identity-Based Key-Encapsulation Mechanism with
Leakage-Resilience

ZHOU Yan-Wei"”®®  YANG Bo"”'® HU Bing-Jie” XIA Zhe” ZHANG Ming-Wu*"¥
Y (School of Computer Science , Shaanxi Normal University ,Xi’an 710062)
2 (State Key Laboratory of Cryptology, Beijing 100878)
D (Guangxi Key Laboratory of Trusted Software . Guilin University of Electronic Technology . Guilin, Guangxi 541004)
Y (School of Computer Science and Technology s Wuhan University of Technology, Wuhan 430070)

Abstract  In the actual application, any adversary can obtain a certain amount of additional
information on the internal secret states by performing various leakage attacks, such as cold boot
attacks, side-channel attacks, etc. Thus, the security of the traditional cryptography system
cannot keep their claimed security in the leakage setting, because we always assume that an
adversary cannot capture the leakage on the internal secret states of participator in the traditional

ideal security model, and the traditional security was proved in the above ideal security model.
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Since the hybrid encryption technology has the advantages of both symmetric and asymmetric
encryption, the research on identity-based key-encapsulation mechanism (IB-KEM) has received
extensive attention in recent years, which is the important underlying technology of identity-
based hybrid encryption. To obtain the leakage resilience, a leakage-resilient IB-KEM with
chosen ciphertext attacks (CCA) security was proposed. However, the previous scheme has
shortcomings in computing, transmission and storage. To address the above shortcomings, a
generic construction of CCA secure IB-KEM with leakage resilience is proposed in this paper, and
the formal proof can be given from the underlying chosen-plaintext attacks (CPA) secure IB-
KEM. In additional, to further show the practicability of the above generic construction, two
instances of IB-KEM and hierarchical identity-based key-encapsulation mechanism (HIB-KEM)
are proposed, the corresponding CPA security is proved based on the decisional bilinear Diffie-
Hellman (DBDH) and the bilinear Diffie- Hellman exponent (BDHE) assumptions, respectively.
In additional, based on our generic construction of IB-KEM, a leakage-resilient HIB-KEM with
CCA security can be also proposed. Finally, in order to achieve the goal of resisting continuous
leakage attacks, key update algorithms of each instance are also researched in this paper, because
the previous conclusions shown that the continuous leakage-resilient problem can be obtained
from the corresponding bounded leakage resilience by performing an additional key update
algorithm. Analysis and comparison show that our construction of leakage-resilient IB-KEM
with CCA security has certain advantages in computing, transmission and storage.

Keywords identity-based cryptography; identity-based key-encapsulation mechanism; hierarchical

identity-based key-encapsulation mechanism; bounded leakage model; continuous leakage model
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XfF IB-KEM i &, Mt 8 72 20 00 3% £ 5
CCA (Selective-Identity CCA, SID-CCA) % 4= M Jjif
B S BT A AT Hb v« B Z2SHA
JE M EE SR R T A H bR R PR Bk
H B S 0 &2 5 PR B 5% 30 C A X Y
PP LR B R P A C P A BELE. B A
S FIFLT A 8] BRI B A Bk B 40T ik

e 5y 1) 2 ALK L TE R W) Ih AL Z T
T A B A S 58 Hodke e 1 Bk iR B 1 id L JF
HFRS id ™ AN BETEAT o %5 B £E 0 0] o i B ot Ak
id” XA sk, MEER 1 S B R R T Rk
JE B B A

(D WG, B S AL LS . B1TH]
IR LS Setup (1), P2 HE AT R GE S5 mpk F
PREE W % H msk , Kk mpk (HETF A .

(2) Br Bt 1O . A% B BORCT A B 1 3t
120 A R T R ]

O FYI LRGN . X T By id (id #id ") 1) %
BAAE B R] B S 1B AT 8 AR A 1 KeyGen,
i [FURH L F % 50 skia SR TELT A

@ frER R R). X T By id FIERE S C i
M n) AU S | S is 1T % 1 4E U KeyGen,
PR By id AR LR B sk s SRIG LA sk AE R
iy AAB AT iR B 2 5k Decap . I3 8] A1 B A fife dF 245
LERATT A

@ Mg iR ], XTG4y id KRR sk 1R
W) B S S B AT % B A U KeyGen, 774 &
By id X BLH RS sk FRHB TR RS HLOLS ().
PR sk WER AR B S ki) s AR f Cskia) B
EATT AL £00,1) > (0.1 e it
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EERILN AT F QY EPER (o SOk i 3 [ BUR e aP S T
— ] sk M EE E B RSN RE T R S8 BOE B9t

TN A D £ Gl A L 500 S ¥ 1 2%

IEFF5 145 AL

(P, S5 (C k") < Encap(id™) . R )5
BEMLIEI £y < KC Al v < {0, 1}, 34 (C" 2D K%
BA.

D BrBe 200 . Z B Bef Tl i 17 2 0 H
SRR B4 % B A D ) R g b 2 0 )L R B b L BT AE
2 W BOAS BE 4@ S AT o] Mk 85 1 [0). B 98 X B Bk K S 1y
id” ZANE AT Sy id Gid #id ™) 4T 55 40 4 i)
5] s HANBEXT Pk A% B 0y id ™ APk K B3 %5 50 C i A7
fiff BB ). BRI S LABY B 1 v iy i 26 AH B 1
T 0] AT N2

(5) A, BT A S X BEHLE v BOAE I . 25
v=y" EL T A fE iz liF xR . BT A f s Y =
LB R T 5 kK 85 SCR X I 1) 26 %5 50 s 5
W =0, TR U E T b2 % 4 s T Y B

LK.
ST A e Ll AR 0 35 S8
AV ety = | Prl A wins] =1 4

Ho Rk A TR S BT A X R LS A
1 .

EX 8UtE 221 SID-CCA &4, #HXf
LA PPT 8 F A . HAE bk 52 1 5005 W% b 3k ik
(D Advi e x Ces A) 2 7T 20 W8 119, TS 2 AR B 14
IB-KEM HA7 it @ 45 2 e 8 By CCA %41k,

A, IB-KEM ifit §5 25 2 /) CPA & 4 P i %k
oA H A AT A R [R) B RE 7. 2R, TR
fi16E % 15 £ HIB-KEM #L#l $7 ilit 8% CPA fl CCA
G PR A JoE L, R B RS IB-KEM 1y
AH U X AR ARL DX 2 3 2 A58 1 B 15 5

I b o 7 3 DY P 2 A AR R L R AR PR R B B
A T3 o B 1 1% 7)) 45 R o 1o 1 1) 8 58 K ok B 1
A

4 CCAZEHIPLMEEIB-KEM 1918 F
s
A AL CPA %41 IB-KEM. j B 50 3iF i

Hnag FEALYE R Bar Bt CCA Ly diiit sk 1B-KEM
A 3. O J5 i 38 X CPA 2 4 1) 1B-KEM

F18) 3o 20 Bk AT 17 B A 8 i RIVARE 32 T 4 ) ) B L
Bk B THIER A W B2 5T RO
(C.k) <Encap(id,r),
Horp, r FoR B R G2 T B vh P fdE T R BE AL ER.
4.1 BEBRAME
4 ' = (Setup’, KeyGen', Encap’, Decap’) J&
FEB A A Y C = 1{0, 1) FE 8% ol e
i) CPA %41 1IB-KEM, MAC= (Tag, Ver) & X}
PREHIZ RN = (0. 130 B as o MO B
BUERS s Ext: (0,131 X {0, 1) {0, 1) & P #fif i
9 (L —Ase) - SR BEALYE SR B  Horh A 21 ER S50 e
SR W <<l s H . C X C X0, 1} > M 2
B A W AU 18 I A oK KR
AR CCA 4 puit#% IB-KEM II= (Setup,
KeyGen,Enc,Dec) {3l F# 1 T iR B 1L 41
(1) Gnpk,msk) <= Setup(1*)
B mpk= Gnpk’ \MAC) Fl msk=msk’, Hrh
(mpk” ,msk’) <—Setup’ (1°).
(2) skiy<-KeyGen(msk,id)
WY sk, = sk , Hod
skiy<KeyGen' (msk,id).
(3) C<-Encap(id . M)
@ FEHLIEI 7 or<wZ, FF A
(¢) +ky) < Encap' Gid s ) Fl (¢; sky) <= Encap’ (id yr,).
@ BEHLIEI S~ {0, 1) I 3158
F=Ext(k, ,S)F Tag<Tag(k,, H (c;sc;,S)).
QM EIEZE L C=(c1,¢,,S. Tag) KA )
B .
Hrr, ' = (Setup’, KeyGen', Encap’ , Decap’)
) CPA 2 VELRIIE 1 ot 0 B35 9 80 5 B %
BA A 8] b B AT B BE B S AN 7T X o3 1Y 5 At 2 150 -
th ) 2R B B 8 T BE L PE L A SR BE L P 4R
B Ext: (0.1} X(0, 1} —>{0.1)" f 4 BUER.
(4) M <=Decap(sk;, »C)
D8 k< Decap’ (skiy sc»).
Q@ &H Ver(ky, Tag, H (c15¢,.8)) =1 Ji{57
W 5E k< Decap’ Cskig s ) s F4i AR R 1 5t 256 25
I k=Ext(ky , S) 5 75 W Hy 4 2 1R FF L
4.2 EmHEZEH
HIRJZ 1B-KEM. 1 B8 %6 ik % 1 5 Bl AL 1 42
i 18 T A T R A S P A 3 R TR R
T2 AIKZHERHLE IB-KEM II' =
(Setup’ ;KeyGen',Encap’,Decap’) & CPA 2411,
B I8 E 5 MAC = (Tag, Ver) &5 A A 0 1 11,
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Wax FMEgESH A <1 — 1 —w(logk) . bR LH
1= (Setup, KeyGen, Encap, Decap) & CCA Z 4 1)
Pritt g5 1B-KEM #4388 FH A i

FE IR 2 B UE I R TR LR SR AL

R Hb, B Dodis 88 AN A 45 16 AT, 24 FAGH
HA7 e B SR A8 g JF B 58T il 5 2% A5 L R Y 20
RE M FE SR B A U2 I A b A7 ik 5 2k 1
R AL B A] A B RGBT % 2k ik B Ao ey H Y. A itk
ASCHY iR A i, — B2 CPA %4 1B-
KEM EA % 8 g Y ae ., A 4 bk i A i i B

5 CPA Z4£ 1) IB-KEM 34|

ORI s R B AR E R CPA Z 42
IB-KEM %54 1H 5. 5 UE A% Al 5% il A1 14 52 34 B9 AT
#33] CCA 241 1B-KEM, g, A58 25 th CPA
Ay IB-KEM #y B AR S
5.1 B##iE

A CSZ ] = (Setup, KeyGen, Encap, Decap)
B E TR 44 PPT 51k

(1) Gnpk,msk) <= Setup(1°)

@ 47 #E A2 A2 AR U N e (g, G g
GraeCo))  Hp G Z2BAREL g BMFRETEHRRE . g
BHEG AT e: G X G —> Gp 2 15 AT 355 1 W
2R LT

QBEPLIE R @ <rZ, Fluh <G H Y
msk= g I RITRGS R

mpk={q,.G,g,Gr.e(*)u,h,e(g,g)}.

(2) sk,y<KeyGen(msk,id)

O BEVLIEER r<rZ, I

di=g Wh) Md,=g .

@ Hi th 5 0y id P X RLE FAR skiu = (dy o d2).

(3) (C,k) < Encap(id)

@Fﬁﬂﬁlﬁ.ﬁl Z‘_RZJVﬁﬁ“%

=g Me,= )",

@ M BB S C= Ceyyeo) AR RN Y ) 2%
W k=e(g,g)*“.

(4) k<—Decap(d,;, ,C)

i HE B R S0 C= (cy vy TR IO 114 1255 5 4

k=e(c,sd)el(cysdy).
5.2 IEwHE

H1 T 34 55 2RI AT BR AR A ST IB-KEM 52 4] 1=

(Setup,KeyGen, Encap,Decap) 1 1E #ff 4.

e(cy»d)e(cy ydy)
=e(g®, g (W'h)e((W'h)*, g™ ")
=e(g,g)*.

5.3 &2k

T T 2 ey DBDH R AR R 45 b
it IB-KEM S (1) 42 42 P8 X A0 Gk WL 5 ) b, A
SCA G & P AL )t i 6 32 FA B ) Uik R R 5

EE 3 EERFESDHLEBERT A FE—
A PPT 8F A 1£ 210 ik 8] P g LS v] 2008 /9 41
e Advig e 1 GO B 3R IB-KEM 52 ] 1= (Set-
up,KeyGen,Encap, Decap) fi§ CPA %414, 84 3
1t RE 98 #4) & — A~ &% T B 78 Z Wi XA 18] P4 A/E DA
e Advy " G Tk 2 i DBDH FR M P (55 L 3 o

Advy™ G = Adviy e 4 (k).

FE P 3 IR B LI % B.

5.4 APAEMERN

T S BH T R AR B )RR S R A
21 5 e AL 5 4 A IR I 2k i R 0 Y A A AL
il 3Tz g5 e, A 1K IB-KEM 524 1T % 11 41
JOE P % BH B B s L 30 58 O T P RA B B TR
f£%.

XFF i A JE LG TP A sk = (dy s dy) B
OB skl < Update sk, »id) i 5897 IS (4 F P
RO sk = (d) o dy)  BARSRAE B4 .

@ FEMLIEEL ri<—rZ,)  IF A

di=d W“n Md,=d,g .

@ Hii By id R R skl = (d].d).

XA B SRS j A5 j RIAT % 5
OB A A N

= dD = (g g )

HT rG=1. )M Z, 5 FEL % I
() PRI A R BT 1T 55 5 B S B S A T
Ja A IFSECR IB-KEM [ 3 g AR £ A28 19, 9F
H skl, = (d) . dy) 5584 A % KeyGen Hii th 1)
JFHR R sk = (dy sdy) JE AR AT X 50 ) sl 2 LA
SD(skl, s sk ) <negl(e) 57 FF 0 . 58 § IRPATH
) B S R A R ) R AL sk, A Y T A AR A

T BE LB r+2r;H@H§F7FA’f‘H»JtB%"%H

SR I R MUE IB-KEM % H: 58 F 2 42 1.
5.5 SHxtLL

T II= (Setup, KeyGen, Encap, Decap) X}
MY CCA Z 2R ptitt i 1B-KEM & 5 A 1)
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1A SCRE S I & S B Z Fom Z,)
TRMEKE .G FRBERICR MK . [ FRmEEL
PEBE RS 1 R 7 A< BE S £, R L ) 3 R AR I A 2
WK T+ L, 2275 14 86900 A5 A 780 A B s 25 1 K
JE LA FORHFE RIS 5 M R OR A BRI e ik is
BN FRORBE L 0S5 E 2R o Rl AL M 4 R
BT F2oR T 8 UE 19 R 1) B 25 A i 55 e Ah
m Kl 2 SCHERL34 1 43 51 22735 00 R AN BORAE B K/
(S 550 5 0 b FH G ARF 5 1Y) 3R B A N 38 B 1

x1 S5UEHRIEMHIL
Vo ! Xt H g H Cik[34] AR SCH 3
. msk KB Bn+mn*)Z 1G
gg AN K E Un+2)G 2G
B A K R Ly [y
I W R 1A+1M 2N
by WA BT 3M+E 2N+E+T
& iy mpk B BE an+mn®)G 1G
LES S e UK Cn+1DGH, 2G+ 1+l

i 1 A A0 AR T SRR 34 ] Hh i #y 3 » AR SC
CCA Z it g2 IB-KEM 52 il 76 47 i 2% AL
i RN SRR T TR A

6 CPA Z£ @) HIB-KEM 34

W A S AR 1 1 AH SE 458 HE T B By 4y )2 1
By B W 25 4 b N CPA % 40 HIB-KEM
455 TH 250 IR AL 0 5 B AL 4 BB B AT A5 3] CCA
L4 HIB-KEM. Bt A 9506 45 1 CPA %41
HIB-KEM 4 B AR5z 4.

6.1 EFiiE

A CPA 42421y HIB-KEM 34 IT' = (Setup”
KeyGen',Delegate’, Encap’, Decap’) 4% 8. 1 1y B &
BRI

(1) Gmpk smsk) < Setup’ (1)

O %L S8 e fE R AT AR EG
A K B AHM AT A (¢ g.G.Grye(+)) 531 H
WoE HIB-KEM /Y 5 {7y e R AR A2

Q@ KHLIEH a € Z,  FF TR g1 =g

@%m:@ﬂx 82 shsu 7”27"’9“/6(}’3“![:/!‘\\%7"5
WL R GEA TS B mpk s ) I B 25 R A7 22 58 T2 % 4
msk =g, Hrf

mp/e=(q,g7G,GT,e(')ag1 2 82 shsuy stz st su;).

(2) skidk <~ KeyGen' (msk,id,)

BEPLIEIR re Z) B th B id, = (Lo Ly e

L) e TR 7 B AL
skia, = (dyvdy sawp 1 swpia st )
=(g3 (ufluéz ---uikh ) g sy sUhg st Ul

(3) skig, < Delegate’ (skig, +id,)

X TR ski, | = (d]odl s 1 sar s
fyide=CI, s 1y,
iR

%*ﬂiﬁﬂxtelj J—fﬁﬁ%ﬁf id, =, Ly 0 1)<y
JITX6F i 1) D B
skia, = (dy vdy sap 1 500 san)

4 I I, I 4 4 ’ /7
:(d1<ullu22 "‘ukkh)r(wk)lkedzgtva)/g+1u2\19"'961)11/4;)9
&

4 4 ’ 4 /
Skid)hl:(dladg ya)kawkua"',a)[)
I I ] . )
= (g5 Cuy'uy” =yt )T g su s Uy st uy )

V[ <}

dl( Lt e Y (ol )

1 Cuytus? rw ) Qg
I, AP ) I, I\,
wt D) Cugtuy? gt b (wt )’

I I
=gt (uy st o u )

~ et Gl
drg' =g
Wi =l
wu,=u] "

Pt B IR A LI 28 k— 1 R 5y id—y
HIRAHD sko, 55 & J2 B0y id R T BEBLECH
€ 2 ARG sk, -

(4) (C,k) < Encap' (id, , M), Hovp id, = (1,
Iy 1) =

O WEPLEIL s€ Z,  IFiT &

a=g Mc,=ul'uy = ulh) "

@ iy B3 S C= Ceyyey) T AHXT R ) 3 2%
B k=e(g . g,)".

(5) k<Decap’ (skyy sC)

i BB S0 C= (v veo) TR I A 525 2

k=e(c; dy)e(es ds).
6.2 IEWE

i HIB-KEM 52 {41 i) 1E 8 ¥ 7] il 5 3k 45 50
AT
eCeysdide(essdy)
=e(g s g Gy o u h ) e Cuyuy? o h) g™
=e(g g e(u)uy = uth) @) e (g (uwy = uh))
=e(gi,82)".
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6.3 R&M

AR SCKE 3T 52 v BDHE (53, 76 6 3% & 10y %
SRR R X R HIB-KEM #5319 CPA % 4 i
1T UEH.

T4 FEERBEFOHMHLEBAT A7 E—
A PPT 8T A 752 5002 1) 18] 9 fE LAAS /T Z00% 9 10
e Advin e, 4 (0 O A 3¢ HIB-KEM 52 4] 1T f1
CPA G4k, I 43 AT T8t BE % 14 1 — A" T B 1E
Z iz ] 4 RE DA 3 Advi ™ (o) 0k 48 i 11
BDHE [#] #1445 5 . He o

AdvEP™E () = Advim e 1 ().

SE B A T 20 Ak IE B 1 LB 5% C
6.4 FAPFHAMEMN

5 5.4 WAL AT HIB-KEM 524 I
VT HE L 1) %% BH B k.

Xt F 5 A JF G A skia, = (dy sdosawpir s o s
w) B FL L skiy, < Update’ (ki o id,) i 8
a0 R Sk;dk =(d|vdsswpir s w) s BAK
FrAE R AT

O BEYLIEI ri<—rZ, T E
Ski/dk :(d{ ,d; 760}/e+1 [ vwz/)

= (dy il b)) odog vy Uy s st ).

@ i th B 1y id, R M FAEH sk, = (d) . d s
wgﬂ y e ,w[’),

X TAE R E BRI 55 5 AT B
S R R
skig, = (dy s swiy se )

J
B SRS o e o P
=1 =1 = i=1 )
’ s U .

:(g‘;(uf]uéz'"uzkh) =g su, |

T rG=1, 0 ) 2 v 3 5] B L 2
fy» DR 4 BT 1 B B R O o AT R
J + A TF S B0 HIB-KEM f 2) il A 0 35 8 45 19
FEH. skly, =(d o dyswpy s o)) 5B E U
IR AR FARH skia, = (dy s dy swpir s+ sw) ST IX
S0 BIAT SDCsky, s skig, ) <negl (o). R 55 j K

A 40 S 0 SR s, 2
o S B BEBLEC D 00 P R

IC 2% 4 BB B9k 9F R A HIB-KEM (1) M 58 %
B
6.5 MEEESHT

N iR HIB-KEM 524 %) i i) CCA % 4
4 it #% HIB-KEM #4 3 (9 1 58 28 17 43 7.
(DAEERCE T T BRI KE R 1G. RH KE

U=k +2G HEHEPMKER L (2 ISR
5 THT < 5 A A AR R RN 8 B B B L Y T i 3
EU—k+2)N Fl 2N+ E-+T; (3) {& i 2% 7 1fi :
F2 AN A 3 2 B SCI A 43 3l Dy (L 43D G i 2G -
Ll s Forp L R7R53 J2 B iy S5 40 b i) de R 25 &
FoRAP S MR )EE HERF S E SR
AR TE]. ) b, 48 3C IB-KEM 52491 i) FA B 1< 2 Fifi
FIE 0y 2 E 38 i 46 deL AR 5T Bk CPA %
421y HIB-KEM 24| fl CCA %442y 1B-KEM SZ
(R HI A 3 AT RE B85 15 2R — 4> CCA &4
HIB-KEM [ 5244,

7 HRIF

Shy i JE B 0 5 4 B d 2 ML 1 T i 2R v A R
AW T BEA CPA %4 iy IB-KEM., ji B 16 iF
Ty 3, B AL 42 HR 25 A 1 T CCA %8 4 1 bt Jiit 5
IB-KEM [ 38 FI#4 5 . 5 3 F )i )2 35 il AL o 19 ¢ 4
PR A 3 1 CCA 22 ek pk 4T 798 AL IE B
BEAR T i — 25 i R A S A 3 1) S AR S
it T IB-KEM fl HIB-KEM i EL &Sz 1], 43 31 3%
T DBDH il BDHE [ X {1 i3 7 16 £ B 1 46 4 i
TR %) B RSzl CPA 262 PE 4T T K AL E W]
BT IB-KEM J& B {7 3 I8 4 i 4 bl il i 51 22 41 %
F A3 s AR 2 AR SCI A 56 48 3 BE 5 TE 2 1 53 55 1 26
Bi B 254 % 4 0 00 5 2 AL ) S B 2 B 0 ik 28
BRI AL JE A0 TR A I ML 3 BT T 28 8H i i
Xt RN (A A 3, e B v AT T2 W g A 5 AR
SCEETE N B 0y R A AL AR I T B ik 82E A fE
71, 5 T H S .

IB-KEM [ #4355 IBE Z [ — & BBk & . #H
IO (14 42 4V il X% P R T AR AR E AT F P FASA 1 A B i)
[*) A 2 Cf %) 1) [ s IBE AL 1 o 35 40 44 18 36 A
FE R VR S V| e A= O WA T 7S B G Ve 4
CCA 411y IB-KEM S (1) # 1 v i . R i) 1l
AR SR L S0 11 222 4 P R A 6 38 B 3 4 S AR R IE
BRY . R — By BE . AR A8 BUA & B 1 % 4> IBE L
il B F 7 3 Al b BF 9% 08 B MR 4 ) IB-KEM Al
HIB-KEM {yiit.

& % x #t

[1] Shamir A. Identity-based cryptosystems and signature
schemes//Proceedings of the Advances in Cryptology-CRYPTO
1984, 4th Annual International Cryptology Conference. Santa
Barbara, USA, 1984 47-53



830

it "

i 2021 4F

(2]

(3]

[4]

(5]

[6]

[7]

(8]

(9]

[10]

[11]

[12]

Boneh D, Franklin M K. Identity-based encryption from the
Weil pairing//Proceedings of the Advances in Cryptology-
CRYPTO 2001, 21st
Conference. Santa Barbara, USA, 1984. 213-229

Annual International Cryptology
Boneh D, Boyen X. Secure identity based encryption without
random oracles//Proceedings of the Advances in Cryptology-
CRYPTO 2004, 24th Annual

Conference. Santa Barbara, USA, 2004 443-459

International Cryptology
Boneh D, Boyen X. Efficient selective-ID secure identity-
based encryption without random oracles//Proceedings of the
Advances in Cryptology-EUROCRYPT 2004, International
Conference on the Theory and Applications of Cryptographic
Techniques. Interlaken, Switzerland, 2004 . 223-238
Waters B. Efficient identity-based encryption without
random oracles//Proceedings of the Advances in Cryptology-
EUROCRYPT 2005, 24th Annual International Conference
on the Theory and Applications of Cryptographic Techniques.
Aarhus, Denmark, 2005: 114-127

Gentry C. Practical identity-based encryption without
random oracles//Proceedings of the Advances in Cryptology-
EUROCRYPT 2006, 25th Annual International Conference
on the Theory and Applications of Cryptographic Techniques.
St. Petersburg, Russia, 2006 445-464

Boyen X, Waters B. Anonymous hierarchical identity-based
encryption ( without random oracles)//Proceedings of the
Advances in Cryptology-CRYPTO 2006, 26th Annual Inter-
national Cryptology Conference. Santa Barbara, USA, 2006
290-307

Abdalla M, Kiltz E, Neven G. Generalized key delegation
for hierarchical identity-based encryption//Proceedings of the
Computer Security-ESORICS 2007, 12th European Symposium
on Research in Computer Security. Dresden, Germany,
2007 139-154

Lewko A B, Waters B. New techniques for dual system
encryption and fully secure HIBE with short ciphertexts//
Proceedings of the Theory of Cryptography, 7th Theory of
Cryptography Conference (TCC 2010). Zurich, Switzerland,
2010 455-479

Naor M., Segev G. Public-key cryptosystems resilient to key
leakage//Proceedings of the Advances in Cryptology-CRYPTO
2009,
Santa Barbara, USA, 2009: 18-35

Alwen J, Dodis Y, Naor M, et al.

29th Annual International Cryptology Conference.
Public-key encryption in
the bounded-retrieval model//Proceedings of the Advances in
Cryptology-EUROCRYPT 2010, 29th Annual International
Conference on the Theory and Applications of Cryptographic
Techniques. Monaco, 2010: 113-134

Liu Shengli, Weng Jian, Zhao Yunlei. Efficient public key
cryptosystem resilient to key leakage chosen ciphertext
attacks//Proceedings of the Topics in Cryptology-CT-RSA
2013, the Cryptographers’ Track at the RSA Conference
2013. San Francisco, USA, 2013: 84-100

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Qin Baodong, Liu Shengli. Leakage-resilient chosen-ciphertext
secure public-key encryption from hash proof system and one-
time lossy filter//Proceedings of the Advances in Cryptology-
ASIACRYPT 2013, 19th International Conference on the
Theory and Application of Cryptology and Information Security.
Bengaluru, India, 2013; 381-400

Qin Baodong, Liu Shengli. Leakage-flexible CCA-secure
public-key encryption: Simple construction and free of pairing
//Proceedings of the Public-Key Cryptography-PKC 2014,
17th International Conference on Practice and Theory in
Public-Key Cryptography. Buenos Aires, Argentina, 2014.
19-36

Li Sujuan, Zhang Futai, Sun Yinxia, Shen Limin. Efficient
leakage-resilient public key encryption from DDH assumption.
Cluster Computing, 2013, 16(4): 797-806

Wang Zhi-Wei, Li Dao-Feng, Zhang Wei, et al. CCA secure
PKE with auxiliary input. Chinese Journal of Computers,
2016, 39(3): 562-570(in Chinese)

(CEBA, 2E £, RH%. vihihim A CCA %4 PKE 14
. W FHLFAR . 2016, 39(3) ¢ 562-570)

Dodis Y, Haralambiev K, Lopez-Alt A, Wichs D. Cryptography
against continuous memory attacks//Proceedings of the 51st
Annual IEEE Symposium on Foundations of Computer Science
(FOCS 2010). Las Vegas, USA, 2010: 511-520

Zhang Jie, Chen Jie, Gong Junqing, et al. Leakage-resilient
attribute based encryption in prime-order groups via predicate
encodings. Designs, Codes and Cryptography, 2018, 86(6) .
1339-1366

Zhang Leyou, Zhang Jingxia, Mu Yi. Novel leakage-resilient
attribute-based encryption from hash proof system. The
Computer Journal, 2017, 60(4) . 541-554

Li Jiguo, Guo Yuyan, Yu Qihong, et al. Continuous leakage-
resilient certificate-based encryption. Information Sciences,
2016, 355-356. 1-14

Yu Qihong, LiJiguo, Zhang Yichen, et al. Certificate-based
encryption resilient to key leakage. Journal of Systems and
Software, 2016, 116 101-112

Huang Jianye, Huang Qiong, Susilo Willy. Leakage-resilient
group signature: Definitions and constructions. Information
Sciences, 2020, 509: 119-132

Chow S S M, Dodis Y, Rouselakis Y, Waters B. Practical
leakage-resilient identity-based encryption from simple as-
sumptions//Proceedings of the 17th ACM Conference on
Computer and Communications Security (CCS 2010). Chica-
go, USA, 2010: 152-161

Li Jiguo, Teng Meilin, Zhang Yichen, Yu Qihong. A leakage-
resilient CCA-secure identity-based encryption scheme. The
Computer Journal, 2016, 59(7): 1066-1075

Zhang Yinghui, Yang Menglei, Zheng Dong, et al. Leakage-
resilient hierarchical identity-based encryption with recipient
anonymity. International Journal of Foundations of Computer

Science, 2019, 30(4): 665-681



44 JE RS YU ER 09 (532 B 1) 22 % 1 3 S L 831

[26] Sun Shifeng, Gu Dawu, Liu Shengli. Efficient chosen cipher-
text secure identity-based encryption against key leakage
attacks. Security and Communication Networks, 2016, 9(11);
1417-1434

[27] Sun Shifeng, Gu Dawu, Huang Zhengan. Fully secure wicked
identity-based encryption against key leakage attacks. The
Computer Journal, 2015, 58(10): 2520-2536

[28] Zhou Yanwei, Yang Bo., Hou Hongxia, et al. Continuous
leakage-resilient identity-based encryption with tight security.
The Computer Journal, 2019, 62(8); 1092-1105

[29] Zhou Yanwei, Yang Bo, Mu Yi. Continuous leakage- resilient
identity-based encryption without random oracles. The
Computer Journal, 2018, 61(4);: 586-600

[30] Zhou Yanwei, Yang Bo, Mu Yi. Continuous leakage- resilient
identity-based encryption with leakage amplification. Designs,
Codes and Cryptography, 2019, 87(9): 2061-2090

[31] Zhou Yanwei, Yang Bo, Mu Yi. The generic construction

of continuous leakage-resilient identity-based cryptosystems.

MR A, EHE 2 (UERH.

LR IE 8 IR 1Y O X IB-KEM il 4 i
II= (Setup, KeyGen, Encap,Decap) ] it £ 25 Z. 1) CCA & 4
PESEATIE W], B A U XK L8 S BT A AT, 2 F A
F 3R T A K Game, FAR B, BIA

Pr[ F; ]=Pr[ A wins in Game, |.

B IEYE A F R AR TT A FE I Game, H i th T X
P R 25 % BH 1 IE A 4

I B A R b b Bk R e 2 SORE O 1 B 1 A AR A0
w7 Bk R B RN Bk K % SO B2 id R CL =
(e ves s S™  Tag™) . 2 FAf £ KRB BT A TE MR B 2980 7] vh
R ERETE L C=(c1ve,» S, Tag) Wi 51 CECH Al
H (10 s ) ="H (el vcs S Al £ FRTT A 1313
PR ERHE L CO=(c ;.S Tag D ZFERE TR T T
HGd" . C'=(clves S Tag ) W REH A JEHh Tag 2
KFHBH (e SHOMEEE I A Tag'# Tag”.

Game, . % i 2 IB-KEM J5 46 19 ilit 55 47 2L CCA % 4
PR A B 2 B S C = (el v s s ST Tag ™) W AR IR
SRR BT

O BEHLIEE riors <Zy FEITE

(¢t s k') < Encap' Gd* ,r/ ) Fl (¢5 s ks ) < Encap’ (id* ,r5).
@ BEHLIEI S™ < (0,1} I 5
ki =Ext(k; S )H Tag <Tag(ks s H (¢ »e; S,

Q@ i PR E 2% 3 Cr = (et ses 5 S Tag™) KA Y
BB b =k

b 32 BT R Y kT J2 5 Pk ARk R S
Cr=C(ci ves »S™ s Tag ™) FXT I 1Y B 255 55 4.

Game, . ZEX S Game, A &L, 532 il X 78 i B 26 )
[ B B 8 im0 A FE 2 RO L B 2 S & R B S R

Theoretical Computer Science, 2019, 772 1-45

[32] Wang Hao, Zheng Zhihua, Yang Bo. New identity-based
key-encapsulation mechanism and its applications in cloud
computing. International Journal of High Performance
Computing and Networking, 2015, 8(2): 124-134

[33] Yang Yang. Efficient identity-based key encapsulation
scheme with wildcards for email systems. International
Journal of Communication Systems, 2014, 27(1): 171-183

[34] Tomita T, Ogata W, Kurosawa K. CCA-secure leakage-
resilient identity-based key-encapsulation from simple (Not
g-type) assumptions//Proceedings of the Advances in Infor-
mation and Computer Security-14th International Workshop
on Security (IWSEC 2019). Tokyo, Japan, 2019; 3-22

[35] Canetti R, Halevi S, Katz J. Chosen-ciphertext security
from identity-based encryption//Proceedings of the Advances
in Cryptology-EUROCRYPT 2004, International Conference
on the Theory and Applications of Cryptographic Techniques.
Interlaken, Switzerland, 2004 . 207-222

Yo T A 2 10 5 34 )
7E Game, T EME S 0F £, K 4 RIS S AR IR BT A
312 05 At 285 900 10 5 T 7 Gamey o 2 2 500k & % A L BEHD) 28
S WHAR L T T A 2 Y B0 8 B 0 IR PR S &R K
i, Game, il Game, & A ] [X 43 #9, W 45 Pr[F | €,]=
PrlF, | €] AR 451 30 1 A 0
| Pr[F,]—Pr[Fo]| <Pr[& ].
OE £ R TIRE RBUH PR T RERE L TR R R
B2 4 W9 HUREFE G 7 R0 8 4 S 1 € % A 1 AR R U T 22 W
. LA
| Pr[&€,]—Pr[ &, ]| <negl(k).
Game,. %8k 5 Game, # 28 b . (3% ife 4 15 fif 4 % if9
TG I BB T 3 6 4 4 B0 B S £, R A L B A5
SR T T A $ 00 S B i 0. S S & R R

i L W Game, Fil Game, & A ] K40 B9 A Pr[F, | €, 1=

PrlF, | €, 0. AHRT 1B 1 n] 40
| Pr[F, ]—Pr[F ]| <Pr[&,].

B S : Prl &, ]<<negl(x).

WL R & DL B AR R AR R U
BT A FEFREREIH RS Co =), S", TagH Z 512
LT RFICH Gd"C'= (i 5l S™, Tag')) W 2 2436
B, Hd Tagd BRETWHEH (el s SHOMEERLZ, I E
Tag'#Tag".

MF B HHF A ZH P AT IB-KEM it 88 5 2 1Y
CCA A PEE M, I BAE N BT & %I 2 1 B3R TE RS MAC
= (Tag, Ver) (5 A Al P & M F 17 Boids . BT B BB A% 3 b 7
B IR [ R 25 1 5 AL Tag(k, <) FIBRIEI 5 ML Vrely(k, o, 0.

PR B B W Bk A FF A MEKERTE S Mo, M,



832 it "

e i 2021 4

LRI By id”  TF B it Tk 14 Bk 5% %% S
Cr=(cfse5 s Tag™)
O WEHLERL ri o <rZ) 33154
(¢t ki) < Encap’ Gd" s )l (¢5 s ks ) < Encap’ Gid " v r3).
@ EEMBH (i o5 s SHOBIRE I F ML Taglh, <), 3K
FRAR R P IR 28 Tag™ . FR 50 b T 298 UEAD 1) Bk R 2 5 403 485 ¥
HHL Tag(k, ML FHL Ver(k, « . O AT T WAL IF

H Tag(k,+ >ﬁﬁumm,@mﬁwf%m$ﬁmﬁa H Ceises s

SOMERbRE Tag™, FH | K [ R B 55 Uk X 5 % 9
25 8] F) K.
QPR Co=(c) ves »S" Tag VBT A .
WTFARGREE XZ G TRT o Gd”,
C'=C(cise; S Tag WM MPILTHT B . K5 . M F
B it (e vey »S™ Tag') 1 g s (19 15 BAR 45 & 3% 45 Pk i
FH.OMT Tag BETWHEH (el s SHMAERE A
Tag'#Tag™ . i AT B LAAS 0] 22 W 1) 1 256 i 1H —
BT BARZE X (H (ei ves »S™) s Tag’) B T IE 2 1 B 3 E
iy MAC= (Tag, Ver) iy 5 A 1] O 3 4, AR T B3R 4518 5 IR
JZ 14 BGERS MAC= (Tag. Ver) il % & 2 S0 M F )& . A
R AT A L WA Pr &, J<negl(x).
T Prl &, |<negl(w) , BAEH
| Pr[F.]—Pr[F ]| <negl(x).
Game;. ZEAK 5 Game, #2811, B T Bk AR B 2% %5 30wy
A T BE o B e kA B A B 0y o BT N B FA AR sk,
HAMREE RS X C = (e, S, Tag™) , B i FE # iR
mr .
@ 5 sk <KeyGen' Gmsk.id™).
Q@ BEVLERL ri sy < Z, P E
(¢ vk) < Encap' (id* »r{ ) F(c; sk5) < Encap' (id”,ri).
(O3
ky «Decap’(\‘kdx Lol )l ks «Decap'(.\‘k”ﬂ Leo ).
@ BEHLIE S* <x (0,1}, I35
ki =Ext(k; , SR Tag” <Tag(ks » H (¢/ scs »S™).
© iy B PR B2 B3 CF = (i ves »S™ . Tag ™) K AH B H)
BAEWH] kT =k
1 I’ = (Setup’, KeyGen', Encap’, Decap’) fif 35 2% 2 v
B4 1 £ 7T 501, Game, Fil Game, J& A8 7T X 2019, B G4
| Pr[Fs]—Pr[F.] | <negl(x).
Game, . %% 5 Game; H125 B, BR Tk i B 4 %% 3y
Az BB B B2 2 {8 A 3 28 % 491 45 () KC o B L EE I
BAHEA by R Co=(c7v0s ST, Tag ) IR E TR
Tag" , BRI BIEARWT -
D 5 skl <KeyGen' Gmsk,id™).
@ BEHLEEIR ri ors <wZ, T35

18 58 A WA B

(¢t oky') < Encap' Gid ", r{ ) FI(¢5 s k5 ) < Encap’ Gid " . r3).
Q@i
ki «Decap’(xkld NSOR

@ BEHLEEIR S <x (0,1} Rl ks < KI5

=Ext(k] , SO FI Tag* <Tag(k; , H (¢ yes »S™)).

© it PR 3% 3 C) = (e e s STy Tag™) FOART B
BB 2 =k

i O’ = (Setup’, KeyGen', Encap’, Decap’) ¥ ¢ 4= ¥ 7]
A B S B R P S M B REALE 2 A ] X4
(Game, 1 Game; 1) k5 A A X419, W Game, F1 Game
BT X o0 KA

| Pr[F,]—Pr[Fs] | <negl(x).

Games. Z{iF 45 Game, ML, B 1 Pk 4B 3% S0y
Az B Bt BRIV 2 3t 1 i DA S 26 4 A5 TR) KC b B AL R R
B AT R CO= (e ves . ST Tag DO HE LR o M
X RL RGBT R AR AR T

D8 sk <~KeyGen Gnsksid™).

Q BEYLIEBL i o rs<rZ, IR

(¢t oki) < Encap’ Gid* i )T (¢s vks) < Encap’ Gid” s r3).

@ BEHLIEIL S™ <x (0.1} ki < K Rk < K IFHHE

ki =Ext(k{ S )l Tag" <Tagks » H (cf ves)).

@ iy H PRI B85 Co = (et e 5 S Tag ™) KT X hif
BB £ =k

I FEIE XK Games W, PR B B4 £ 52 &t Bl AL
T B B R S B A A5 18] (0, 1) AT 2 B LA

i II' = (Setup’, KeyGen', Encap’, Decap’) iy % 4= 1 7]
A B A 5 B A A AR B R AL 2 A W] X401
(Game; 1 Game, H1 ) £ 2 A A] X 43 #) , Bl Game; #1 Game,
AT X 1 W A

| PrlFs]—Pr[ F, ]| <negl(x).

T AE Game, H1, k" 2 5 38 25 55 SCRR X NE A9 38 285 8 5 Tl

TE Games H1, k" & 346 %5 9 25 ] B A BEMLIA . K LA
Adviy e 1 (ko) = | PrLF J—Pe[F, 1]

tF Game; I Game, J& A 0] X 40 19, WA | Pr[Fs ] —

Pr[ Fo ]| <negl(w) W57, I 4

LR-CCA

Adviy ke, 4 (k-4) <negl(x).

HF Ext: (0,110 X (0,1} > (0, 1} 2 1% 5L 1

(ly—2Ase) - TR BE AL SR ST » by e 2 Pk v]
A<l — 1L, —w(logk).

25 TR RJE M T & CPA %241 IB-KEM, MAC 2
SRS A B s 4 B I ERD , H Ext & TR (L —X.e) - 3R
BEPLPE R B A, I A M FAABMMES R A<L — L —
w(logr) » Fi& IB-KEM fY i I #4 3& T HA Hrit 88 19 CCA 4%
Sk JIF 5



44 JE RS YU ER 09 (532 B 1) 22 % 1 3 S L 833

B B, E I 3 AYIEH.

XFFALERAIBENLEL a.b.c € Z,  # T=e(g, )",
MIFRICLH (g» g* g"» g°» T) & DBDH JT4H , & W) Fx H o 4k
DBDH JG4.

. BT B S5ET AT RIATEREES 1 CPA %
SRR R Z AT B F B A\ DBDH #k 1% ¥ 4 3k 5 — 4~ DBDH
PR A (g, g5 8" g T RAM B A FF I (¢.G. g, Gr s
eCo Hit ab.c€Z . T=el(g. )" B T<rGr. T B ¥
AR T=e(g, o) B 1; 5 W4 0. 4R P 28 £ 5
B AT ) BER AR T I Z W BT A KR E PR B
By id" REHFTF B . T A 5ET B MY B 3¢ 5 #2
s prig

(D wrhafe. WAL B BEBCTF B AT T iR 445

D4 u=g* BEHLEIR h<rZ, T h=(g*) “ ¢

QO e(g ) =e(g" . g") Fi M. T LR IBRKT
BREMKET a=ab.

Q@ KERNTFSH

mpk=1{q.G,g,Gr.e(*),uh.e(g,g)}
BEFA.

FATHEZE R .a 16 th DBDH $k % & M Z, 3 51 B bl
PR B X F 8T A T - mpk 0 PTG 25 800 2
BIETBE AL . B AR 00 30 2k 5 B S BR B8 P A i R R OR T IX
43 1.

(OB 1. ZM B #F A&
142 B A BRI ]

BT A BRI N E R BB SE ID MERESH ide
ID Gd#id ) AT %A R A BT B BNLEIR r < Z,
i s B id AR X R Y AL S

IR ES: b K UM DETR/S

h . . 1
skig = (dy sds) = (g ()" g " ()= ).
XFAL I BENLEL » < Z, AT TEREHLE r€ Z, 2

r=r ol B 7 R A

Mg C.  EH 4 UER.

3 FAT 2 R A BN 0. c € Z, A a=g My, =g" (i=
Lovwsp—Lopt 1,200 JBAY T=e(x,y,)  MFRTTA

(gsxsy R RS NS

J& BDHE Je4l, %] T<1 Gy, i 9E BDHE Jt4l.

. WMTFBESHT A #4F HIB-KEM #$% &
3 ¥y CPA % A il %k 2 B - 3 6l 2105k @ 20 % ¥ BDHE {i%
VLB 1) b T 4

(g,fyy1 s V2 ettt

D)

Yot s 1)

"W T<wGr. T B
O 1L 0. BE A
RRER L1 T By AR AT,

s Vs Yi+2 ettt
Kb r=g iy =g, T:e<g,x><”'
i B bR Y Tfe(;,,l)‘

ZEUL I 2 Bk s o AL b

ko . —h i b
(ghyid—id" (y/p) = (gtyid—id" (yilp) id—id"
_—h b
= (g (uhyia—a” (uh)”

i

:(g-/’)izlfid* (i{<[ id " )/)/71 (uzdh)r
:gah(uu}h)r;
e G
(gt =g e

B BT B R By id B8 T BEVLECH » 19 % B R 4
sk =(d, +d>).

Ok, #&F B 5

=g Mec,=(gO",
Fri PRI B B 3L C = (cy o) RAHN M8 40 k=T
GHET A b
(' W) = (g (g*) " g") = (g

COBMEE 2. 5B LI BT A R85 B 19 X (F
B id € TD MAT 8 YL T R T IR0y id )
F B H 5B B 1 AR R A9 7 R [m] A0 R 0 B8 sk

G, BT A b xR %P 2 AW o o=
1 WEF B fth 1, 0k Pk oo 4l 2 DBDH o4l s 4 i 4
i 0, EME&EQE%EHE DBDH JG4.

M T=e(g,9) WLl T a=ab, WAH

' =T=e(g, )" =e(g,g)*,

M) R 2 B AR 2 85 30 C = Cey veo) BTN IO A A 280 3 2 5 40
B T Gr  MTRLRR R T=e(g )" Hth <z, H
ALk =T=e(g, )™ | k" BT 2 W L1
=Y IR

LR ETR RS 0 E A A g W R T A RR L
AT 20 {9 1 3 Adviy i 4 Go) BOBE AR 30 IB-KEM 52 31 #g
CPA &M, HMF B BEMTF A UTRFWIEREZIT,. 84

T B 7ERELL T 2 WA 3
Adv? DEDH ( 1y~ AdV;]sl)K(I-IM\ GO
i 2 3 ¥y DBDH FRI A R 152 LR,

Rl th Ty =g B4
nj :(ghz’) )a/ :gnluj =g
T ATERT B #H17 REW) Ih b Z 00 & 3% 28 1Y Bk
Eﬁ%ﬁ'} id, :(Il vI'z 7""Ik )k':zéﬁﬁfﬁs-ﬁ k<laﬂlﬂﬁ$8
A X5 By idy BEATY S0, X AT L — kA 0, (45 Bk 51 B )
idkxz(ll*vlzx»"'vl/f ’07"'70)%#4\ L/\J_Ejg L %m% Eiq:
—
A 5 B [RIAH B 32 o B B AUAR I T
ORI Z BT B EHAT T R AE
O KPR re 2, JF i3
gi=n=g Mg, =y g =g
@I‘ﬁmiﬁﬂy 1 7727"'9r[€Zl;vX¢ﬂ: 1=1,2,-

iti
—Yitje

1

L IHE



834 12 R S/ 2021 4
w =8 < ‘
T yi—it :g‘;(uf‘uéz ...ullrh)'1 I (uflu;Z "'u,"h)y
@ HEYLIEI € Z, FF IR hngHy[I’ i1 = g4 (uy'uy? "'uf’h)y ! ’a’z =g (ulw? = u h)7
D RENTFSE mpk=1{g.81 82 »ttr st >+ su, s h} 25T L FE
FA. yil gi=ghTh gt=g LTl =g7;
M SRR B B iR RS BN s £ o
Yt gha N =1 y
=g =y v T oy RARE . E LT B A P;lﬂ‘<wﬂ> Hent T T e
4R E R B Ah . i F o 2 BDHE Skl M 2, hpipl 0
BEHLH B 2% F 7T A T 5 - mpk {9 BT A 25 TF 5 5085 2 »
B B ) B BEADLE 15 05 FR B o B U R AT o .
s, = (80) T = Y =l
* 1
OB B LB BB A E B AT Z i e v
{85 681 130D HF y 227, LRSS I EE B i b T S0 id, =

T A BB IE NAE RN =S/ ID AR E & id =
(I Iy LD €(Z)D)" (G <O JE 7 840 i In), H#E
SRR By id AN BRPE A By id AR TE] L OF ELAS B 2 B IR
Sty id” MRS WAL A AE e (1, 2,---,m<t<z>ﬁi
LAL R TR id, = (Lo Lo s Los e L) WOV sk s 8
PetE BBy id, = (1o s Iy s oo o 1) BT S 0 B9 A 41 M,(,l,?st
ok 22 YR 2 B R A e R i, X B RAEA sk

T B BHLEI y < Z, IR B0 id, = (1, 1, .o,
1) 8 X Rz 1 Fh 5

ZI,',
1 [y ; I,
. — 11" I,—1 Y
skia, = |37 | ||y [Ty Gyl ==wa, )
t 1— 1\1\1 [ ite+1
i=1 =i+l
Ti41 i
1 -1
1x gk Yk
I -1 »e t . t
yio gl T 1 s U
-1 -1
t t t t
yl y/+|
t [ I
I I I -
1,02 eaayg)it ) — L - i
Uy u'h ||g"y1 :+1g7||y1 i+
i=1 i=1
; 1
Al t—
T 1l BIr
=5 i=
8 yz i yz 1 y/ i1

i=1+1

AR H LS 7= 2, (7 T HBLEC 7€ Z; i 2
EF4WEZK7%%MﬁE§%ELMﬁ

A o .

Itz .
(o TR T Yo

i=t+1

L
u, h)’

t
% I I

Hyz ,’/+1y[ 1Hy1 ,’/+1) (ullu) u h)

t
a

—_ s
V‘ 2’;’1 R A G
Hyz ,\1y/ 1<1Hy1 i1 Uy Uy

i=t+1

ymy1< Y,

L
w'h)’

Iy 5100
s/e,t,/
) Pk % F B i+5&

- 1) X8 1 HY A 3RA A

_ I 1 I y y y
=gy Culug? oo, h)7 s g7 sl Ly s g sttt sul ).

a=xfMc,=(x) <7+’§’l ’1) s

ﬁ%JHﬂEE&ﬂiﬁ X C = Cerne) MM IR EY] £ =
AT AL H T

- ( 7t Z]l‘ ,,Y> — (g
g";

co =(x) i=1
* !
)Ii , ”7( —c
g | | Yi—i
Vit 11 [—it1

= (1L
= (ulludt el )

D BrBr2. SHrEB 1 ML BT A REAS IS L 1 1 X
BY id, AT % 50 A B R CBR T Bk B 4 id) L BT B
5 BB 1SR ALY J5 2R AR LR sia, -

G Fith. BT A f o BE A e HEIWT 0 A 0=
1T B iy 1, Bk Pk ot 4 & BDHE St s 15 I 4
0, BIBkHOC 42 A BDHE Jo4l.

ce(y a4

e

W T=e(g. " A
E=e(g,) " vely a’)
=(e(ysy)ee(y g )"
=e(y,y87) =e(g1.g:)".
B T=e(g.o) Bk 2Pk B % 3 O =

Corve) X DA LB 2 ] W] T G, k" 3%
455 )b ) — B L.

L5 1T AERERE B Y IO R AR AT A BELLR
AT (9 3 Advinn, S, 1 (o) BUIE A 3¢ HIB-KEM 32 1 (1

CPA Z4ME AR & — DT B HHT A L FBF
BB Xz 17 . HAE LA Wi 2 UL A0 4

AdVIIi’DHE (k) =Ad: U:;?; LKlr\M 400
Yt BDHE [RXEPEAR 3. JE5E.



44 JE RS YU ER 09 (532 B 1) 22 % 1 3 S L 835

ZHOU Yan-Wei, Ph.D.,

engineer, M. S. supervisor. His research

senior

interests include cryptography and anon-

ymous communication, etc.

YANG Bo, Ph. D., professor, Ph. D. supervisor. His

research interests include information security and crypto-

Background

In the traditional security model, it is assumed that only
legitimate participants possess the internal secret states (e. g.
the user’s private key), and these states are completely
inaccessible to the adversary. However, in many real-world
applications, these states could be leaked through various
leakage attacks, such as side-channel attacks, cold boot attacks,
etc. Therefore, if an adversary obtains some information of
the internal secret states, the cryptographic schemes may
fail to achieve their claimed security. In other words, the
traditional cryptographic assumptions are insufficient in the
leakage setting. To solve this problem, leakage-resilient
cryptography has been advocated to maintain the security
properties for real world applications, and several concrete
constructions were proposed to capture the leakage-resilience
requirement, such as leakage-resilient public-key encryption,
leakage resilient identity-based encryption, leakage-resilient
authenticated key exchange, leakage resilient certificate-based
encryption, etc.

Since the hybrid encryption technology has the advantages
of both symmetric and asymmetric encryption, the research
on identity-based key-encapsulation mechanism (IB-KEM)
has received extensive attention in recent years. To obtain
the leakage resilience, a leakage-resilient IB-KEM with

chosen ciphertext attacks security was created. However,
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the previous scheme has shortcomings in computing, trans-
mission and storage. To address the above shortcomings. a
generic construction of CCA secure IB-KEM with leakage
resilience is proposed in this paper, and the formal proof can
be obtained from the underlying chosen-plaintext attacks
(CPA) secure IB-KEM. In additional, to further show the
practicability of the above generic construction, two instances
of IB-KEM and hierarchical identity-based key-encapsulation
mechanism are proposed, the corresponding CPA security is
proved based on the decisional bilinear Diffie- Hellman (DBDH)
and bilinear Diffie- Hellman exponent (BDHE) assumptions.
respectively. Finally, in order to achieve the goal of resisting
continuous leakage attacks, key update algorithms of each
instance are also researched in this paper. Analysis and
comparison show that our construction of leakage-resilient
IB-KEM with CCA security has certain advantages in
computing, transmission and storage.
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