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Abstract  To further improve the security of cryptographic primitives, the leakage resilience has
become a necessary security, and leakage-resilient cryptography has been proposed in recent
years. The certificate-based cryptography solved the certificate management problem of the
traditional public key infrastructure and avoided the key escrow shortcoming of the identity-based
cryptography, which was widely employed in the practical applications to design security protocol,
and there is a lack of research for the leakage resilience of certificate-based cryptographic primitives,
which restricts its application in the design of security protocol. In order to address the above
problems, a leakage-resilient certificate-based signature (CBS) scheme will be created in this
paper, and the security of our proposal is proved based on the hardness of discrete logarithm
problem by using Forking lemma under the random oracle model. Also, our CBS scheme is created

without using bilinear mapping, and provides the high computation efficiency. Compared with the
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previous constructions, our CLS scheme has provable security while the continuous leakage

resilience is provided, and the corresponding computation efficiency is improved. Furthermore, a

certificate-based aggregate signature scheme with leakage resilience is created from the above

basic CBS scheme, which realizes the validity verification of multiple signatures at the same time

and can further improve the validity verification efficiency of signatures. These advantages ensure

that our proposal can be used in the actual applications, such as wireless sensor networks, etc.
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Background

The certificate- based cryptography can solve the certificates
management problem of the traditional public key infrastructure
and avoided the key escrow shortcoming of the identity-based
cryptography, which was widely employed in the actual
application to create security protocol. Furthermore, the

traditional cryptographic primitives cannot obtain their
claimed security, because the additional information of the
secret states can be captured by the adversary through
performing various leakage attacks, such as side channel
attacks, cold boot attacks, etc. Therefore, leakage resilience
has become a necessary security property of cryptographic
primitives.

In this paper, to provide the leakage resilience for the
certificate- based signature (CBS) scheme. a concrete construction
of leakage-resilient CBS scheme is created without using
bilinear mapping operations, and the security of our proposal
is proved based on the hardness of discrete logarithm problem

by using Forking lemma under the random oracle. Compared
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with the previous constructions, we have that our construction
has provable security while the leakage resilience is provided,
and the corresponding computation efficiency is improved.
Furthermore, a certificate-based aggregate signature scheme
with continuous leakage resilience is created from the above
basic CBS scheme, which realizes the validity verification of
multiple signatures at the same time and further improves the
computation efficiency. Furthermore, compared with the existing
CBS schemes. our proposal has certain advantages in security,
computation efficiency and communication efficiency.
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