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Abstract The trusted roaming protocol of Mobile Trusted Terminal (MTT) in Mobile Internet
is presented in this paper. The remote network authentication server proves the legality of
roaming authentication information which is signed and published by home network authentica-
tion server when its registration. The process of anonymous roaming authentication is accom-
plished by merely one round of messages exchange. At the same time, the safety and anonymity
of the MTT privacy information can be ensured in this process. Finally, the current paper
successfully proves that this protocol is SK-security by applying CK security model. This protocol
not only inherits the identity anonymity and non-tracking from traditional roaming protocol, but

also has high security, anti-aggression and communication efficiency.
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Background

With the rapid development of wireless access technologies
and mobile devices, the Mobile Internet becomes an emerging
technology and is expected to grow up in an accelerated pace.

How to expand the range of movement by the roaming
mechanism and ensure the smooth mobile data communication
has become one of the research hotspot in Mobile Internet.
So that, in recent years, a great number of researchers have
paid more attention to the Mobile Internet and focused on
issues from the mobile devices, roaming mechanism, access
networks, services security and privacy protection. In the
past few years, the authors also had some research achieve-
ments in Mobile Internet. Several research papers and two
books have been published.

However, there still have a number of issues in Mobile
Internet that are not addressed well, and many new challenges
are raised now. Therefore, in this paper, we proposed a new
roaming protocol of Mobile Trusted Terminal (MTT) in

Mobile Internet, which could ensure the safety and anonymity
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of the MTT privacy information. Finally, the SK security of
this protocol has been successfully proved by CK model.
This protocol not only inherits the identity anonymity and
non-tracking from traditional roaming protocol, but also has
high security, anti-aggression and communication efficiency.
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