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Abstract  Anomaly detection is increasingly becoming a focus in the field of Online Social
Networks (OSNs) security. Attackers have utilized OSNs as new platforms to conduct malicious
behaviors, which have seriously threatened the privacy of users and the reputation of OSNs,
including sending spam, phishing and other illicit activities such as selling followers and Page
Like. Many detection techniques have been specifically developed in past years for spotting
anomalies in OSNs. This paper reviews important achievements in anomaly detection in recent
years. First, different behaviors of anomalies are elaborated with the grand challenges to the
detection. Second, we discuss the detection techniques with respect to feature-based, content-
based, graph-based and unsupervised approaches. Third, major methods of collecting datasets,
labeling anomalies and validating results are introduced. Finally, we conclude the paper with an

exploration of future research directions on anomaly detection in OSNs,
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grouped existing techniques into four categories based on the
underlying approaches adopted by each techniques which are
feature-based, content-based, graph-based and unsupervised
approaches. For each category, we identify the key assumptions,
which are used by the techniques to distinguish between
normal and anomalies. We also identify the advantages and
disadvantages of the techniques in each category. Further,
major methods of collecting datasets, labeling anomalies and
validating results are introduced. Finally, we discussed future
research directions of anomaly detection in OSNs,
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