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Abstract  LBlock is a lightweight block cipher proposed in the ACNS (Applied Cryptography
and Network Security) conference in 2011. There already exist meet-in-the-middle (MITM) attacks
on 17-round and 19-round LBlock. In this paper, the security of LBlock under MITM attack with
precomputed table is evaluated. MITM attack with precomputed table, which is introduced and
improved during its application to block cipher AES (Advanced Encryption Standard) , has been a
hot topic in cryptanalysis in recent years. MITM attack with precomputed table is a typical
distinguisher-based attack and consists of two phases of offline and online. Combining the offline
distinguisher building phase and the online key recovering phase, we search for the best parameters
for the distinguisher and the corresponding online key guess by programming. The result shows
that 11-round distinguishers of LBlock can be constructed and 21-round LBlock is not secure
under MITM attack with precomputation table. The data complexity is only 2°"' chosen plaintexts,
the time complexity is 27> ® 21-round encryptions, and the memory complexity is 2"*% 64 bit blocks.
Compared with existing MITM attacks of LBlock, the round number is extended from 19 to 21,
which has refreshed the security evaluation of LBlock under MITM attack. Compared with other
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cryptanalysis, such as impossible differential attack and integral attack, the data complexity of our

attack is significantly low, which is important for the practical attack of LLBlock. What’s more,in

order to speed up the diffusion of the key schedule of LBlock, Wang et al. proposed a new key

schedule to against the biclique attack. We also evaluate the security of LBlock with new key

schedule under MITM attack, and a 20-round attack with complexity lower than brute force

attack is presented, which means that the new key schedule improves the security of LBlock under

MITM attack by 1 round.
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Background

Meet-in-thmiddle (MITM) attack was proposed by Diffie
and Hellman in 1977 for the security analysis of TDEA
(Triple Data Encryption Algorithm). During the past three
decades, MITM attack has received worldwide attention and
has been improved by a variety of techniques. General MITM
attack can be divided into two classes, the MITM attack based
on key partition and MITM attack based on distinguisher.
The former includes the 3-subset MITM attack, biclique
attack, etc. The latter includes truncated differential attack
with MITM technique, MITM attack with precomputed
table, and so on. MITM attack with precomputed table was
proposed in the analysis of AES in the single key mode, and
has been a hot topic of the cryptanalysis of block cipher in
recent years. It has been significantly improved by multiset
technique, differential enumeration technique, efficient tabulation,
key bridging technique, and so on. At the same time. the
security of many block ciphers, such as Camellia, CLEFIA,
PRINCE. ARIA. against this attack has been evaluated, and
most of the attacks are the currently best single key attacks.

LBlock cipher is a lightweight block cipher proposed in
2011 by Wu’s team. Since the publicity of this cipher, its
security has been researched under almost all traditional
attacks, including differential attack, linear attack, integral
attack, impossible differential attack. In 2013 and 2014, Wei
Yong-Zhuang et al and Zhang Lei et al applied MITM attack

on round reduced LBlock respectively. Their results give a
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preliminary evaluation of the security of LBlock cipher
against MITM attack. In this paper, we focus on the security
of LBlock under MITM attack with precomputed table. We
select the best 11-round distinguisher and initial key compre-
hensively through programming, and a 21-round attack is
proposed with low data requirement. Furthermore, we give
another two groups of parameters, under which the same
21-round attacks can be achieved with the same time, memory,
and data complexity. In conclusion, our attack extends the
round number of MITM attack on LBlock cipher from 19 to
21, with a significantly low data complexity.

LBlock, like most other lightweight block ciphers,
choose rather simple key schedule for the purpose of efficient
hardware implementation, and this has led to lots of key-
related attacks. In the biclique attack of LLBlock, Wang Yan-
Feng et al proposed a new key schedule for LBlock to speed
up its diffusion. In this paper, the security of LBlock under
the new key schedule is evaluated. The result shows that the
new key schedule has a stronger diffusion property, and has
successfully improved the security of LBlock under MITM-like
attacks. This result may shine some light on the designation
of key schedule of lightweight block cipher.
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