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Abstract  The advent of the Internet era has brought the unprecedented development opportunities
to the embedded application system, followed by the security issues of network applications
which has led the embedded application system to be facing more and more serious threats. As a
result, the security has become an extremely important requirement in the process of embedded
system design. Therefore, ARM has proposed a set of system level security solutions based on
TrustZone technology. which has implemented the isolation between the security environment
and the normal environment by hardware and has also provided basic security services and
interfaces by software. It has built the system security by combining hardware and software,
however, it has no influence on performance, power consumption and area as far as possible. Due
to those characteristic, the technology has gained wide attention of researchers from domestic and
abroad. This paper has mainly analyzed the basic architecture of security isolation system provided
by TrustZone technology, the way of security mechanism implement, and how to build the

trusted execution environment. We have compared it with other technologies which can improve
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embedded system security, discussed the advantages and disadvantages of the technology in

further, and proposed the possible solutions aiming at the deficiency as well. Furthermore, we

have discussed the related research work in the academic field and business applications of the

technology. At the end, we have prospected the future development direction and application

requirement of the technology combining with the current security issues in the field of the

embedded applications.
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Background

Embedded system security has become a focus attention
in the field of information security. ARM as a mainstream IP
supplier of embedded processors has proposed TrustZone
technology to achieve a set of system level security solutions.
It has caused wide public concern because it improves system
security but not affecting the original processor design.

So far, researchers around the world have done some
research work on this topic and have proposed some security
architectures and strategies based on TrustZone Technology.
It is a pity that none of them have yet made any efforts on
analyzing and evaluating the technology. Therefore, it is a
common phenomenon that people including enterprises and
individuals often construct some security platforms and
develop security services based on TrustZone. However, it is
more important how to apply the technology to more system
architectures and more application fields, but it also makes

more difficulties to researchers and developers.
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In this paper, we firstly introduce hardware and software
architecture of TrustZone technology and analyze its security
extensions in detail. Then, we make thoroughly analysis to
its security mechanism and point out how to implement system
level security based on hardware and software. We also
analyze and compare it to other technologies of improving
embedded system security. At the same time, we have an
overall overview how to build TEE based GP standards, and
we make a summary to the existing researches and commercial
applications at home and abroad from application perspective.
Finally, we prospect the development direction of the
technology combining with the existing research results.
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