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Abstract  Privacy-preserving data collection is an important problem that has attracted much
research attention. The state-of-the-art solution for this problem is local differential privacy,
which provides a strong protection by adding random noise from users. Existing methods with
local differential privacy, however, rarely focus on key-value data collection. In this paper, given
a set U of users, we study locally differentially private algorithms for collecting key-value data
over U to estimate the frequency of each key and mean of the value. Existing methods for key-value
data collection mostly adopt direct encoding mechanisms and local perturbation mechanisms,
which locally encode and perturb the value of each user. The two mechanisms, however, require
that we have to transform the whole domain of key-value data and split the privacy budget. The
transformation of the whole domain makes the communication cost too high. Furthermore, the
partition of the budget leads to excessive noise and lower utility. To remedy the deficiency of
existing methods, this paper proposes an accurate and efficient method with local differential
privacy, called LDPKV (Locally Differentially Private Key-Value data collection) to collect and
analyze key-value data. LDPKYV firstly discretes the key-value data of each user in terms of the
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mapping between input and output domain. Based on the discretization, each user in LDPKV
randomly samples a key-value pair by using Bernoulli sampling technology. and runs the local
randomized response on the sample and reports the index of sample along with the perturbed
value to the collector. After that, the collector in LDPKV accumulates all of the reports from
users to estimate the frequency of each key and mean of values. Finally, we conduct theoretical
analysis on variance and error bound of LDPKV. Based on two metrics;: MSE (Mean Square
Error) and RE (Relative Error), three groups of experiments were conducted on real and synthetic
datasets (TalkingData, JData, GAUSS, PLAW, and LNR) to evaluate the accuracy of the frequency
and the mean generated by from LDPKYV, Rappor. KRR, PrivKV, PrivKVM, KVOH, and
Harmony. For example, based on JData dataset, we fix e =1. 6 to compare the accuracy of the
above seven methods. It can be seen from Figure 2(a) that the MSE of LDPKYV is 0.002, and
1/6 times that of Rappor and KRR, and 1/2 times that of PrivKV, PrivKVM, and KVOH,
respectively. From Figure 2(b), when ¢ varies from 0.1 to 3. 2, LDPKYV achieves a small value
of MSE on mean evaluation against Rappor, Harmony, PrivKV, PrivKVM, and KVOH. Besides,
based on three synthetic datasets, LDPKV still achieves better accuracy than Rappor, KRR,
PrivKV, PrivKVM, KVOH, and Harmony. For instance, from Figure 3 to Figure 5, when varying
e from 0.1 to 0.8 and varying topk from topl0 to top50, we can see that the RE of six methods
decreases gradually. Especially, on fixing ¢ =0.2 and topk = topl0, the RE of LDPKYV is
1/4 times, 1/6 times that of Rappor and KRR on LNR and PLAW , respectively. From the results of
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the above experimental analysis, we can see that LDPKYV is better than its competitors.
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NoSQL database. Key-value data, however, is inherently

sensitive. Directly collecting and analyzing such data may



1492 it "

2020 4

break the privacy of individual’s. For example, an attacker
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individuals. While the impractical background assumptions
of k-anonymity make the proposed solutions weak. ILocal
differential privacy is the state-of-the-art privacy notion that
provides the strongest privacy guarantee independent of an
adversarys background knowledge. Therefore, a series of
studies have been proposed on different types of data, such
as spatial data, streaming data, web data, etc. While seldom
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local randomized response model to sanitize the key-value
pair. With the sanitized pair, an attacker cannot learn any
user’s sensitive information.
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