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Abstract  All transaction data in blockchain systems are recorded on a public ledger, which may
lead to the exposure of users’ transaction privacy. To enhance transaction anonymity, blockchain
Coin Mixing can be employed to decouple the association between transaction inputs and outputs.
While improving the effectiveness of user privacy protection, Coin Mixing inherently carries risks
of being exploited for illicit activities. Since 2021,the blockchain Coin Mixing ecosystem has ex-
hibited a significant paradigm shift, transcending the early traditional paradigm of solely pursuing
anonymity and entering a new multi-objective stage of system privacy and robustness enhance-
ment, regulatory compliance design, privacy customization, and cross-domain application expan-
sion. This paper systematically analyzes the evolutionary trajectory of blockchain Coin Mixing.
For the first time, we propose to distinguish between two basic models—Combination-based and
Relay-based—and further construct a three-layer classification framework encompassing these
two categories. Combination-based Coin Mixing focuses on the structural fusion of transactions to
break associations, while Relay-based Coin Mixing emphasizes the use of smart contracts or mix-
ing intermediaries to break temporal correlations. Based on this framework, this paper analyzes
the differentiated impacts of various cryptographic primitives on privacy protection from three di-

mensions: masking external observers, masking participants, and masking intermediaries. Re-
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search indicates that masking external observers primarily relies on techniques such as ring signa-
tures and zero-knowledge proofs; masking participants is more common in Combination-based
Coin Mixing, achieved through decryption mixing networks and multi-round mixing; and mask-
ing intermediaries often utilizes blind signatures and multi-intermediary architectures. Further-
more, this paper explores in depth the four main directions defining the current multi-objective
stage and highlights their common evolutionary characteristics. First, system privacy and robust-
ness enhancement schemes focus on improving privacy strength within existing blockchain archi-
tectures, achieving forward secrecy and severing transaction links without introducing external
trust assumptions, thereby resisting sophisticated de-anonymization threats while expanding the
anonymity set. Second, regulatory compliance design represents a proactive shift where protocols
reserve audit interfaces or traceability means at the beginning of their design. These schemes aim
to meet individual privacy expectations while responding to anti-money laundering and sanctions
compliance requirements through selective disclosure or trusted regulation. Third, personalized
privacy customization signifies a transition from fixed system parameters to user-centric privacy
services, granting users the right to autonomously configure anonymity levels and transaction
timing to improve overall user experience and acceptance. Fourth, cross-domain application ex-
pansion indicates that the core de-association concept of Coin Mixing is evolving into a general-
purpose tool for privacy computing. This paper conducts a comprehensive assessment of the chal-
lenges brought by illicit transaction exploitation, the evolution of de-anonymization techniques.,
and changes in regulatory systems. Based on these challenges, we explore development goals cen-
tered on enhancing privacy, improving services, and achieving regulatory compliance. We pro-
pose two technical pathways: constructing a hardware-independent full-process regulatory system
covering ex-ante compliance checks, in-process behavior monitoring, and ex-post auditable ac-
countability; and hardware-assisted solutions using Trusted Execution Environments to process
raw transaction data, combined with side-channel protection and hierarchical auditing mecha-
nisms. We also emphasize the necessity of adopting post-quantum cryptography to address emer-
ging threats such as Shor’s algorithm. Finally, this paper summarizes the paradigm evolution of
the Coin Mixing ecosystem and provides a reference for designing Coin Mixing schemes that rec-
oncile regulatory requirements with user privacy.
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&% 1. 5IFHEE3 S (Combine Real Transactions)
i A : participants P = {p,, p,» =**» p, }» inputAddresses
A, » outputAddresses A, » values V

i 1 : broadcast transaction rx

1. G<==FormGroup (P, coordinator )
2. tx<Build Transaction(A,, +A.. V)
3. 3<0

4. FOR i<-1 to n DO

5. sig;<Sign(tx,p;.sk)

6. S<3U{sig,)

7. END FOR

8.

BroadcastOnChain (1 +3)

fifk S RS AR D 5 IF HLSE A8 5 JE TR T i
FEHOAR Hl 3d X 52 5 it BEAT IR SR N IF AT LU
RALIIREROCR . ZBOR B 1 P 7 B 7] 2 b5
1RTR T 2 5 3 il 1 S BN B 558 5 6 R DL e
B 5 T BE K A 1 FR 268 IR 55 B ik (DoS) 45 22 4 B W

X 4 [ S e 2R OC 28 TR T B B S B B RA R 47 3L
RHMA G ENE .

(O FIF ML)

BIFRBZ G MR MR 5 AT BIUL S S
H5H AHEIFZ A LRI B LA 5 K 3(b) By
718 PRI Y B AU SE 5 19 3R I DX B B T S v BE AL
eI HEAUSE Sy i A BT 45 R R T 1Y 9y A
(vl JO PR 26 4% B 5 o DT A 58 L SR IR, 78 ALK 52
b R AR R 4 4 R
&k 2. 5P S (Combine Virtual Transactions)
#i A :sender s, receiver r, value v
it : broadcast virtual transaction tx
1. @y <GenStealthAddr (s. pk, r. pk)

2. C<SelectRandomKeys (blockchain. history)
R<~C U {s.pk}

tx<Build Transaction (R, a g s ©)
sig<RingSign(tx+ R+ 5. 5k)
BroadcastOnChain (tx s {sig})
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&% 3. 5IFET3C S (Combine Atomic Transactions )
i A : participants P = {p,, p,, =+, p, }» inputAddresses
A, » outputAddresses A, » values v
it : broadcast atomic transaction set {tx, +tx, s stx, }
1. C<FindCollaborators(P2P network)
2. A™'<RandomPermute (A )

3. FOR i < 1 ton DO

4 ta;<BuildAtomicTa (A, [i ], A [i],0)
5. END FOR

6. FOR 7 < 1 ton DO

7. sig;<ThresholdSign (tx;,C)

8. END FOR

9

. IF VerifyAllSigns ({sig, ,+*+,sig,}) THEN

10. FOR i < 1 to n DO
11. BroadcastOnChain (tx;, {sig,})
12. END FOR

13. ELSE

14. RollBack (A™,A)

15. END IF

3.2.2 EEARNET
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B X5 A TR BE (R, i B R R T 2 A B A
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D HHE A 2 e BRI ROHE b A 1 A TR
ok 23 A BB IS YR TR 4. R 2 [ AR A
L R UEAS By AR R R e
it 4 FLENXPFHE (Escrowed Relay)

i A :sender s, receiver r, value v

i i :broadcast escrow transfer transaction tx ., if the depos-
it is confirmed

. Aeserow < GenEscrow (s.addr sv.r.addr)

. IF VerifyDepositStatus (a .o »v) = success THEN

—

tx . < BuildTransaction (a o s7.addrsv)

2

3

4o SIG wgeney < Sign(tx sagency. sk)

5 BroadcastOnChain (tx o s {518 wgeney )
6

. END IF
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&% 5. fFIGEUHH (Deposit-Withdrawal Relay)
i A :sender s, receiver r. value v
Hii i : broadcast deposit transaction tx,,, and, after proof
verification, broadcast withdrawal transaction tx .,

. ® <GenZKProof (s.sk,v)

. txy, < BuildDepositTx (s.addr ,contract. addr,v)
. sig, <= Sign(txy,, ss. sk)

. BroadcastOnChain (tx 4, s {sig.})

. IF VerifyZKProof () THEN
tx g < BuildWithDrawTx(contract. addr ,r. addr ,v)

1

2

3

4

5. SubmitProofToSystem ()
6

7

8 sig, < Sign(tx ., sr. sk)
9

BroadcastOnChain (tx ., +{sig,})
10. END IF
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ValueShuffle #t— BB T 38 5 48, NTIREE T
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REXEZREH TS5 EMMRE T A AT g KR
LhWNE. HETS B A I HEE S BRI E AR
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e 8 3 B Al v E S A B 67 HE A R N B AR T
HCA TR T b A RE M b FH P 0% s At Bt . XM
AR T IR 4 A 2 5 35 RSN LS 1 e A
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599 J7 DG I i 2 By R BE ), mpXim £ T —F
ZIT R, ZL ARG 22551
[F) — &8 Y [ I 2 AN 0, I 4 A 22 O B 1 D F
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VU 2 R A S 22 AR AR AR AR B A G H AR HIL AR
T ML B Tor 4% R

CO 5 PR Bt 45 38 2o 7 48 44 HAR 22 B 0T fhy
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JOREELY . YA B e R] A R 2 44 R
W TTAET7 - LR B B8 6 48 4 I 97 i R S8 35 ML

(2) 70 HAEHLH PR UL P 758 5 ) 5 TR T HT &R
GiA 2R B AR5 52 5 MG Y % B 1R 5 =07
I it 5% P B AL
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I HER BT 5 4595 B HWCE . AU R EOR AN
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I TN E T A P M T R BV A
BB PR IR T v A JC 2 % BOH P 80T O A B B 44
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rocash RE5E 42 Bat BE 58 By 1Y & 35 3% (4R 0 B & 40,
A e R RS o I T a2 b B, A, o i
Al zZk-SNARK $ AR 1 3 48 7+ 28 5 ROR 5 B fh fj
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transparency, while ensuring system trustworthiness, intro-
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