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Abstract Ring signatures are widely used in strong anonymous athentication environments such
as electronic cash and electronic voting, because of their unconditional anonymity, spontaneity
and flexible group structures. However, for some special purpose, we should discriminate if two
signatures are signed by the same signer. For example, we should distinguish if a voter has cast
mutiple ballots and the same e-cash has been repeatedly consumed. To solve the above mentiond
problems, linkable ring signatures were proposed, by which any two signatures generated by the
same person can be detected, with the premise of not disclosing the indentity of the real signer.
However, most of the existing linkable ring signature schemes are based on discrete logarithm
public key cryptosystems, and the vast majority of schemes only have the characteristics of weak
anonymity and strong linkability. In this paper, a selectively linkable and convertible ring

signature based on RSA public key cryptosystem was proposed, and a formal security model of
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this kind of ring signature was presented. The scheme is proven to be unconditionally anonymous,

and the linkability of the signature can be decided by the signer through selecting random

parameters to generate the linkable tag. Besides, in necessary occasions, the signer can convert

the ring signature into an ordinary digital signature on the premise of not revealing secret parameters,

so that he can prove himself as the real signer. It is proven that the proposed scheme can resist

the convertable attack and is existentially unforgeable against the adaptive chosen plaintext attack

and the chosen public-key attack under the random oracle model. Finally, the performance analysis

shows that the proposed scheme has high operating efficiency.
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W B BRA R — N E N4 o,

(D EFE, sim FEHLERE ¢ € (1,2, -
¢, €ErN,.

(DR BEPLESE b €xN/2,r €ExN/2, FF 1T
B e=0b, 'rmod N, /2.

(DT RN TF i=kok+1,k+2,sn—1.n,1,
2o k=1, BEHLIEE SR 5, € Zn o5 € xZy I 2=
¢;itsimod N;» &, =c¢, +5 mod N, SR |G iT & ¢ =
H, . (L,é,m,z;,2; modN,)(iZk—1).

WDORIG,HE H,(L.éomszy1s3h1) =0

(5) Fe S Hrth Cev s sps oo

vn}v

2 Sus 815,08, 7).

ﬂf%‘ngl 1=n HTJ‘7H1'+1 =H, sCit1 = Cr. SO 1%;’;
bR o U — IR 012545

AR (] — Ay i % 44+ ELTR] I BT T Sk
JrRER n A BERLTI 36 1] 34 2 30 ) A BER AN T

1 1 — o
- ,:H: ’ = %Q
Qk)  q—qu—nqs /\':P q %mﬁﬁﬁﬁ = Mﬂj

9T 45 0 B L (AR T

W& B LA A GR [0 — A~ £k 3 45 44 . L[R]3k e 1 T
B E T RR Y w0 A B AL T I 1R) 24 2 960 R 3 ) A AN
INF1/Qk).

B 2 A D — AT 0% 4 08 i) IR
595 7 FE — B0 n X H B8] 305X 2 4> 5]
H XX e X W 1= <<y <l <ld,. 3 SO X A
B3] R A B2 44 BsF L SO X H 54 3] [m] 7] 22 1

XA A I hiE %4 o, B B A IR
o (B T B VE T4 2 B X, L X, o oee o X,
R — W B R RN 2 A ), o 14y,
Iy snesi,. W kTR ;
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. . Cn+17yn+16)E+ (Un+17 yn+16)E+ (2n+
SCHKL34 O 55 44 1 2nE+nM+ (2n+12 ECp
WLst] O HER (2t MA2 faEC,  CETMA Gt SntSEC 2 Jn+5) M+ Cnt 14 /n+8) ECp
ERC39] OGo 5 B 4 (Un—2)ECy+M+1 2nECy~+ (n+1)ECp (6n—2)ECy~+ (n+1)ECp+M-+1
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CHk[39] O(n) 5 P 44 1 (114. 2n—45. 6)M (133. 24n+75)M (247. 44n+29. HM
AL % O(n) 5 P 4 1 (480n-+25)M 480nM (960n-+25)M
TE v o/ g SCHRE36 ] b i 9 AT 5 6 PR MRl B A
107 s s
7 HEHiEZX®
107k
g AR 7 Z2 0] 5 1 8 F WinNTL #1 OpenSSL
1017 " . .
Ed : B R EER A C+ + 4S80, & B Be AR IR
K1 Wikl WAL,
® HA U Uy e U
i 1 PO
10 Wi P APEA L= {phi=(Nive) )1 W 7
10° ¥ lzl;& H
s e K begin
2 ! ! ! ! L L L L !
10100 200 300 400 500 600 700 800 900 1000 L<~d
BZNRARPS S select H;:{0,1}~ 92,\"1

1 (1,n) RBRIRZE AR L

for i=1 to n do



54

TR SCTF A HE T RSA B A5 1A Y AT e 5 T e 4 OC 1K P 45 4 1177

select random p; ,q;
Ni=p; X q;
o(N;)=(p;—1) X (¢g;—1)
select random e; from 1 to @(N;)
d;=InvMod(e; s (N,)) //d;=e; 'mod ¢(N,)
send sk; = (p;,q; »d;) to U,
L<LU pk;=(N,,e;)
output L, H
end
Bik2 SBHEK
BATHE m BB E ULHPARAES L
Hih %44 o Gn)
begin
o (m)~—J
select random a, ,7 from 1 to ¢(N,)

ai ' =InvMod(as » (N, )

é=MulMod(a; L7, ¢(N, )/ KBebr2s e=a, 'rmod (N,)

or, (m)<o, (m)UeUr
select random u,v from 1 to N, —1
i =Hy (L.e,mou,v)
o (m)<o, (m) Ucris
for i=k+1 ton do
select random s, ,5; from 1 to N;—1
cio1=H, o (L,esm,c;+s7mod N, ,c; +5§; mod N;)
o, (m) <0, (m) Uc; 4
co=c,-1» H=H,+,
fori=1to k—1 do
select random s, ,5; from 1 to N, —1
cio1=H; 1 (Lyesmoc;+5smod N, »¢; +5 mod N;)
oL (m)<—a, (m) Uei i
7. ' =InvMod (7, ¢(N,))

sp = (u—c;)* mod N,

5= (v—c)™* mod N,
o, (m)=<o0, (m) Us, U,
output o; (m) = (1 +81 5 25, 281 2% 25, :8,7)
end
Hik 3. ZARIE.
BN HE m E% o) AP ABIER L
i ARG N true, Y false
begin
for i=1 to n do
zi=c;+simodN;, 2, =c¢ +5 modN;,
if i'=nthenc,.,=H,. ., (L.ée,m,z;.2;)
if e, ==H,(L,ésm,z,,2,) then return(true)
else return(false)

end

ik 4 RETERIE.

AR B o Gn) S THE my s B4 o (my)
B A A 24 OCHE W L true, 75U false
begin

0L (1) = (] 58T s oer s S 351 s sSnse o7 ) s

oL (my) = (¢ os) soeeash o571 e 508" )

if (&' ,r')y==1(&",") then return(true)

else return(false)

end
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PR AT T B A 5 i S B RCR. Br Ry T T
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2004. In this notion, the identity of the signer in a ring
signature remains anonymous, but two ring signatures can be
linked if they are signed by the same signer. Linkable ring
signatures are suitable in many different practical applications,
such as e-voting, in which linkability make it possible to allow
the public to detect any signer who has produced two or more
votes. Till now, there are a couple of tag-based linkable ring

signature schemes having been proposed. However, most of
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them are based on discrete logarithm public key cryptosystems,
and the vast majority of schemes only have the characteristics
of weak anonymity and strong linkability. In this paper, a
selectively linkable and convertible ring signature based on
RSA public key cryptosystem was proposed, and a formal
security model of this kind of ring signature was presented.
Our proposed scheme is proven to be unconditionally anonymous
and existentially unforgeable against adaptive chosen plaintext
and chosen public-key attacks under the random oracle model.
Besides, in necessary occasions, the signer can convert the
ring signature into ordinary digital signature to prove himself
as a real signer on the premise of not revealing secret parameters.

The performance analysis also shows that the proposed

scheme has a high operating efficiency.
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