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Abstract  Secure multiparty computation is an important field of cryptography a focus of interna-
tional cryptographic community. This paper studies secure multiparty vector computation. A vector
is often composed of multiple components, and each component may has different practical
meaning. Therefore vector computation is equivalent to compute the components with different
physical meanings at the same time. Privately and efficiently performing vector computation is of
theoretical and practical significance. Therefore, secure multiparty vector computation is an
important problem of secure multiparty computation. However, to the best of our knowledge,
there is no direct and efficient solution to this problem. Existing protocols are trivial. These
protocols implement the vectors computation using additively homomorphic encryption scheme to
encrypt each component of vectors, and then to privately add the corresponding components of
vectors. Such protocols are inefficient. In this study, we use Gédel number to encode a vector
into a natural number, and a semantically secure and multiplicatively homomorphic encryption

scheme, and then design an efficient scheme enabling direct computation of linear combinations of
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vectors privately. In order to make secure multiparty vector computation scheme secure against

quantum attack, we further devise an efficient protocol based on the NTRU cryptosystem, and

mapping a vector to a polynomial. These schemes are proven to be secure in the semi-honest

model using the simulation paradigm which is widely used in secure multiparty computation. As

the applications of these protocols, we demonstrate how to use them to perform secure statistics

and secure electronic elections.
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Background
Secure multiparty computation ( SMC) is one of the
research fields in cryptography. Secure

most important

multiparty vector computation ( SMVC) is an important
aspect of SMC and has applications in many fields, such as
secure elections, privacy-preserving statistical analysis,
electronic voting and privacy-preserving data mining.

Research into SMVC is limited. Existing protocols for
SMVC are focused on secure multiparty vector sum computa-
tion and secure multiparty data sum computations, which are
special cases of general secure multiparty vector computation.
These protocols use homomorphic encryption primitives to
compute vector components individually, in order to perform
secure multiparty vector sum computation. These are not
secure multiparty vector sum computations and cannot resist
collusion attacks.

In this study, we use Paillier’s additively homomorphic
encryption scheme to design a SMVC protocol (Protocol 1)
resistant to collusion attack. Using Godel encoding to establish
a 1:1 mapping between a vector and a natural number
(Godel numbering) and using the semantic security multiplic-
atively homomorphic encryption scheme, we devise a protocol

for privately computing the linear combination of multi-

vectors (Protocol 2), which’s components are small, that is
computationally efficient and secure against collusion attack.

To protect against quantum attack, we use the NTRU
additively homomorphic encryption scheme—which is a
lattice- based cryptosystem, unbreakable even using quantum
computers— to design a computationally efficient protocol for
privately computing linear combinations of multi-vectors
(Protocol 3).

collusion attack and quantum attack. While the based NTRU

This scheme is likely secure against both

encryption scheme’s littler mode palways token as 3 or 5,
the plaintext of the protocol must in [ — 2, 2]. It is the
further study problem that why there are no literature
suggest greaterpand what will happen using a biggerp.

In order to demonstrate applications of the proposed
protocols, we utilize an efficient secure statistical protocol
(Protocol 4) and a secure electronic election protocol (Protocol
5). Each protocol is proven to be secure using the semi-honest
model. This work is supported by the National Natural Science
Foundation of China (Grant No. 61272435) and the Funda-
mental Research Funds for the Central Universities ( Grant

No. 2016 TS061).



