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Abstract  With the rapid development of Internet, people are more and more concerned about
their privacy. Anonymous communication systems are designed for protecting the anonymity of
communication entities and the privacy and integrity of communication content in networks at the
beginning. Along with the improvement of anonymous communication systems, more and more
people prefer anonymous communication systems to access the Internet in order to protect their
identities and secret. But on the other hand, just because of anonymity, anonymous communication
systems have been abused by a large number of criminals nowadays, especially with the support
of hidden services technologies, which can strongly protect confidentiality of senders and receivers
during communication. Criminals buy and sell pirated software, pornographic videos, drugs,
guns, private information and other illegal items through the dark Web platforms. The dark Web
platforms have already become a place out of laws with the technical assistance of anonymous
communication systems’ hidden services technologies. Therefore, the research on the hidden

service location technologies of anonymous communication systems is helpful for network supervision

Wk 1 2019-09-24 5 76 £k & 4 A #: 2020-03-15. A #1481 15 B [§] X & & 0F & 11 % 51 H (2018YFB0204301) , [{ 5 H 4k Bl 2% 3k &
(61972412,61601483) i1 {5 2 % & T R 2 75 — 00 H (19C0140) AP 113 788 H A8 7 4 15 9% 11 3 (kq1905006) 4 0 i 118 2 g A% 4 iRt
RL(2019xjzkpy16) W By, & 8B, 10 4, YFUH, o B 3T R AL 2 (CCF) 23 51, F BEHF 5T J7 1) o I 4% %5 8] % 4 16 44 58 {5 &R 46, E-mail:
mailfromzn@qq. com. Fx & # GEEIEZ) 4 2082 2 QI A BB L 2 (CCF) 5 2 B, 38 BE0F 55 4003800 T B 0L I 4% L ) 4%
25 ] % 42, E-mail: sjs@nudt. edu. cn. R 8 @ 2082, P BT FEHLA 2 (COF) @ g4y R, A 8 U8R TS HL I 4% | 0 45 45 [f] %2
S 8 R B b ET LA S (CCP) 23 By, R BRI 7 10 A N 45 25 [) 22 4 R RIS N 5 I 4 0 {5 4B M8 2 11, R mFge
Tia) Sy X 2% 235 ) %2 4 B 44 3015 R G



394

Y,
&

it B il 2022 4

and law enforcement departments to effectively collect evidence and accurately crack down on dark
Web crimes, it is a necessary and urgent task to locate hidden users in anonymous communication
systems for network security management, scholars from domestic and foreign have carried out a
lot of research on it. The location technologies of anonymous communication systems have made
some effective achievements, but the anonymity is getting stronger and stronger along with the
development of location technologies at the same time. Besides, new anonymous communication
systems are emerging, hidden service nodes are more hidden and migrate frequently, it is no
doubt that the research on hidden service location technologies of anonymous communication
systems is a severe and tough challenge to researchers. This paper makes an in-depth study of the
existing literatures about anonymous communication systems and hidden service location technologies.
Firstly, we summarize the basic tree properties of anonymous communication systems, classify
and compare the existing anonymous communication systems according to the proxy mode,
communication performance and network structure, also, we introduce traffic obfuscation and
anonymous routing techniques in detail, which is used in anonymous communication systems to
access and routing anonymously. Then, we identify the scope of hidden services and take Tor,
the most famous anonymous communication system at present, as an example to analyze how
hidden services work. On the basis of the above content, we classify the location technologies of
hidden services into client-side location and server-side location depending on the users’ location
and analyze typical location methods such as network flow watermark technologies, website
fingerprinting attack methods and so on in detail. Furthermore, we summarize several representative
hidden service location technologies and analyze the characteristics, advantages and disadvantages
of different types of these technologies. Finally, since numerous issues are still open and challenging
in the domain of anonymous communication systems’ hidden service location technologies, the
future research trends and challenges of anonymous communication systems and hidden service
location technologies are prospected at the end of this paper.
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ue . key) Xof )R 45 IS RY , n] 56 T B (R A 00K 5E L
LAY 200 B UL 2001 4R 3 AR TR BT 1) Chord
PRI RT LR DHT 9 M8 3% Bl Pastry™™
SGEAN DHT Phill i AHAR S 4 JE7E 3 i KR G b
2Tz . DHT gl BOR H L IE 0 4 1
K WAL S 4 &, 12P ., Freenet Torsk ™" il
FRGEH R THT DHT 1 E 4 B d 8RR, A
DL DHT B iy £ AR 79 1 B AR Freenet R GEEK o4
B HEAT UL Freenet S —A> 404 21 B 44 {5 B A7k
KR R G AE Freenet W% h, A5 1 B S 43 A
FSCHF B Al 5 A5 A 2 B 1 A A 10 TR Dy
Freenet MR MR 2 X 19 B b 325 X1 8%
b E X T ALk i B S SR R B A
e R g T R AL E [0 D X Y Y
16 2 A7 R B9 AR 7R (BT L Freenet H1 iy
SRALZH EA R — I8 ), X 7E i b i 7 A AR
o B b B SO B R 51 R — Bk CE AR &Y
S BEINAT  XOW R S AL EAE D 0. 31 1Y SR I
SR AR el R T R C T RS %0 SR SR AL
T U X R T R 20RO R B R = A E.



e i 2022 4

i g HE 5 BT A
0.15 A D
05 B D.E
0.3 C E
0.1 D D
045 E E

# 10 Freenet M Z&FFMFIT f X B3R

2.4 ERBERARERS

B 22 300 2R G000 B IR 55 ) S0 b A Al T R
ZiBERGZ FRIRS B L ERrE Tor & 41L 1R
AR %5, Bl Tor Hidden Service. |5 M F 8] F| i &
FiB 15 R G KA BRI 5 (Web W 58 SC 35 45)
B ) FE 44 38 15 AR G0 U ) H P B A A B e R
55 o DRI DA P 57 8 19 R 32 % 7 i I R R 55 i o
34 Je8 T B e ik 5 3 1]

Tor M2 BRI A N M =k 2 W E 4 HEE R
i, Tor P\ 2004 4 TF 4 $2 {1t B2 58 IR 55 . AE G2 1Y Tor
4R A 2.3 5 ik g <3 Bk T AE 7 =L i 24 A
FEE P B R 55 B % 7 i i 58 5 5] AT R R
YCR Y U5 B R 55 A L6 Bk IE L B i n
11 BoR 1Y {5 BE B B B IR 95 DU BB Y Tor
W 25 21 BB R e T AR R R

(1) % P i/ 3 (Onion Proxy, OP). & /2 A
FHAE 1 A% P g F Tor W0 W8 28 15F, F P 4 2505
i Tor W YE#e A BEHE A Tor M 2%, & 1 ot BE 7 5%
SRS O B R R AR I AT A Y AU Y
AR % i A BHURE 1 Ak i e T B 2E AT )
43 3 B 25 B A5 96 (Cell, Tor 9 3L A4S 44 55 B o0) L B A

H3 558

& S i
(Tor ¥ ee)

fEIC R/ 512 75,

(2) ¥ A 3% B (Onion Router, OR). ¥EZ7 4 i 11
BT AL W 25 i JC HEAT BE 44 B . BT Tor M 2%
A 55 H 4k (Relay) i1 7 (Bridge) W Fh 2 BE 1) 5% &
9 i, Bridge 17 g AT 42 4 b Relay 15 5 55 58 19 & 44
PR T3 A M4 P 2 R 7 B R AN [R] 3R] g3 A
S HR R SUR S T L i A N R Ak 1 B
P AT R DO B G EE R 3 Bk AT 3 )2 )
B g 20— v AT R U B Y RS
B 42 A 58 OF R AT H R .

(3) H # IR % %% (Directory Server, Dir). 1] DL
Ut H SRRk 55 i Tor M 2% v i F S A L i 43 H
SRR 55 7% 0 T 10 S O RIS I 25 o BT A I 2 I
AR 1T R B A 45 BRI 55 25 19 1 0 8
AN

(4) B2k Rk 55 #% (Hidden Server, HS). [ ik IRk
55w 45 P A BRI 95 9 25 00 IR 55 A% o B R 55 A0 45
Web JIR 55 SOk 5 52 ) 3 3 45 AR 55« e e R 55
Az T 5 A R E s 3 BE R E AL AT ((z.onion) BB
3 HP 27l 16 A7 B B AL 745 20 580 A F P D5 ).

(5 3] AF5 A (Introduction Point). 5] AT A AE
T {5 4 B S i T E RS R 55 e R B 0 2 T
R Ak T R 2H R BRI 55 AR R P R 5T AT SRR
i 2 H SR 55 d . UL P it B0 5 Z dr i 4%
P T R R IR ARG B R R R G
KOG JUR AR R Rk 2 R R 55 . T L
U LB )6 AT HR A Sk B i A ST e B 55 g 1Y
AR

(6) L7 4 (Rendezvous Point)., LR & H
5 v A P 45 6 BRI 55 e v T A 5 A AR IR
TR R AE R T 3R A B I 7 Y e v ]
B Ry 2 v AR 7 T 15 4 B ST 58 RS AR

TorM %%

TR e -

11 Tor % ™ dii A1 68 Al 55 s =2 8] 1) 368 15 i B



24 B RAE - P A AR G RO 55 R A B R BF ST £ 3R 401

& Tor RYKEGHEAR 95 TARREAT % 7 S A A1E
FUAT R L BeOBOIR 55 S URTE T 2R 9 £ 6L
P S G I 55 4 15 TG 0 3 N O £ UL L Bk Y
FUAY R A SR 8 JC 0k R AL % 7 i R 55 s
diig. Tor oy MESEEL T % 7 ¥ | IR 55 v AL 5 € A 19 B
2 EMR 55

3 BRERSEMBKARTR

V& 2 38 A5 F 40 T LA R o O B 8 B 4 R
55 H R GE 0 BE 24 P [R) e {45 PRk 3 0 DA G B
TEABGERENMNELIE. B T TR = EE
A BT i 115 0 5 T IR B AR T ) A% 8 I R
MHEARTEELABERGE PR E T HRZ . 45 0
BEER TR MEXT & 44 015 & 48 . JUH 2 BA B Ik 55
T RE 1Y B 44 30 15 7 58 09 I i HE AT U0 L o A DA R i
— 25 %) B R 55 P iR AT 38 B E L. B R BE 4 A
F G B A 55 Bl 0 FH A 0 8 L B A RS
Tt E DL R 67 14 [0) R, 3 22 2 3 0 B A LA
F G0 B IR 55 1 7 o) R AT T W9, AR Bk A
B 44 3817 2R 46 B IR 55 52 57 1 B AR e FH P o7 8 1
[F] 3 Ay B8 IR 55 14 75 7 3 2 5 F1 AR 55 o 5 6L FF 53
AT 4.
3.1 EBERBEMBEA

P 44 3017 2R 46 B g R 55 140 % 1 i 48 3R B0 e R
JIR 55 4 3 SR A %o B il Al 95 14 % 7 3 i AT 8 6 T B
Fe HA R0 Bl 000 28 M A8 AR PR 8 110l 1 I g Al
55 B P AT WU BRI . B IR 55 & P i Y A 6L 32
B FH I 2 K B 38 LB SRR O s AR A
Xof I 25 i K BN R AT 73 B A 4 Bl TS A 8 L i
T (14 38 T FH B 8 AL 7 i 0 Tk
311 MK ENE AR

IKENFE AR T3z B 15 1 B AR B 55
ST I AR S A TR O3 A A I 6 PR A K
B By ik AT A T B B A R 4
Ui 12 3 B U A T I 4 3 K B R AT DL R R g
R 55 %% 7 i o 67 P A A % DRIk T 286 9 7K B R R B
h YA GEAF R G IR 55 8 AL BIF 5 T Y B
R 12 Sy I 45 KB R AR (1 3 AR A, K B
HRA R GEAE L B A TS 24 005 2R 58 Z A AT K BN
SRR A TE B 55 i CERR 55 3 0 A 10799 50 2R 47K
5 B 4 IR T — EAS I 2 1 5 K B B Y
itk s BT g U e b RO 0 1 4 B P By (TP
Mk ) HEAT 8 7. 5 B 2 4% U K BB R BE

K ED (2R 48 5 (2R

12 4% 307K BB 1Y 38 A5 T

A LA FE 44 3805 2R S8 1) & 7 s R AT 5 A W R] DL E
57 1R 55 st AT R WU )RS R AR

o 28 Y 7K BB AR S — i 3 Sl Ui R A R L AR
7K B AR 28 A A [8) 7T K A SCHR H i 99 2% 3 7K
BN ARy g 1T B4 A0 B B LBk T[] (8] B A0 AR T
TLEE A 3 AU I 13 BN, R 4 BT A 4.

(D) T8 E 0 B B 1 0 2% 3 7K BP 2R i 4
Bt B 5k L EREE AT R T T
A% 2 i (Packet Payload) . & T 43 3k #F (Packet
Header) .3 F 43 K/ (Packet Size) fl13E T 538 111
Kt (Packet Counting) 1 P25 /K EN 7 &, Wang 55 A
) SWT(Sleepy Watermark Tracing ) HE 2207 | 5@
AT E R AR LSS FAF R (virtual null string)
(19 75 125 AT AL & 14 43 BT R 25 s Ramsbrock 48 A5
P B AT S A A Y R R A A Y K
TR 5 MR 35 31 52 B 38 B 83 it 0 B Y. 4%
TERCHE A0 P A KBNS B J7 ¥ 8 % o 1 R IE K
B B T A TR i % ik A 7K EDAE B R 2T %
Ak B, PRI ) A 0 R 3k 0 s SCHR58 14t % Freedom
SRR RGN T AU T B v O
Yt 2 [) i L e 32 J7 AR WS Ty 2Z2 18] ) 2 B e
(i i o O S R BV S I B S Gyl T ¢
A3 3 1 VG TC AR G D0 AT DA B AT 22 TRD Y 3 A
AT .

(2) T I 8] [R] & i ) 28 3 /K BB R AR 48 ™)

ARk

BT R A 5

B 1R ] Sy

& 13 M RKENE AR 2R



402 it =)

i 2022 4F

e

Sk R OO I TR S S BB o ol 1 0 R )
REE T R RN TR]AH SC 7K BN L M D7 YA AT o3
S 3T 40 2] 3K B [E] 18] fE (Inter-packet Delay) | 3 T
Ji .0 8] fg (Interval Centroid) 13t T 2 8] g i1 %%
(Interval Packet Counting) 3 % 2% i 7K E[fix A 4%
A. Houmansadr ¢ AP 32 4 i) RAINBOW /%
CIECRR K S Ok BN TR R DR R AN Q2
B BB 0 B o H Hy T 2 OR AR IR BN I Y
A, B i) 1) Bt 12 7 8 92 i MR RIOR KM s Wang 85 A5
P& TR X AR P FE 44 38 5 &R 48 Anonymizer %]
28 K BN Bk 75 ¥ 5 1% 07 25 R 6 1R) R[] ] B ik A
JKED AT 43 8 Bl AT 18 3% www. anonymizer. com
(1 W 45 7t . Zhang &8 AU FE4 S K EDEE AR 1
Al b B T T Y B B0 () B O K R Y
B 2% 30 (5 3B BR HOR L 1% 07 15 F] T T B Ag EL AR
CH AW E LB RE WA Pyun AR I T
3k A R 408 I R 1) KA 23 2 BCGHEA T K DA Rk
A7 5207 S T A B0 B B L T R AT
RCHET B TR B2 3l (HE DAL 2 T e

(3) J&TF i K (Traffic Rate) ) 45 i /K B 1
FIKEME S iR AL Z B EZIEF Yo AN 2
H Y DSSS(Direct Sequence Spread Spectrum , B 4%
JEAN 450 J7 i 2 78 2% R 0 i T AR T
T 8 LA OAE G 38 38 IR I AR Sy oK ED AR 5 X
W44 72 G5 10 A5 E AT 38 2R s Chan 38 AN 2 T
FEXF Tor I 2% i H 4k P50 7K BN J7 %8 F) 38 2 1Y

{ABCDEF
G H} {ABDE H)j

{(BD H)

R RS AR IE K Tor M4 8 & IR 1%
J5 G 3R 5 A I 4 v g o Ak R DR AR & G 1Y
[ 40k 5 Ling % AN R0 72 SC 4% (Software
Defined Networking, SDN)"* % #4511 38 2R 4
T AT A BN B ik A LA A5 06 R AT A
%5 %4 SSH,OpenVPN #l Tor X 3 ™R G H itk
AT Y 352 B 855 1) 52 50 36 90F A 3 43 03] 2 10074
100 %6 A1 95% , { FH 1 (False Positive) %] T 0,1
B TT 1) BRI ST SR AR T — A AR g DR T S AT Y
WF5E L %
3.1.2 XM Irk

38 X I 7 (Intersection Attack) J5 ¥ 2 5 v &
S AE R G IR 55 % 7 s i — A AT B X
BRL69 19 Hh ) 38 CHCT J7 ¥ 23 B 2 e 2 0L 2 Y
it 0T B 44 G AE R G AT Sy G TR 6 R kL 1
AN TN R D B s s < vl N i N i B |
FURE G il O AR 1 5 08 D g NS A L B
e AE R 55 1 ke . SCRRL70 42 Hh A9 i e 22
Y I i (Predecessor Intersection Attack) J5 1, I
i R ) 2% v il — 2H b 4k B[R] A DL R E
15 M 55 19 WT RE & k2 35, 38 2 22 %6 i WL I 00 SR e
¥ BER R E R G E - IT R 76 BUE L
SCHRL71 %X Tarzan F1 Crowds R 4842 H T B[]
2 X ¥ i (Timing Intersection Attack) [ 5 7. N
HEHT LS I} 8] 52 B iky » Tor B 2% m] gk 4% 4 + 0 %h
O AL B R AR R 14 R A ST Y S A
7~ AL

(D} BT RS

T T,

T, It i)

Bl 14 22 U S sod RN IR

3.1.3 ik

s 190 4% 9 7K B B AR A8 Sk vk Ah, iR AT —
B A R R N s A 56 B Ling 25 A4 H
() TorWard ZR 4" ] 3 a3 76 ) 4% w50 8 47 98 4%
KB Tor 5 BT s LAME 5] Tor % J7 I i 3% £ . £ 11
Ak Tor itk 2% & Gk — 5 A H e 19 Jr =X
Xt P 47 38 B s Zhuo % NV £ X Freegate 5
G B 4 0 05 TR R AT T B0 AL B B TR
S5 200 RRAIE BB, DA AR 1 % i 2% 0 B 44 3 { &R
Gi % 7 R AT A2 07 s Levine 28 AU 0L 07 4E
ZRUEATEAR $E T £ X Freenet N 2% FH /7 1Y & fu
D71 T B R AN X 4 A L Bl b 43 B A
WA R R R R B 7E 52 bR Freenet FREE o gk 47 I3

11 285 AR BA P 2 2 %%,
3.2 BREWEMBEAR

B 44 3015 2R 40 T R IR 55 19 IR 55 i 48 19 02 R 48
B 55 1 B A2 o B IIR 55 19 JIR 55 o A o7 — Lt B
A5 2R G U R BT B R AT 1 2 O IR U
rh Xl s S R AT SRR 4 L B S A LR
TR (1 B g A 55 T B I I SF- 5 B SR R A BT
A g Ja R H B A R 8 IR 55 3 o 6 7 AT A 4.
3.2. 1 T M u AR Sk Oy

%35 48 S v 5 (Website Fingerprinting Attack)™™
T3 A B A4 {5 R GU RIS v — R SR Y g U
IIMT R A UG R R b, Mok A W B B
T 0 32t 1) 8 BUAF B CHR SCRVIN T 1] W 55D 5 452 T
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oKl A LA 2 > A5 7 R X WO B 4 4 S0 fF B AT
158, it Bty 3 o A B 44 8 R AR G0 P Y
A g A7 R I 4 3 o S A A R B 1 3 A AT 9
Ab B35 55 SURFAE A R AT BEOGE . BTS2 B T P

[F2) 18 P 3l A 473 BB 8 B 67 B 40 AR 48 IR 55 i 1) H
. ) 3t 415 80 Tl A e — JBCHR 3 A % 7 i ) 1 44 8
fHRGEADRILZI B 15 S B 4458 15 7 40 W 0 45
oty i fE s AL

Z
E E4BERS
% P <;> RIS 28/ EIII
GRS
f N . v B R 55 2
%ﬁﬁﬁ? H bR 3
4 v 7
8 AL EC S 55
2 5
VS > FREER i
. J ¢
HE Ay R R
g J
K15 B 4% 05 2R 40 9 o 4 Bk o o A R

4 3 45 SO J7 2 AR AR A [) 2R B Y B A LR R
G L XS IR 55 g o 57 I 5 4688 FH AN [] £ i S0 R
AEFN 3 2807056 A K A W EE X B 205 R
W 32t i S et T 8 53 ) D AR ERY s R R T 2 AR
PR 24 0005 R G A B AT TR AN 4.

(1) AR /Y 00 2l 45 S0t J7 v Wk 48
ety Jr AR 2002 4% £ S B TR 2% 1 Hinez! ™
F o AR STOR /N AT o) 455 0 X AN ] ) 5T 3 47 X
3 AEHERA AR BRI R 2 X I 3t i 2L A 1Y
T U BOR AT TS A B 4 AR R G Ik 55
Ui 2 V7 49 38 A0 BT — LA A Y SRR, 2006 4F
Liberatore % N\ "70KE 93 48 8080 5 51 A B HAR
P 4 8 {5 & g8, A A A R DU 2 5503 (Naive
Bayes)'* 5%t 2000 AN [R] 9 34 (4 8B 43 40 J7 £ B4 Ut
PEAT U5 FUSEEG , B0 1 3% 05 vk WA R B BE Tl SC
R/NEY T3 AN 38 745 J0 K B T 2 1 B 44 815 R 48
(et Tor) ; Zhuo % AV 2 0 T 4 % Shadowsocks
1 SSH (Secure Shell) Y 3411 [+ 3 1 8 it Jy ik, Al
JH Profile fa 5 /R 7] 5 A (Profile Hidden Markov
Model, Profile HMM) ") xf {4 3l (1) 8 5 422 38 47 0
s b 7 58 B AT PR B A I T AT R 0 A I 3
TE 52 bR B 44 08 15 2R G0 b OIS T B0 19 B0k 0 5
Zeng S NSUERH T — BB TR R SO EHLT R
() Shadowsocks A M 77 25, i & 56 & L E L
WAAT N WL DNS 4708 =4S J7 W2 12 4E 4R AE
ST AG IR AR R B P 5 HEAT T 5L 5 SE R R
B 7 3% J5 ¥ %) Shadowsocks i it 9 331 1 ) B2 35

93% LA s Gu S N X SSH B T F FATi
S AN VR A B 5 2R AT AR AL H bR I il
A7 AR L S0 S s 2 7 58 6 I 3l L ) 1) o A 2% AT R
#) 96. 8%.

(2) F T ZACHEFE £ 30 05 R 40 09 W ol 45 80k
J5 #:. Panchenko % A\ ™% F| H 3 % ) & ML (Support
Vector Machine, SVM)"** J5 ik Xif 4f 3 H5 i L B[] A
J5 1) A5 R I HE AT B2 B0 2 A X 5 (closed-
world) 1Y 775 A Wl AT T S50 1Y Al B AR IR R
A Copen-world) 1 Hy xF 2 X3 & 44 3 {5 & 48 (Tor,
JAPS ) 19 3l i 47 17 1850 5 He 48 505 23 51 %
TLS $8 8UA R SCK B 3 A 8 A1 2F 47 32 50, ) T SCFR
o] ALXT Tor Uit 4 HEAT U A 432 5 Cai 48 N5 F
JH PR A% bR 00 S ) f LG I DR AT R 45 G
Fe 5 JR AT R AR AL A A W LX) N — 4~ HMM R,
3 3k b JR A SR S A N7 ) D Bk A A AR vy A )l A A
Xt Tor [ 26 rf 9 3k 1 32 531 oE o % 3K 8 T 90 %05
Wang % N HE Cai (17 M LR B JE 47 T ik,
ffi /] K 3t 4B (K-Nearest Neighbor)M " & 3 3 — 2
PR TR B 3L I O kR Y U R R AE
Ri# £ ;Hayes £ APV B 89 k-fingerprinting [ 3k
fe 4 J5 %€ M BE HL 2 5K 2R bk (Random Decision
Forests)"™ %t $& {1t Tor [ R 45 A I 3k 1E 47 3001
FEEEXF Tor BYALIE FE | it i 28 B 46 B 180 T Be e A7 1
X LS5 s Kwon 48 ANV R4 Tor Y Beuik iz 55 3 1
5 3 T A () A A R R B U T
i kL BERE LA 88 Y0 1Y IE i X 37 Wi 45 1Y 50 4~ Tor



404 it =)

Hl

Y,
&

i 2022 4F

W IR 5 4% 147 52 £ s Rimmer % A\ FI) IR JE 2
BRI B 300 22 T3 A 45 91 30 21 B ) A
R PEAT A 3 AR 32 B, I 23 Bl 7 P A S OT ik
e AT T S5 B 3% 5 1 0 T A R RN R
Sirinam 58 AN RSB HE B 09 Tor B 45 By 48 7
WTF-PAY Fl Walkie- Talkie™™ , ) F ¥ B 2% 3 vh
) 3 FH o 22 M 2% (Convolutional Neural Networks,
CNN)# i 4t 7 DF (Deep Fingerprinting) J5 %, %
FEXT WTF-PA F1 Walkie-Talkie ) 3 o5 ¥ B 47
W1k 90 % F1 49. 7%, Bhat 2 A9 F| Fl CNN J3f 4%

A b B ] 72 32 T Var-CNN W 3 15 803K
#i % 5 DF fH I 7E Rt 2 v, Var-CNN ) H
SRR R (CTPRO#& & T 12, i BH 4 % (FPR) ik
4R MTEARER SO T . TPR #2557 13% , FPR [&
T 3. 1200 X W& » Var-CNN K 3ok 20 5 ) 52
Jites D) 3 5 S0 B T 0 I R BN L X 4n T B
WA R i 5 B ) I AR T s 30 B AR ad BsF ] i AT
REPE.

2R 2 43 56 A BRI AR SN 2R
23815 R G0 P 18 SLBGEHOR AT T 40 2R R

R2 NAANEZREFREMBEBEIREAESTE

UG FERTY Sk IR FEIE GURFAE I3 |
Liberatore 2§ A[77] ST T AN DL -3 2006

T zhuoff—;}\W— %&SU\‘TJ\\II‘EJ o l%%%ﬂﬁf#t*ﬁ’\ﬂ o 2018
Zeng %5 N[5 R SCH R AR BTN KEAE G T AR 2019

Gu & A\ 152 R AT R R LS N RV PR i 2015

Panchenko 4§ A\ [83) i« /¢ NNy SEEACR IR 2011

He % A L86] TLS #5880 4R 30K B HE AL 2013

He 45 A\ 157 2 SC i [R] X HE I AL 2014

Cai % A58 SR BE 7 ) 45 o SCHEI) AL B AR T AR A 2012

BT ZNMIE 4 Wang 2 A5 B AL 7 B R R AN ] K JE4% 2013
JHAE RS Hayes % A1) WCGE A I 45 i B 2% A 2016
Kwon % A L9 LG RRAE K 3548 2015

Rimmer % A ) A shigE TR 2017

Sirinam 4§ A [95] ERZIE31S TR 2 2] 2018

Bhat 45 A [ ERzifiie TR 2] 2019

3.2.2 BRI 55 5 8 SR S by DLk F] 93. 5% B #E % ; Park 28 AN R T Tor

TE V& 44 38 {5 7 45 B iR 55 4038 oF 9 v L (B AR
— R IR A M55 i ) B R AR 5 A AT ORI X M)
25 I MPGEBOE B A B YR L B NN DA
FESL 7 AT TR 5T 5 S k. IR 5 B SR AR S
3 A SR A I 45 1€ H R X B 44 38 15 AR Gt FR i
I 55 o 1) 9 285 ¢ 5 1 AT R B2 R0 43 . X 45 T 1 (Web
crawler) J&—Ff 3 F 2l R 51270 H 0 2% 1€ i
SUAHE M R4 5 40 B G, T SEBLEE £ 0815 &R
Gt 1k 55 3w B 00 ) Bl AR . DT R 9 3l A AT 2B
(3 BT AIF 5. Christin 8 AWM % B iz 45 199 3l < 24
P Z B HEAT TR 6 AN H LI, 75 2] 1 g
B PRGN ECHE 2 BT s Yin' O BT IR SC BTG 4
G, M Z R G KI5 07 T Tor BRIk 55 N
25 Beu A 55 £ i ] 390 R0 e s IR 55 I 3 PN 45 B AL AT
% ; Bernaschi 2 AU 78 5 4~ H Ay I [E] Py X Tor ik
17 3 WKL, I X Tor R 55 1 I 3l Pk L 4514
PEJEAT T 50 B s He ' 15 58 F I E AE 22 %t Tor R
I 55 1 4% 0 0 TR AT WA AR & AR TS AR A vk A SOAS 4
SECFN R 3t DG BT o I A Ay M 55 I 5 3 Bl 1Y
A3 A 8 L FE AR AL EE A DLy o 2 R Y 5 kT

e 8 i 55 1€ B Ay B 1 AR e HE R &R B8 TE UK
Azure B # W 51k EC2 =& F] A Docker %75 #al1°0]
XF B gk B Tor Fel ik 55 1 € H 2R G2 F1 R 51 P 25
Iy AR HEAT I X AR Y 1T 6 T 4 Ak B e i
55 vtk AT M D0 R0 43 A IR 55 v R0 SR 4R 5 4 L
ARIEE 2815 7 50 B IR 55 19 I 55 3t 7€ A7 19 BF 52
o B I O A AL
3.2.3 HEehk

B 44 30 {5 2% G R IR 55 169 IR 55 it 7 07 3k ik 5 1)
4R BLBGE D AR A — S e A A T 44 81 &
GeBROR IR 55 19 RE 7 7 . Ling % AR H T i
) % 7 ity SR T R T S AT A T o
Jrik . Al S B Tor BEOHCIR 55 4% %2 AL ; lacovazzi 58 A
FEM 45 K EDFE R By Lk B4R B T INFLOW Jy
LU AZ T R A Tor 45 1 1 2€ 45 i L B IR
P L K BN E R L Ty 58 AT S IS G e Al 55 Y
FEA s Elices 28 NN B Xt Tor (1 B IR 55 #2317 3%
F I [ ] ol ) 3 O BB Bt O vk AT B0E i Tor
P 265 v i) B IR 55 #5 s Tan 58 AN % Tor Fe ik
% 1) Eclipse Bt # 47 TR ABIWESE I AE 2B Tor
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W0 265 o 3E AT T BHL BT B IR 45 2% 1 S5 56 s Matic S
BT — A | 3h IR 50 B R 45 P A 07 i T
() .2 CARONTE, 0] DL 51 Bk iz 45 P9 25 0 14 B
JEAE B R R IR 55 2% 1P Mtk g CE L 78 1974 B
s i 55 . CARONTE, AT DL 58 4k &2 Hdr 101
(5 %) TP Huhik s Biryukov & A58 3 2 i % 7 i
FIIC TR A 3 {7 B 3%, 4 Tor BRI 55 28 9 A 11

TR AT By » LS BRSO AR 55 5 fir.
3.3 BERSECEARSN

e 44 T 15 R G BRI 55 2 (0 15 AR AT P 07 B 1Y
11 BE T 43 S % 7 g A A IR 55 3 L AS Y B
PR 1Y BB IR 55 22 57 £ AR AT I B 3 AN (7] 2 531
BB R 55 5 A B AR 1 i S-S5 R 2E AT 20 B
% 3 PR,

£33 BRERSEMERSHT

i E L H AR xS s F 3/
o0 £ 3t /K EN) SEI PG E LR RE R BRARRAR 5 IR W A 2 RN 2 5 WER A F3h

B RN SR BE BRI R BRI ARAR B R LI e SR 2R RIS T Tor \12P (&)
HE (TorWard AHID  BRGECESR 8 AORS B 5 ICR PR3 P A 2 B A B

Wi 55 i W 3 5 Lk Bl PR 5 T PR R D B R SEI PR BRI R L)

TE B Ml 55 1) 25 7 i o 67 TET 3 A 45 ) 2% i
TR ENH AR RN AE LB 55 7 1. WS K ENHC R 8 T
B 24 3015 R G0 3 8 Bl BR324 ) 2% 1
JEC— B AT R Y ) 7R B 4408
Hh )P B L A G R] B A 4 AR ek A A
IR B AR R SE I 7 o o o7 o A AT 52 Y
() 300 175 5 356 R IR 55 i o Ao » X 46 3 K B B R B AT 52
I PE SR AR BE R R AR S O A (HAR R
BRI AT K B SRt AR DU 45 O kW
P 1 R 22 O HK ER R T 20 545 Ui 5 2E AT
# DR R 22 L S ORI B R L B R I
FoSE AL PR A — o B R b HRAE e 2R ik s a8 LIl
T AN W7 A5 /N BT SO0 ) T B Y S 1 T R X R
IR 55 % 7 v AT A s (B 38 S0 T B UL I X 52
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Background

Anonymous communication systems and location issues
are hot topics for researchers. With the rapid development of
anonymous communication systems, especially with the support
of hidden service technologies, anonymous communication
systems are being increasingly abused by criminals, the dark
Web platforms have already become a place out of laws with
the technical assistance of anonymous communication systems’
hidden services which can strongly protect confidentiality of
senders and receivers during communication.. From the
standpoint of network supervision department, it is necessary
and urgent to study anonymous communication systems and
the location technologies of anonymous communication
systems’ hidden services.

Scholars from domestic and foreign have carried out a lot
of research on anonymous communication systems and
location technologies. At present, the related works mainly
introduce from the aspects of anonymous routing protocols,
dark network relationship and attack modes. The location
technologies of anonymous communication systems have
made some effective achievements, but the anonymity is
getting stronger and stronger along with the development of
location technologies at the same time. Besides, new anonymous

communication systems are emerging, hidden service nodes
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are more hidden and migrate frequently, it is no doubt that
the research on hidden service location technologies of
anonymous communication systems is a severe and tough
challenge to researchers. This paper focus on the location
technologies of anonymous communication systems’ hidden
services. We make an in-depth study of the existing
literatures about anonymous communication systems and
hidden service location technologies and divide the existing
location technologies into client-side location and sever-side
location. In this paper we mainly introduce the typical hidden
services’ location technologies, such as network flow water-
mark technologies, website fingerprinting attack methods and
so on in detail. The development status and the advantages
and disadvantages of existing representative hidden services’
location technologies are summarized in the end of this paper.

This work is supported in part by the National Natural
Science Foundation of China (No. 61972412, No. 61601483) .,
the Excellent Youth Scientific Research Project of Education
Department of Hunan Province (No. 16B023), the General
Scientific Research Project of Education Department of
Hunan Province (No. 19C0140), and the Training Program
for Excellent Young Innovators of Changsha (No. kq1905006).





