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Abstract Key exchange protocol serve as a fundamental cryptographic primitive, traditionally
involving participants in one or multiple communication rounds to establish a shared session key.
However, the innovation of non-interactive key exchange protocols revolutionizes this process,
allowing participants to derive a session key without direct communication. This feature is partic-
ularly valuable in scenarios where real-time interaction is impractical, making non-interactive key
exchange a promising paradigm for secure communication channels, drawing significant attention
from academic and industrial communities. This paper aims to provide a comprehensive survey of
the developmental trajectory in the field of non-interactive key exchange protocols and the current
unresolved challenges in this domain. In contrast to prior survey papers, our survey involves not
only an in-depth examination of the evolution of traditional non-interactive key exchange protocols,
but also partially non-interactive key exchange protocols which stem from message-layer secure
protocols proposed by researchers affiliated with the Internet Engineering Task Force (IETF).
Notably, these partially non-interactive key exchange protocols enable a group of participants to
establish session keys in a (partial) non-interactive manner. This partial non-interactivity offers a

nuanced perspective, especially beneficial in dynamic group communication scenarios. In such a
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scenario, when there is a dynamic change in participant composition within the group, only one
participant needs to send a request message, while the others simply listen to it in order to
complete the update of the group session key. Consider a scenario where there is a dynamic
change in participant composition within the group. This process enhances the adaptability and
security of group communication. Additionally, this paper introduces, for the first time, a potential
solution for constructing multi-party non-interactive key exchange protocols based on asymmetric
group key agreement which allows a group of participants to negotiate a public group encryption
key and each participant”s own unique decryption key. We note that, currently, the existing
multi-party non-interactive key exchange protocols rely on complex cryptographic primitives such
as multilinear mappings and indistinguishability obfuscation. Our innovative approach offers a
new potential solution for secure non-interactive key exchange in scenarios involving multiple
participants without the need for complex cryptographic primitives such as multilinear mappings
and indistinguishability obfuscation. Finally, this paper explores the integration of blockchain
technology as an extended component of the Public Key Infrastructure (PKI) to mitigate potential
risks in the design of non-interactive key agreement protocols. Specifically, within a non-interactive
key exchange protocol based on PKI, a category of malicious behavior by adversaries, termed PKI
attacks, is identified. In these attacks, an adversary has the capability to register an arbitrary
public key in the PKI as the public key of a specific participant. This sophisticated form of attack
not only undermines the trust of the PKI but also the security associated with non-interactive key
exchange protocols. By leveraging blockchain technology, this approach enhances the security
of participant public key registration, thereby mitigating the risk of adversaries manipulating
the PKI and executing such malicious PKI attacks. In summary., non-interactive key exchange
transforms secure communication, especially in dynamic group scenarios. This survey explores
traditional and partially non-interactive protocols, introducing a novel multi-party solution and
advocating blockchain integration to counter PKI attacks.
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L2y <IN & — > A] DURR 4l HAR PR B e 1Y
P S il an e SCEk[8 ] v IR MILA HE S %
Hh T BE AL R A B A A7 90 850 . SCERL9 AR & 48 th
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NIKE N #8, DLtk #6451 DKR & F 2. (A2, X 7
LA NIKE Hic A H Al 2 12 T H A SCkL6 17 &
ot 72 €0 e ey A R BSOR i D3 1) 3ok T Y
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57 B W&y id, =57 AR B ) al {E A H i 5
W7 235 % Y] gsk R
gsk=GH(e(sk, ,IH (id,)) =GH(e(sk, , IH (id, ).
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Wi/ =05 NIKE £ fift g i) ] 8 3 22 95 K A5 Y [
M4 A VA 2y VR M 1 5P s T s BARE
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55 P 8 ) YREIOMH 45 1 5 2% TR
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() Al LGy AU T (ring) LWE [ R 3
A 7 NIKE.
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h 22 WO A R M B Ik T Ring-LWE # 3&
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H— > B 3 R RO AR T 1% B Y (ring) LWE A2 AR
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P75 NIKE. {HJ2 , §if # 7 252 508 5 s e ik 221X
AFFE AR B S J5 3 P T N 5 iy iR
22 XRFFA (ring) LWE [ ¥ [R] 328 .

(5) BB HE T Joux PR 1 B IH LY = J7
NIKE.

A [ 800 ] i [ 850 S 5 A A S e T O 1 ke 5
HAEPRMERA T AIUE B 22 4 (1 B 0 29 =57 NIKE. 7,
R AT LA i AR PTE IMERCT H BRH 29 =05 NIKE. ”
il LRI A 1 [ 28T 1 R 20 ) 5 TR) A (2) 5 (3) v
L XE A5 2 A0
3.2 5% %7 NIKE Ik

AT FEANZMEG M £ )7 NIKE. £ 58 % J5 NIKE
XFE =D ANSH AN ER A S 5T A9E
BH5ASRHAULAILSEHW FMET AL ER
JE PR 22k .

WM 2 Fros, AT AL HOR 2 A &
ARG R BB 2 A X 27 NIKE # 4L 7
PRSCHEAT 14338 AR A SCRR (26 17 & 8 3L, 2 i)
FEA T S L A (Semi-static) | i A% 4 4 A
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AR PN T B B 22 T Bp 1 A 2 3 4 B R AT A T
HEF R 25k i, i€ S #4T Extract ifj ]
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Extract i [0] & SCAH[R] . 55 2275 B0 2 72 W )7 NIKE
HECTF Reveal B2 — XKL 2S5 Mm% 9. 176
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.

AR AL P i R 2 BRI S R AL
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HHES S, AR TR S TS i N &k 51 =2 6 P
2305 B g 0 AT — Bk Rk R], HREXE S 507 4,
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) A Reveal i 0). SCHRL27 17E 2 B 4 Ph 802 H Hi
Mk E L W& B NIKE, B AL 48 BR i T & F
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BT 0 SCERAUAN 45t T B WA TR TR
AVEUEW] B BAR NG O BRI 7E 3R 2 o 5k 28 Sk
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PR JZ % 8 2 40 40 2 2 P kU (Multilinear
Map) 2 A] 28 3 £ B 41 2K %X ( Puncturable- Pseudo-
random Function, P-PRF)% A0 X 4R (Indis-
tinguishability Obfuscation, 10)™*) i [& i 2% 7] 5
(Tsogenise) """, % 4 VAR ¥ Ay i 4] i A0 ip 80 22 4
BT 2 3] 1 2 0 e DR X AT B B I I T A 3 L
AR B FEAE M BB, A A0 7 P JE R 2K 2 R (Deci-
sional Diffie- Hellman, DDH)™* | £ £ 4 1l 3E #f /R
2 {53 (MultilinerMap DH. MDD ") | £ 28 1 15
JEWR /R 2 & % (Multiliner Computational DH, MC-
DHD ™ N 55l R 4K & BB (N-way CDEDH,
R R E R E XA S H T R 2 AR 5]
FHSCHR.

R2 EEESAFEXEEAMEH IR

S5 e 4 3 AR TR AR
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S5 SCHRC12 4 25 5000 T SR AP 7E % 42 9 Multi-
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25 2R A I ST DRI R S 91 J2 AH 24 TROME R I 4Rk . 21k
Pl S 356 P SAL A 40 A A0 2 M A Y
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j\j/z_\\ﬁ%%{ params.
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FAAAEPR S T 2 EH S T 2eh B2 507
[i) 7L
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7 NIKE.
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I HE R
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NIKE (#3578 .
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LB W AE M I 1 NFAGKA
ASBB fpi.
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24 o0 (ID). Fe 2 1P U A H Al ] - KA
B K 8 B i 0 AL BH BRI O s — o ] A B 4
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T Extract ) [ . AR LSRG I 5L 2 5 07 19
Plik e Z 5 07 1Y BEALAE 15 5L - 7 A8 4 SCHk o
AR N AL ] (Corrupt).

Fay e B AR 15 22 4 BB B Sy 1L 7Y P SO o T )
S PE AR o e e R . X e A et



339 EIQ B R B RN 569

UER] 32 226 A B R Ve R3] T R
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Background

Non-interactive key exchange (NIKE), examined in this
paper, belongs to the category of public key cryptography.
serving as a foundational element in public key cryptography
research. NIKE can be categorized into two main types. The
first involves traditional two/three/multi-party NIKE, facili-
tating the establishment of a shared session key without di-
rect interaction. The second centers on partial NIKE, evol-
ving from the Messaging Layer Security protocol (MLS).

In the case of the first category, a significant challenge
in two/three-party NIKE is achieving tight security. For
multi-party NIKE, the primary challenge is overcoming limi-
tations in protocol construction tools. Although a multi-party
NIKE protocol has been proposed by Dan Boneh et al. , the

construction tool, multilinear mapping. lacks proven security
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and efficiency, and the protocol remains unimplemented.
Similarly, other multi-party protocols based on multilinear
maps, indistinguishability obfuscation, and isogenies lack the
required security and efficiency.

Turning to the second category of NIKE, the primary
challenge faced by partial NIKE is the absence of comprehen-
sive security analysis for existing protocols. This paper pro-
vides a summary of NIKE’s development, current issues,
and challenges. Additionally, a potential method based on
asymmetric group key agreement is proposed for constructing
multi-party NIKE, and the potential impact of blockchain
technology on NIKE design is discussed. This research is
supported by the National Natural Science Foundation of Chi-
na under Grant Nos. 62372177 and 61972159.



