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Abstract  Identity-based encryption (IBE) scheme was proposed by Shamir in 1984 in order to
simplify the traditional public key cryptography. Attributed-based encryption scheme is a special
type of IBE. The identities could be replaced by the attributes and the corresponding access control
policy. Designing access structure and related attribute-based encryption schemes for general
circuit is difficult and has been a hot topic. It is really an interesting work to design schemes that
be able to realize decryption policies representable as polynomial-size circuits. Based on the existence
of multilinear maps, Garg et al. provided the first construction of attribute-based encryption

(ABE) for general circuits which could resist the backtracking attack in 2013. Similarly, our
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constructions are based on the existence of multilinear maps and it could resist the backtracking
attack. The concept of constrained pseudorandom functions (CPRF) were introduced in 2013,
since then it had got a wide range of research. With the corresponding security feature, constrained
pseudorandom function could be combined with other technologies such as the bilinear and multi-
linear maps. indistinguishability obfuscation and homomorphic encryption etc. and to be applied
in a variety of application situation. Associating with the Garg’s scheme and constrained pseudo-
random functions, we propose an attribute-based broadcast encryption scheme for general circuits
with arbitrary depth. In this scheme the depth of the general circuits /° could be smaller than the
maximal depth /, instead of equaling to the maximum and achieve cross layer output. Our main
construction exposition is for circuits that are layed and monotonic as usual. How to construct a
nonmonotonic access structure is the next step in this research. Comparing to the existing works,
the advantages of our scheme are short ciphertext and featuring compactness without adding the
broadcast header. Essentially it is a symmetric broadcast encryption scheme and associated with
constrained pseudorandom functions. Furthermore our construction is of the key-policy form that
the encryption algorithm takes in the description of attributes and message and the key generation
algorithm takes in the description of a circuit. Our scheme is proved to be selective security in the
standard model under the multilinear decisional Diffie- Hellman assumption. We would have a
further exploring on its application scenarios and try to improve its efficiency. Since 2013 multi-
linear maps serve as a basis for a wide range of cryptographic applications. However, it was
found to be insecure in the face of so-called zeroizing attacks that crucially relied on the ability of
the adversary to create encodings of 0 by Hu and Jia (Eurocrypt’16) in 2016, This result provides
a new opportunity for the study of the realization and application of multi-linear maps in other
directions. Some researchers proposed new “weak multilinear map models” that could capture all
known polynomial-time attacks on GGH13. We believe that the related results open a stimulating
opportunity to study new constructions using a multilinear map abstraction. There would be more
practical and secure schemes appeared and building ABE for circuits based on multilinear maps
would be one of the most exciting challenges.
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Background

Identity-based encryption (IBE) scheme was proposed
by Shamir in 1984 in order to simplify the traditional public
key cryptography. IBE provides a public-key encryption
mechanism where the public key is the identity to the client
and even an arbitrary string. Attributed-based encryption
scheme is a special type of IBE. The identities could be
instead by the attributes and the corresponding access control
policy.

It is an interesting work to design schemes that be able
to realize decryption policies representable as polynomial-size
circuits. In 2013, Garg et al. provided the first construction
of attribute-based encryption ( ABE) for general circuits
which could resist the backtracking attack. Then many related
schemes were proposed. In 2015 Datta et al. presented a
key-policy scheme supporting general polynomial-size circuit
realizable decryption policies and the ciphertexts were short.
In 2016, Hu et al. proposed a key-policy scheme for general

circuits and achieved cross layer output.

We propose an attribute-based broadcast encryption
scheme for general circuits with arbitrary depth based on the
Garg’s scheme. Our scheme has short ciphertexts and does
not require the broadcast header. Essentially it is a symmetric
broadcast encryption scheme and associated with constrained
pseudorandom functions. Our scheme is proved to achieve
selective security in the standard model under the multilinear
decisional Diffie- Hellman assumption. We would have a
further exploring on its application scenarios and try to improve
its efficiency. This work is supported by the National Key
R&.D Program of China (2017YFB0802000), the National
Natural Science Foundation of China (61572303, 61772326) ,
the National Cryptography Development Fund during the 13th
Five-year Plan Period (MM]]J20170216), the Foundation of
State Key Laboratory of Information Security (2017-MS-03) ,
the Fundamental Research Funds for the Central Universities
(GK201702004) and the Science and Technology Program of
Yulin (2014CXY-08-01).





