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Abstract  Participatory sensing (PS) is an emerging area of interest for researchers as mobile
intelligent terminals are becoming the core communication device in people’s everyday lives.
Privacy preservation techniques in PS have attracted more and more attentions. Researching and
solving the problems of data privacy preservation along with location privacy preservation is
essential to widespread employment of PS. However, inherent characteristics of PS make privacy
preservation face series of challenging problems. This paper surveys the state-of-the-art privacy
preservation techniques in PS. First, this paper reviews the basic applications and attack models.
Second, existing works are classified into four categories, including packet statistics, third-party
verification, K-anonymous and digital encryption. Then this paper describes the key techniques
of privacy preservation in PS, analyzes and compares the performance of these techniques, and
summarizes the main advantages and disadvantages of these techniques. Finally, suggestions for
future research works are put forward. Packet statistics are used when participants upload data.
First, the data are cut into a number of packets or chosen from n packets data. Then the data
packets are distributed to neighboring nodes. After that the sink or the qureier completes

information reorganization and integrity verification. Packet statistics are always used along with
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random walker, delayed transmitting, hop-by-hop encryption and data perturbation. In order to
protect the participant privacy in the case of an untrusted server, one of the present methods is to
add Trusted Third-Party (TTP) between participants and server. Participants upload data or the
server assigns tasks all needs to go through TTP verification. Because the server cannot contact
with participants’ sensitive information directly, so as to effectively prevent the correlation attack
and other attacks with background knowledge. Special network coding techniques are often
needed when a TTP is used for verification. K-anonymity strategies allow participants to hide
themselves in % users. The server can divide anonymous region according to participants’ location
information or privacy strength requirements. There are many useful techniques such as camou-
flaged data, data perturbation, false source and perturbation histogram. Meanwhile, L-diversity
refers to the region in the same anonymous at least exists L attribute values which cannot be
distinguished from each other. L-diversity can effectively enhance anonymity. Digital encryption
techniques are used to prevent attackers access to the participant’s private data directly, followed
by preventing untrusted server to get too much sensitive information. The main difficulty in
traditional encryption technology is how to calculate the encrypted data directly, verify the data
integrity and reduce computational overhead. This review does the basic introduction for complex
encryption process and other studies. Overall, packet statistics likely to cause a large amount of
communication and network latency, therefore, we need to do trade-off between privacy strength
and quality of service. Although based on third-party verification removes the direct contact
between the server and participants, it requires more processing time and results in a decline in
the quality of service. K-anonymity’s challenge is how to efficiently build dynamic anonymous
region; Digital encryption has to take more consideration on calculation amount and implementation
complexity.
Keywords  mobile participatory sensing; privacy preservation; packet statistics; third-party

verification; K-anonymous; digital encryption
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HoAth H P S Gl WA A8 S RE A A AR Y
RUBCHE RAETIRE 40 B A P 3 T 22 L B KM/ i
AN A R N R =R

PriSense R ] Z 73 # $02% , J81 55 fd AR RS
RUZIR]ER RN 802, 11 RSt iy I £ 3% 422 , BV 4n 2R 4y
Mk i A 7 =R AL B I8 AT SR 28 HL k. ]
s SR KAE IS B e & i AP Q= 2% CBE %K
w Il 2 0w <D ARFERT QWH IBLET
JeBr A AP Qo =2+ 2T L /mILQ, =21,
SRIG AR S A I LU . — 0 A 4R I BB 8 PR AR OR 4R
(B AH S Sl 25 B s BEHE R N T RS A 10

Wang & N HFPAEUEEC RS 551
W H SN RS 5 ENPLE R, B RS
IR AT KA BN SO B 2 8] 10 5 4 O
FH AR ZS B B IR A1) R HE AR HOLIER i £ v AT R
G 3. 25 & M BGE # 2 18] 1 58 44024 7E % Fi bl
HLUEM (zero-sum stochastic game) , &5 # i rol 5
P60 W B AL DR 4 v 1] 45 1) B SRR 7Y AL
J&E LR AP B A B L BB/ L B R DR AP B g L S 2
DU AR Sz 5 ot 5 ) 3 6] 3 3 3 3 J8 SR B0 1 0 AT 1A
. 2 5#H M Z 0] 0 5 RN N R A
A BT SCBCAN B B Dy s B R ek 2 SR S A
LR REE P RGERE IE R GRS W5 # 47
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FEGEIFEEE A C R A . DT 5 2 B R PR JPOIR
AL AR T R HE W 2 5 B AL R A
0T DX 3L 0] 22 5 25 1 B FA B B IR, 2 5 38 i R A B
ST R AEZ FNE R P 198 24 (Nash equilibrium)
SRR ARAT L PRI )R B RA DR B ) 2 4% Ak Sy B BB 68 4K
A5 909 A 249 47 a5 S AR SSO BA TR T R TR R
B Ty S B I I A A BRI T ORBT Y TSR
FREFE . (H It DM S0 RE AT 50t B 1B 5 0 IR s
3.2 BETE=ARIEFAR

Z: 55 U S — 1 1) 1R 55 6 1 2% G L iR 55
PP U A AL R 4. A AT G ) ) A IR
28 v A R BT AR B T AE 2 5 AU
ARG I 55 A w8 Bk A A R DR g . B i . ey
TE MR 55 2 AN AT A G B0 T X 2 5 3 09 B R i AT AR
1,22 5 AR P AL G Y AR )L BB B
BRI kIS 5 & TR 55 & 2Z 8] 3 A g o
=05 ARG FAEFNR IR AR B 2 AT AE A =07 B
UE S FRZ 9 7€ 1m) i A . el T IR 55 e dii AN RE B4 £ fil 2]
Z5FH RGBT Ry (% s E A AT ik
PR F% B i) DG 306 B8t L 7 5 RN AR i A e O L R
UE AT 28 = 07 R A7 56 F e 448 8 £ P 380 4 1k 1) T 4%
Z AR

PEPSI ( Privacy-Enhanced Participatory Sensing
Infrastructure) ™" F L FIR Y12 5 3 1 55 B
2 2538 WA T SR A A B AR 55 &% 7] i)
RU. PEPSI iy =B 2 A FEH =07 AS S
HRRALE AR 55 . 2 5 0 B A% ik TS AR =
ATt B EEEER I A (S5 E) EMGE ]
555 =07 R 55 $E AL R L 9 4% 35 47 7 LA B A 30 33 5K
# (i 6).

Qébg g

RA: JEMHAE

J MNs: B

6 PEPSI R4imEH

PEPSI 5 2. 2 5 P 25 £ AL v A 28 1 7 15 26 0L
Z 5 FAEAAE S =00 AN B O i A% B e BT
B2 5 RGN AT L M L 255 38 AT DL I SR E s 26
T 4] & v g 2 LRI T R 28 L X A1 R Bl 2 Y
G TN TT Y - B AT LA AR 55 4 1 7 4b 4 45 3] LA
MATE 5 =T A 3R A% DU I R 3 R . 2 e m =
55 2B L T L A A T R T B SR A T (R A
=7 R, Wb S RS ORISR E B A
IR 2B 5 P A 1A AR LAKT R B 4 1)
IR 55 4% 1 SR B . A% Bl s T 450 AT R SR A Y
W0 2% 132 11 2 323 oK FARE DL T o 3 M R A K8 A g
Iz 55 4 AL B B R 28 AN Y A ) 35 SR R4S AL
R BE R S 5 ENAEERBUE#E R,
il g 37 J7 oK 35 2 vw ik A ALY A AT N TE IR 55
P T AN T A I 0T HEAT L IR S5 SR AL R RO TR
D e £ 0 A% 0 0 A 960 25 SR L DT BT 1k i 55 i 1L s [
AR 58 A NG B FEEUE. EKkE /25
& AT H 3 D B R S B T AR AT/ AR A N Y J
SRER A | 3 x BEAA BR ) 2 5 U R B
{H PEPST N 7 AT 55 2 ol 0 30 45 24 20 s 460 A X
LIEER

PEPPeR(Privacy Enhancing Protocol for PaRtici-
patory sensing) " FIF OR3P K 3 & 37 SR I 5
B B AL, & A PEPSI i H A% A1 ok S8 3% AR B 85
WK MZ 5 Al {5 58 =07 IR 55 4% 7 BE 4 s R
J& TR BIBUR R M2 5 38 iR b AR A
WIS =T B BE BT R RS
R E A 5 =05 Ik 5 ds Z [ Y Tor (The
onion router) [ 4% : 55 — U VR Z % i (onion routing)
() —Fp s B, H Pl i Tor o] DhkAG — AN 44, 9F
16 RURR ) 1A B 44 38 . H 3 SR A 0 3 SR B
e R RA AL AT RIE . SR RA K 5 IE J5 1)
Bl i e 25 SPNTTIE 01— 4> 7€ [l A 5 [\ I 3
RKFEWEAE L& T Tor M, (15 SP T sk LA
X 3 oK AT S R O [] 5G E Me  {H R E )
3 {5 0 B % P 45 33 1 3

ARTSense(Anonymous Reputation and Trust
in Participatory Sensing)" ]l T & 5 # 19 5dR
Fafh. 25 & SR AN B I IR 55 B TE A HIE S
5B 09 NAG BV TE TN X IR B ABORA Rl RE T 5
A SR S A6 T 5 =07 B0 R SR Mg S AL BBy 1k ik
G5 i ARAT FH P RS HNECE 22 18] Y G I B Bk 7
LT 658,25 w55 a4 AL RO Z L SE
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W —MMES 1D, K5 . 2 5 & F| H BEALEUE 4 9858
1155 1D F1 A C A FRFAE RO | I 255 R Hidi 20 i 1
BN AL R AR5 d. BB IS5 e B
SRR ABORE B B2 T 508 48 Hh B i i A B 3
SEIT + IR 55 A B T I R A 2 1R e e K O
R A g5 P deE s FH P R 55 e EAR B SRR AR
KA 5 A £ 25 Bt 2 b A T S ORI B0 £
B B FE b IR 55 2 A B8 5] I 4R BUH P B R A
BB B AR 3 T H P By BEFA. ARTSense
By A TR R 1 AR DAL A B AL A B
J S B PO 2 B UK B RL DR AP T 44 LR NS
R AT E S AT S I R F IR
R R L — DR B 2l 5 32 3 s Bl it 8RS B
A [R] L.

LotS(Lord of the Sense)"** 5 ARTSense —
K2 5#HNEAE G 325 5 SR BRI
A, B FEE W Ik Bk 55 A [ i AR IS 5 E A A
B R AUEEE L OF i RA 957 5% R B d. LotS 28
Hp £ 2 A $E RA, MN, C(Community) il ADM
(Application Distributed Market). H. 1, C 4 24 T
HIiz 55 4% SP. ADM #H 24 T ¥y Bl hk %% 5 4. MIN &
RA Ab M 2Z Hir 56 N ADM AR 345 — 4> i i 805
ER L B [RDR 0 500 24 4 B P TIE A5 . RA % 25 3iE 5 75 31 8%
BRI S I A BRI R R R A R AR
W2 MN 34 %44 MN [ C 353K A5, C
T EHIE MN Y% 4 . 985 H A T MIN R IE 5 2
AEARUN A W R I L . MIN A RE 1% %
X FEREA AR 1 P et MN A Y E s
SWAT oy AT /P8RS MIN Y B RL DR 35 B B 42 ¢
e T 73 B iy o 8RO AR A I (] B0 | BRRA DR ik
JE R . LotS AR S 5 35 1 808 B2 A, iy HL [H)
e WOl D P AR i T 1 SRR B

TrPF ( Trajectory Privacy-Preserving Frame-
work) 55 48 2 15 SR 61 A B 15 2 7 W
FEORAP B B AA K AT R AE A B AA R AP HE 2R, TrPE
5 PEPSI —#, FEARTEWF 55 =0y I P 42 fik &
AR AEE TSGR FIES S E R
SRAGEGE AN G H PG B KR RS54, WG
BAFIERMEAGE IERHTRIES S H WA
ROPE NI HERR B Bt 5 s E AT LUHBRZ 58 1
I 2 H A AR AE A5 B 2 18R] Y B4R I R L IR Oy i s
5 EE 2R B 2 5 A R AL T RS
HAF A TrPE B4 2B 55 0 M A A £ 0L T

e S I TR 5 DX AR TR A DR TR f A 7 I S
W& DRI S 5 8 118 S Bk, [FwF, TrPF HUEE XS
2 55 3% P W] SR AP A B FA K R AT HR A L X AN AV
RERS 14 T AU . T ELRE RS o 2 5 & R A TR Y
B RA R 47 588 5

AnonySense”"** fi g 2 GHE RN 7 R .
TINS5 3 LA SN S5 A T7 3R ORI B 1 )
KO B AL, BB AR A AR AT 5 =07 Bk
4 B A PR 4 B B0 HE B A SEUARUJR R T AT A 20 =7 2%
BRI 5 i 55 4 19 Z 18] SCHBK. AnonySense fE R 48
AL Z A AR 46 B VR A TR] 26 B ) RO 1 S
5 R 2 A R P2 5 SRR R B 2 R
{1 ] L.

RA:
TEMHAE

APP:
IS FHRE

A%
it

MNs: YN
REH

AS: 54
I 55 4

Kl 7 AnonySense HE 28 /R &

T g AR AL v AT A RS Y SR 3R - Anony-
Sense #N TR Z 4035 kb . (1) RA 17 35 B iiF 482 58
HOERIME R (2) #5585 ZH % FFAE . 7
B R s (3) ) I BE HLAE 3B F [ G 2 3R g
it 2 2% F A | B LRI ) DGR ik 5 (4) X MAC Hihk
HEAT 3G A6 o Hb Ik 3 45 AS 30T 22 0 B2 00 1) SR L i
T LX) 2% JF A7 4 . DT B Ok TP b bk 2 4
7o B A 4 RS 12 Tor JETYY X 45 L 1 5
R A 45 S 38 [F A5 LS 5 4R 7 — . B
1% By B AR 0 28 A0 K A R0 Bl 1k IR 55445 () B 4R B P
A NAR BRI B A
3.3 EFKEZHEAR

ANE RIS S 5B A5 S 550
E—1AABEW AR RS 5H AC 540 WA
s DT 2B — S = A P 1 B 4 DX 3 R B PR
2N K-FE2 5w, K- 2 K1 L5 5 8 B A b A
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Mt iR E AR S5 E S5 A k—1 4>
FHP . IR 55 4 T LIAR 38 2 5 5 09 s B0 8 5 B el &
FH P T B AL iR BE 1) 2 SRR X 43 B 44 23 () i 21 Y
BOARA O 2 B B PR L L R AR IR A0 41 3h 07 1#
. A, L- Z2 FF 1 BB A8 I ik B 24 R50CR  L- 2 A 2
FRTE R —FE 4 XN . /D AFAE L FP AR B 2Z (8] A RE
B IX 4 1 J P AA.

To 2 NP 4Ry — B 5 22 73 B3 AA (Differential
Privacy, DP) """ 1 th S BF 5 1) O£ 3 AL ] o 32 22 4R
Z: 55 b AR BB i 0 07 B BR AL, 22 43 Ba RL i i
S5 G PRI 43 A1 R TE B I BN S in B B
o B AT LA G 5 L S B8 SR 6% AH X o A A
SCHRE39 T T 55 count 19 SR AR 25 L 5 1 3ol 4% 3 1T
A A ) R BT S BOR PR T v RO IR 55 B A AP
BRUE -

(O WERAR B 25 & W B 5 X AL R 3
548 85 1 SR 1R E 22 03 B AL TR e .

2) A% o FI B Be. RGEARYE  HAMBURE Af
(Af=1. R 25 count {H) , 1] AR 45 2R b i m
Bt L B L or 307 e, AR ME 2% A= Af/e. Cormode
S NU AR T ORA N S 18] 43 M 19 A8 & (Private
Spatial Decompositions, PSD), SCHEk [ 42 135 ] # 2
A 3d W A% Cadaptive grid) (AN 8) 1 A H $h AT 1%
VA 53 F AR 25 0 T A P

A (N=100) B (N=100)
Bz ; hS
C (N=100) D (N=200) *\,
! \ g
2 1| e
i N cs | o
c9 | c10 ,
C3 C4 C7 C8
ci13|ci4|cis
cu | ciz
ci6|c17|c1s
19| C20{C21

B8 SCHRL39 T I JZ A 8 I 190 A 7 B

DA 114 43 0 R AR A8 2 5 B 0T BR AL PR A R B 1Y
BUORED K-BE 2 00 b 1 RN, S T EER )2
A ESE N A% SE I e- 22 43 B AL DR AP T AR 1 2
IMABIEE S BN =2 X Af /e 5 2 ZIMA MRS S
A =2XAf/es s Horfe=e, + e s CHR[A3TIEM T
P B 1 R O S I M SRR 6% 38 B B Y B A
ROR.

L% T kb B W25 E X 1AL % 1
% &K p* (the Probability of Acceptance Rate) #l
T 5K X IZAT: 55 BEROITA 56 Y J R B8 EU it
B ISR . PA 22 5% 5F % Z M
SRR S0 B LT L 52 B R 5 R BB e R
ARG 5 24 B B0 i 2o A R AT E BE B (Maximum Travel
Distance, MTD) I , #:52 5k 0. 4532 TR AT LLE R
MR s 1Y Zipf o Ao s (EBR . po F FEBUBR. Gl
W EUMESLREDSS 5EMN p EK, i, Hi
TR EEESF RGNS E5E. EXX S
HRBHEZAL SRS P(X AR = p,
P(X hfade) =1—p* RIMAER w D HATM 1Y
25U X RN o, p) I3 i, U=1—
A=pH“ U RREBELH NS HELZAEF M
R B —MMESETE DS ANBIERNTEIE . 1t

k

Uzl—z(

B U, KR o AR 55 2 %, U L
32 98 Y 07 AP A — A HERR P Bk R AR UL Y
{ELZE A 50 D0 A 5 S i — A R L BT U
U'=1-A0-UDA—U.), HF Mk F i MTD
% U ZEU R ik, a8 7 — B R 5 F
B o AR BT 0 O /N B CAn L 9).

w

)(p«)f‘u—p‘*)w*f.

C 16
PR . C1 C2 C5 C6
m_j ,,,,,,,,,,,, ‘ C3 %4 ? C8
4 L |
8 i t0 | . T T
| g =i -
14 co | M5TCI3|CL4(Cl5
t
,,,,,,,,,,,,,,,,,,, . C16|C17|C18
n . 13
1l 2 CL1 | Cl2 | 9| 20| 21

(a) APy (b) ZA M7
B9 SCRRE39TH PR U 43 78 i

752 BB R 38— A B0 8 e A B A 5
BT B E] EU AR A 6 F A R
SOTFIR YIS T W 2 A 414 07 588 T 5
Y482 J5 9045 475 FL AT T S5 5 L 1 4 L6 4
EL R RS B AT B ccyvcovconen H crocsncsocn
S 8 AT (4 25 15 4 (0 1 I A 0 [ B
AT 45 A 1 B 8 15 R 0 T

Tessellation " (R4 2 5% 1 i B3 . 1
51 A B B — 2 ] Cile). 65
SRAI TR 45 5% LR R BRI . 2 5%
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H tile @ ID AR A C Y B S E L TR A 2 1Y
A8 BR . HAZ O AR 2 T tile W B & A ASTE) Y
Z 5% 83 K-FE £ WROR. tile 1Y 25 8] 38 o 45 [7] F1
Py, HEWES S EBRTHT k Mk &5
P — A tile b PR ) RGN 1] A BT X B A AR
o R 2 2 5 3 WA o AR EL R B R T3k
15 K-FE 45 XU B4 J i) 2 (] e 23 0 L 49 34 .
PRIt 22 B8 4 A L A g B B Y — R 4 Y
MU 2 DY J7 ¥R, 2 B o A LB R R,
Tessellation REGZ R E RIS 5 H WAL EE L. B
Ll SCHR (39 ] 52 BT B N T 2 VS N R 3 S5 45 4 L (H L
VRSN S=S NS G DAL

Microaggregation" ™" JFi A% J& KI5 J2 [ FA £ 7 1Y)
— & MAES 5B AR b, TEAES
558 AL B O3 HORCH B (P A S i
HHER—DEA kD258 5% 4 2K (Equivalence
Class, EC) . 88 i X A& A S5 #r 25 14 i1 S8 #E 47 &b
LR Z M 2P (EC extension) , i@ i3 115 &
T A3 S A 2 110 1 24 B 2 B A A B SR 2R T
HC PR B S T LAY R AT E RN TR K-
1777 568 ) SEA T B4 o A5 EE A U S 5
=P EERATFRERAGEN LS5 E M
IR E IR E K- 4 MM KT 6 IF, LUE N2
HER RS . AL Tessellation, X AT T
RGNS HEMKREE IR -1 M2 5851
FEES T H e T A 28 B9 AR B BE L {H Microag-
gregation [ FEAREA LB 175 5 HIR B

HV-MDAYV (Hybrid Variable Size Maximum
Distance to Average Vector)!® 4 4 Tessellation
Ji il Microaggregation HYM & (M 2), H 3%
Hryeki 2 58 0 BRI HRBBES 5 UK
BB e M u A B S 5 8 0 i 5 5
AR RIS OO, JE— 5 PR A v o Y IR 5%

% 2 MT #0 Microaggregaion £ &

User ID Tile ID  Location Tile Mean Class Number/Mean
1 1 (1.5,6.0) (3.5,3.67) 1/(4.33,5.17)
2 1 (4.5,4.0)  (3.5,3.67) 1/(4.33,5.17)
3 1 (4.5,1.0) (3.5,3.67) 2/(6.33,1.33)
4 2 (6.5,2.0) (7.17,2.83) 2/(6.33,1.33)
5 2 (7.0,5.5) (7.17,2.83) 1/(4.33,5.17)
6 2 (8.0,1.00 (7.17,2.83) 2/(6.33,1.33)

HV-MDAV 1 Jc Xt Tessellation J7 3 347 ok i3k
(Modified version of Tessellation, MT),Z& 5 # %
HI tile e SRR EL S B L AN SR 2 L Rk

F 3,0 User 1.2.3 W7 B #RHH tile 1 [ 50 55,
(3.5,3.67) %R ; User 4.5.6 [ A B AL tile 2 11y
Wl f1 (7,17, 2.83) KR, il bTE 9 A 4 R
Microaggregation ] DL {8 75 My B AH DL BE &5 19 2 5 %
FRINAE— 2 . #% I J7 3% . T LLAE {45 5 V-MDAV
(Variable Size Maximum Distance to Average Vector)
T5 . BRI RO L BLAS B B A5 2 A0 2 eI & 4758k
W 3, AT User 1,25 843 hy— 2 H AL & #R T 55
W1 By A (4.33,5.17) KR s User 3.4.6 4y
NI — R AL E 28 2 590 g (6. 33,
1. 33) /R, HV-MDAV 73 it A [a] 1) 13 &0 1 T
MT Hil V-MDAV J5i% - (1) 52 5 F AL AR KIS
O3 AT H B B 5.3 A 2 L V-MDAV BB fif i 3
WA s (2) M2 5F 0 A0 LRI MT 4T
ROR G RE. DR, S i A 2 15 85 S 1 O 15 B2 )
RGVERE.

B s HV-MDAV 7255 =7 Al fE R 00T
SR FH B AL w35 307 70 A1 W 5 R A7 H 0 P AL L o A3 R0 O
12 5 AL B3 A R B AR I A AR R

LD-VMDAYV ( L-diverse version of Hybrid
Variable Size Maximum Distance to Average
Vector) " HV-MDAV {4 J& , H i FH 26 55 A1 H
A HV-MDAV. ‘E7E HV-MDAV [ 35l F 75 fm
T L-Z AR BN, e 2 L R e A IR JE 1S
Tile 1D, User 1.2.5 2H i & 44 X)L W) 4k 75 2-%
FEVE S BB 25 DX I) Y A7 £ (4233, 5.17) 1 (6. 33,
L3P A A 19 £ 5 B LD- VMDAV f¢ 52 3
L-Z2 AR I 2SR Y J2 I ) 48 2 /Y 2 FE . LD-
VMDAV St 4is 2 5 35 00 & 1) 3 i 1 DLk 4T K-1&
Z ARG TE K- 44 SR 1) b 1 e ) 22 R L (7S
[F] — A~ B 24 DI A AN [6) R A 79 3t 307 45 L 5%
MEJRE S W ZHE LR TS5 E 8K
e, i — 2D 3G T B AL ORI I TR S
P A R] 5T it

PiRi (Partial-inclusivity and Range indepen-
dence) " FF LRI S 5 & b A% B0 B i i 07 &
B, H RS AR Y K IE 4 B2 DA M A i 8 o X
. PiRi iy X 70 75 ¥6 5 LD- VMDAV A fir A
() o B AN 2 3 o b ) B 1 AL B TR AR 2 S
AV B A 2 48 345 18] (Voronoi Diagram) (411& 10).
Yk v B SRR 28 7R 2 3008 48 1 2 6 P T B A X
BIMERIPEBCAY N AS 305 s R0 8 N A K B4
F2 AT AR — AN X3 DI A T R A B



606 it "

Hl

i 2016 4F

o
-

K10 Zei s 1
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(1) Ho s w4 2. AR IR 2 5 5 19 00 & 2 48
AL

(2) Y5 K 4 (range dependency) 4 JH. 7
PRSP 2 48 A 1Y R AR T 2 5 i 4E T 1 BT
MRNHTFZH5E UREREZACHESX
B L E 2 R IE R r B T A T A L B
A2 5 1 B 44 DR Ak B T AR KNS —— X i
(1)« R AR FEAS [6] /N r {8 3 75 5 FA B30 A7 7
B, e 11 L e k2 iU R
458 U, Rk 3 E S WOR . B A 8 IR 55 8 K 1% U,
MU L AHCHWES LR . EESEmS n bR
FHUEHC /) A 3 A7 & B[R] 2 5 & F 4b 48 30 5T
A [ A 07 B 5L 3 FE At B Ok B UL AR
& U, o BE 4 R Sy B 1 PR3 A0 i e e 3880 L
HiEE . 2 5% UAMUEMEM L —1 N2 5H—
TR K-F 44 1 H B AR 442048 - 4 b PRk
Y 7

B 11 PiRi P AR T R 2
(3) A ify AR S PE AL 3]y T IR 55 A% O A
P A 45 B Call-inclusivity) o W1 AT LA BT i
R BX 2 5 E T Bk $ AT 55 Uoili. 181 12 45 1
TR g o R B R R UL UL U,
3N HHF. UL EH U, B A C e & 15 5.
Rl B, U i i 45 & Ul Bt A 2 85 R 453 UL A U,

LA AR [ B4 25 1 A2 A0 2 0 DX I A 12 R R AT T
DIFEH UM R4S U kB A C. 2R 5 2
WP 3 MARMAESiE 3 35 H 0 R8s R,
245 2 AR5 S BB Uy o R U Sz i — A 2 3
— KB 5%. WM 3 NS 5F ZHE MK
AR K —Fr REEN. FIL, 25— X R 58
AL T — AR X IS RO Y 5 G R
A IR X SR AT A ) A Ay An ] A b Y
3 X U 55 A 10 T 5. T A5 B 35 (V-cover) []
A LKL 24 3 d5 /N oG 2 7 55 19 JT, NP-hard o] £, 75 45
H ARl AT AR AR IR ) A R M AR R, B R DA
i — Bl KR LA 0 i & k- A 5k
o SR AR ) . AE B — Uk AR L OB T AR
T 22 1 2 ) X A o A 200K R A58 h L T B xS
RATAE R L IATY R h B i — Fh 2k P AL
4325 2 [ 38 16 AR 0 F0 45 3T 9 4 o i 5 — AR
FOEPRIE R O AWK ST AR H; ©#&
VA DX 3 Lt v DX 7 5 A VR B A Ok B
1 16 5 1) XS8R DK /IS I 3 PR R B o i i A 9] X 35K
0 LA B S B2 S - 2 5 8 45 6 T TE AR R A
VA DX 35 14 67 15 4 A e R A ok ik A5 A 45 5 G
e I =R 7N VA (BT = AW e i DIV
B .

Kl 12 PiRi H A A5G R B

Gao NN 2 5% 5 B HALS 5% &
SEARIE L K- A TR 2 5 3 1 L
Ffh. 2 5 & A Bl 5 4RSS Se fU B % e 45 AR
AT A A5 SRS 73 3 AR R DT 5 Lk A T A 5 =
J7 kR e ALK STk CA9 1 i B S 4y 4L S
AN AR R AR Se #E AT V) 43 SR 5 78 i 55
ot Ui 2 e 2 O i AT RO LA R AE T B
A5 TR 0 2 5 3 8 R Rl 2 AR 5 K o
WA L k1A AR H R A S B
TEA B ) R 55 A BEAT B AR R A e — & AR
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AL 2 R B I I i RORE AU R B I AN B 2
PESF. A RE 5 TH AG O X H B RE 85 A7 27 1k IR 55
[F] I SR 2: 5 3 10 A N5 SRR B s . 2 5 R
RS oA T R 45 JB A R B AL DR A ol BE L DL RE R 4
iz 55 J5it 2t R B AL PR 4 5 BE 2 2 5 U — R
g4 =

SCHRLS0 48 S 78 Mz 45 5 AN AT SE A1 00 T - B AR
P15 5 AL G I 07 B A B AR R 3 1) i
% g AR I WAL B BR AL B T KBS A
556 = TJ7 g, LA SR & 0 BARIT T - i
TR H ARG B KRB ERE SRS 4. B4
IR 55 i 4 3 oK B 1 7 B BE R A I Y BE 4% X JA]L 4K
JG AR 55 a AR R B M A TR K ikm 2
5 R 55 2. = 5 BRI 55 g MR U 1 oK 1E
JRE G AR T ) SRR B AR TR A IR ] 45 TR 4 IR
S JE EAMS A EREZGE R RAL
RERFEHFERE. iR E RSB SCERL50 JH H]
JR) ¥ 45 JB M 75 (Locality-Sensitive Hashing, LSH)
V4 D5 deh KA 223 ) v %) VA A A 5 3 e R )y ke
S BB AR IS 3 S BB TR A B8 s ] e
ATH SR AR AT B4 AE AR DK T AN A 408 1) 50 90 a5 s I S 3]
[F) — AN A A9 MR 3R AR /0N XA AN AT LA S e 5 90 K
G E) 2L kAP0 e 4E 43 DX 3 ) i HL AR
7 45 3T ) ST E — A L RS R S U Ay
AR B 2 8 I 2 g i o S AR L E I B B R 9P
TP BRSO LR A i R0R & KNN
i,

SCHRLS T 82— b ] 3 N A L B B AL TR 4
PR W7 82 3 15T 3 Je 190 2% 175 2 AR SRR R
IR R NS R DT A R PSS S IAE
AP e EERNEGE. R E Bt w5k T
PRAE P B AR E A RO RGP E LT —4
AP AL E BRFA T L. Y T AR B B At 7T LA
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semantic tags on them, making the PS data dimensions
become larger. Thirdly, users often occur in an unsupervised
environment which leads it’s difficult to monitor user’s
activities.

Over the recent years, the development of PS has
attracted much more attentions. Extensive researches focused
on enhancing privacy preservation and improving the quality
of service and resource efficiency. This paper mainly surveys
the previous works and gives some indexes for researchers to
this interesting and important issue.
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