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A Survey of Trustworthy Crowdsensing Systems
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Abstract  As an emerging paradigm for Internet of Things (IoT) sensing, crowdsensing levera-
ges the crowd’s smart mobile devices to collect and process sensing data for diverse application
scenarios without additional sensor deployments, providing excellent flexibility, extensive cover-
age, and economic benefits. The crowdsensing system mainly consists of task providers, task
participants, and sensing platforms, which work collaboratively to accomplish sensing tasks.
However, subjective human factors (such as malicious attack behaviors for personal benefit) and
non-subjective human factors (such as external and internal system objective conditions) may im-
pact or disrupt the crowdsensing system, hindering further development and widespread applica-

tion. Moreover, existing surveys still lack a comprehensive and systematic theoretical framework
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for assessing the trust of the crowdsensing system. In light of this, we first summarize the gener-

al framework of the crowdsensing system, outline the core functions of different entities, and de-

fine 9 critical features of the trust across the system layer, the user layer, and the data layer.

Then, we explore the impacts of subjective and non-subjective human factors on the trust fea-

tures of the crowdsensing system and systematically summarize the methodological strategies to

address these factors from the above three layers respectively. Finally, to promote the further de-

velopment and widespread application of crowdsensing, we explore how to build a trustworthy

crowdsensing system and present future research directions around the trustworthy research of

the system layer, user layer, and data layer.
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Background

The proliferation of smartphones, cloud computing. In-
ternet of Things (IoT), and wireless communication systems
drives the rapid development of crowdsensing. As an emer-
ging paradigm for IoT sensing, crowdsensing leverages the
crowd’s smart mobile devices, such as smartphones, to col-
lect and process sensing data for diverse application scenarios
without additional sensor deployments, providing excellent
flexibility, extensive coverage, and economic benefits.

The crowdsensing system mainly consists of task pro-
viders, task participants, and sensing platforms, which work
collaboratively to accomplish sensing tasks. However, sub-
jective human factors (such as malicious attack behaviors for
personal benefit) and non-subjective human factors (such as
external and internal system objective conditions) may im-
pact or disrupt the crowdsensing system, hindering further
development and widespread application. Existing surveys
mainly discuss one of the specific aspects of crowdsensing
systems, such as task assignment, incentive mechanisms,
privacy protection, and security threats, lacking a compre-
hensive and systematic theoretical framework for assessing
the trust of crowdsensing system. Critical gaps remain in de-
signing trustworthy crowdsensing systems that are capable of
providing services consistent with entities” subjective expec-
tations, ensuring high availability, and possessing the ability

to withstand potential failures and attacks.
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To tackle this problem, in this paper, we first summa-
rize the general framework of the crowdsensing system, out-
line the core functions of different entities, and define 9 criti-
cal features of the trust across the system layer, the user lay-
er, and the data layer. Then, we conduct an in-depth review
of recent domestic and international literature in the field of
crowdsensing, categorizing the factors that undermine the
trust of the crowdsensing system into subjective human fac-
tors and non-subjective human factors. We analyze the causes of
these factors and their impacts on the 9 critical trust features of
the crowdsensing system. Considering the impacts of both sub-
jective and non-subjective human factors, we discuss the method-
ological strategies employed in existing studies to address these
factors and summarize their application effects from the system
layer, user layer, and data layer. Furthermore, we explore how
to build a trustworthy crowdsensing system and present future
research directions around the trustworthy research of the system
layer, user layer, and data layer. This work aims to promote the
further development and widespread application of crowdsensing,
providing insights and references for building trustworthy
crowdsensing systems.
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