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Abstract  In recent years, the rapid development of Internet technology has led to an exponential
increase in the number of Internet users. As a result, the number of services required by users is
increasing, and the types of services are increasing. Not only that, with the virtualization
technology developing, Docker is favored by developers for its lightweight nature and good
portability. Docker is playing an increasingly important role in virtualization technology. In order
to improve the efficiency of service deployment, more and more people use Docker to deploy
services in cloud environments. When deploying services in a cluster, you need to distribute
images to nodes. Therefore, how to efficiently distribute Docker images has become a hot topic of
research. However, under the development trend of the contemporary Internet, clusters are
characterized by large scale and strong heterogeneity. Especially for clusters with relatively
obvious heterogeneity, there are many types of nodes, and the performance of the nodes is uneven.
So, the inappropriate use of low-performance nodes will seriously restrict the efficiency of Docker
image distribution. To this end, in this paper, we propose an efficient Docker image distribution
scheme in a heterogeneous cloud environment based on the real characteristics of actual application
scenarios, and implement it as a Docker image distribution system, which is called as RainbowD.
RainbowD adopts a new high-concurrency mechanism to handle the task of image distribution. First
of all, it uses all the nodes in the cluster to release the load of the registry. Secondly, a performance-
prioritized method is used to dynamically select nodes with high performance for improving the
efficiency of Docker image distribution with limited resources in a heterogeneous cloud environment.
Finally, because the nodes are prioritized, each node in the cluster does not need to send messages to
all the other nodes, and RainbowD use the SSH protocol to distribute the images for the first time,
which solves the disadvantages of message delay, message duplication and redundancy in the P2P
network and reduces the waste of network bandwidth. Specially, the drawbacks of the security of the
BitTorrent protocol have been criticized by scholars. Considering the security of clusters in the cloud
environment, the SSH protocol encryption feature and security verification are used to improve the
security of the cloud environment. In this paper, we set up two independent experiments, and the
results are as follows: First, RainbowD is compared with other image distribution schemes to verify
its efficiency. In the experimental heterogeneous cloud environment, RainbowD has significantly
improved the efficiency of Docker image distribution compared to Docket. For example, compared
with Docket, RainbowD has improved by more than 30% and even up to 80% in the efficiency of
Docker image distribution. In 70% of cases, the efficiency of RainbowD is similar or better than
Dragonfly. In the cluster size is 100 nodes, distributing the 200 M images can take up to 150 seconds.
Second, RainbowD can effectively resist common network attacks such as DNS spoofing and
session hijacking attacks. It can be seen from the experimental results that RainbowD is highly

efficient and safe in the task of Docker image distribution.
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JR 55 i 3R A% X 13 Blob 1) A7 A 3t bl o A3 & B AE A
) 1) B2 15 A 88 Blob SC &l AL S FE— >0 5
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E R T80 W) [ 28 o 2 326 TAAIE 2 LA I, 5 % 7 ity 4 4k
St I SRR — B AR 7 5 4k S AE , 11 B IE IR
Bk 3 b R BCE GRS k.

(6) PNUE B ) 5 HE AT 2 35 W oK. eI & 7 ity )
1R 55 v e dbe 23 15 1 5K L IS5 5 A0 BZAE 5K BT iE A
S 58 H B

3 RainbowD IhgeFniz (&4

RainbowD J&—A~7E = ¥ 85 T Ik & 45 #1355 0



2074 it "

Hl

Y,
&

i 2020 4F

A Docker 2 B FH =ik 55 19 2248 B2 X Docker
e 75 T T He I RE AL & Docker A4t i 22 %
A A8 B2 AR 1 F8 SRR BR L 2 g 0 A B
Dockerfile 319 A= % F 4% i 45 ; Dockerfile J&— 4>
FH R 7 il 858 15 19 A %80T B 72 A T Dockerfile & il
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distribu {stribute
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node
engine
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3.1 RainbowD Registry
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FER AR, 7E RainbowD w4 FE 9 {5 B — 1> 4k
T Key/Value (K10 5%, Key Xf I 12 588 1D, A
) i B AR S 4R 1D R 51, 5L R 1D h B4R 44 F

A Value Xf I J2& 78 SCAE 5 48 v B 18 A7 )
Ml 5 AR AR R T Al 55 BE DI RE DR 2L BUAR G T
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BUFE AT HN R A0 5% 7T LA 25 i 5 B e 1 R [
fEF R Mg R 2 Fros.

xR2 BFEEIR
AT 1P L i
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18 M _ M 6 seederld=seeder NodeQueue.take()

ur

% 7. demanderld=request Node.take()

’is 8 LOCK( (seederld,demanderld)

N 9 NEW THREAD(send (seederld demanderld)

to Distributor of seederld, execute Distributor
N until distributing image succeed)

N; N; N, + N5 Ni N; Ng Ny Ny Njy Ny, seeder ¥ £

PS5 A S AT — R 43 A B A Y I ]

TERAT 73 & B AE Z il » Manager $E 3 25 5G4
O3 RARAE 58 J 0 I T 35 % 1 BB UG 2 985 e 19 19
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AE N 5 BRI TE 4 seeder 19 g1, AR demander
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—
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L)

K6 Jf ko kB AR
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1. LOOP

2. requestNode= getRequest NodeFromCluster()

3. seeder NodeQueue= getSeederFromCluster()

10. UNLOCK ( seeder, demander) and change
demander to seeder

11. seeder: load image to docker engine

12. seeder NodeQueue= getSeeder FromCluster()

13.  sortByPer formance(seederNodeQueue)

END LOOP
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THE M BRI R 77k VIR RS T2
U R Z I A 5 A B 98 M3 1 I8 3R 4 5 BT
TE B AR AR B R ) A P AR Y
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Background

With the developing of the cloud computing era, Docker
technology is becoming more and more widely used. How to
efficiently distribute Docker images in a large cluster has been
a hot issue. At the appearance of Docker, Docker provided
users with the official image registry named Docker Hub.
Users from all over the world are free to get images on Docker
Hub. However, because the network routing path is too long
and the Docker Hub need to respond to many requests at the
same time, Docker Hub has a relatively high transmission
pressure. The efficiency of obtaining images from the Docker
Hub is very low.

Although domestic Docker registries shorten the routing
path of the images transmission, the efficiency still cannot
meet the demand. In order to reduce the pressure of the
Docker registry, P2P technology has been applied to the
tasks of Docker image distribution, which generally improved
the efficiency of Docker image distribution by 80% or even
90%, such as Docket, Dragonfly, FID, etc. However,
when faced with complex heterogeneous cloud environments,
methods such as Docket have limitations in efficiency.

In order to solve the above problems, this paper proposes
a new image distribution system named RainbowD in hetero-

geneous cloud environments. Firstly, it uses all the nodes in

the cluster to release the load of the registry. Secondly,
considering the real characteristics of the heterogeneous cloud
environment, a performance-prioritized method is used to
dynamically select nodes with high performance for improving
efficiency with limited resources. Finally, because the nodes
are prioritized, each node in the cluster does not need to send
messages to all the other nodes, and RainbowD use the SSH
protocol to distribute the images for the first time, which
solves some disadvantages in the P2P network. Such as
message latency, message duplication, and redundancy.
Specially, the drawbacks of the security of the BitTorrent
protocol have been criticized by scholars. Considering the
security of clusters in the cloud environment, the SSH
protocol encryption feature and security verification are used
to improve the security of the cloud environment.

We evaluate the proposed method on some cases. The
result showed that our system performed better than other
mainstream methods.
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