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Abstract  Multiparty Private Set Intersection (MPSI) protocols enable multiple participants to
securely compute the intersection of their private datasets without revealing any extra information
beyond the intersection itself, serving as a critical primitive for privacy-preserving data collabora-
tion. Such protocols hold extensive practical application value. In compromised credential chec-
king scenarios, they assist platforms in cross-verifying leaked account data while preventing the

exposure of complete user lists. In financial anti-fraud work, they identify cross-institutional
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fraud rings by matching and analyzing suspicious transaction records across different banks. In
the field of federated learning, they realize effective alignment of sample spaces for distributed
training data, all while safeguarding data privacy throughout the process. However, existing un-
balanced Private Set Intersection (PSI) protocols mainly focus on two-party scenarios, where one
party holds a large-scale dataset and the other holds a small-scale dataset. In multi-party unbal-
anced scenarios (e. g. ,» one server holds massive data while multiple clients each hold only small
datasets), directly applying traditional MPSI schemes usually encounters significant efficiency
bottlenecks. Although some existing works have optimized MPSI protocols for unbalanced sce-
narios, their performance still degrades rapidly when there is a large difference in the size of data-
sets among participants. To address the inefficiency of MPSI and its variant protocols on unbal-
anced datasets, we propose an Unbalanced Bicentric Zero-Sharing (UBZS) method. This method
combines the zero-sharing mechanism with Oblivious Key-Value Store (OKVS) technology. It
designates two core participants as Pivot and Leader respectively, encodes the shared values using
OKYVS, and then distributes the encoded values to all participants. By converting multi-party un-
balanced computation tasks into two-party interactions between the Pivot and the Leader, this
method effectively eliminates redundant operations for ordinary clients and significantly reduces
the overall communication and computational overhead. Furthermore, by integrating this bicen-
tric framework with the optimized two-party Unbalanced Private Set Intersection (UPSID) and its
variants, we construct an efficient and scalable Multi-Party Unbalanced Private Set Intersection
(MUPSD protocol and its variants (e. g. , supporting the computation of the cardinality of multi-
party unbalanced private set intersection). The experimental results show that under the same
conditions, when the client’s set size is 2' and the server’s set size is 2°", the client online phase
time consumption of the proposed MUPSI protocol is about 20% shorter than that of the current
optimal protocol. Moreover, when the client’s set size is 2'° and the server’s set size is 27, in a
scenario with 32 participants, the client’ s online execution time is approximately 10 seconds.
These results validate the protocol’s effectiveness in scenarios with a large number of participants
and significant differences in set sizes. To further verify the efficiency of the UBZS method,
which serves as the core technology of the MUPSI protocol, we conducted comparative experi-
ments with the previously proposed Balanced Bicentric Zero-Sharing (BZS) protocol under Local
Area Network (LAN) conditions. The experiments focused on the variation of time consumption
as the size of the server-side dataset increased (in a scenario with one server and multiple cli-
ents). In the experiments, the server-side set size was sequentially set to 2°°,2%,2*" and 2*". The
results show that the server-side time consumption of the BZS protocol was 0. 053 seconds, 0. 176
seconds, 0. 622 seconds, and 4. 675 seconds respectively, exhibiting a significant upward trend
with the increase in data scale. In contrast, the UBZS method consistently maintained low and
stable computational overhead under the same conditions, with corresponding time consumption
values of 0. 001 seconds, 0. 001 seconds, 0. 002 seconds, and 0. 004 seconds. This result indicates
that UBZS effectively avoids the significant time growth exhibited by BZS when processing large-
scale datasets. It further verifies the efficiency of the unbalanced optimization design in reducing
computational overhead and provides important technical support for the effectiveness of the

MUPSI protocol in unbalanced multi-party scenarios.

Keywords multiparty unbalanced private set intersection; oblivious key-value store; zero-sha-

ring; fully homomorphic encryption; cuckoo hashing
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Background

In the field of secure multi-party computation, the Un-
balanced Private Set Intersection (UPSID protocol, as a core
technical paradigm supporting efficient intersection computa-
tion of distributed datasets, can effectively address the bottle-
neck problem of computational efficiency caused by uneven distri-
bution of data resources among participants while ensuring the
privacy and security of the participants. Although a series of the-
oretical breakthroughs have been achieved internationally in this
area, the existing UPSI protocols are mostly focused on the sce-
nario with two participants, and there is still no efficient solution
for the scenario with multiple participants.

This paper proposes an Unbalanced Bicentric Zero-Sha-
ring (UBZS) protocol under the semi-honest model, which
transforms multi-party unbalanced computing problems into
two-party unbalanced computing problems. Based on this ar-
chitecture, this study designs and implements UMPSI and its

variant protocols. Experimental evaluation results show that
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the proposed protocol outperforms existing methods in key
indicators such as communication overhead, computational
delay, and scalability.
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