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A Local Differential Privacy Based Privacy-Preserving Grid Clustering Method
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Abstract  With the continuous deepening of mobile Internet applications, a large number of individual
data have been produced. Collecting data distributed on different terminals for clustering can find
the behavior patterns of people and support the in-depth development of application services.
However, these data often contain individual sensitive information. Directly collecting data for
clustering has the risk of revealing individual data privacy in the case of a lack of trusted data
collectors. In recent years, localized differential Privacy (local differential privacy, LDP) has
been continuously concerned by researchers in privacy protection because of its rigorous mathe-
matical theory. Most of the existing LDP-based clustering methods use partition-based clustering
methods, which are only suitable for convex distribution data and have the problem of large
clustering quality loss. To tackle these problems, we focus on grid clustering and propose a local
differential privacy based privacy-preserving grid clustering method. Firstly, we design an evaluation

index of grid division, which adjusts the grid density estimation error and the loss of cluster edge

Wk H 1 :2022-01-17 s fELR R A H 11 :2022-10-08. A PREAF B E 5 A AR B2 54 (61772131,62072156) % . Sk R A M LWk, %
W 5T 7 ) o B 32 9 B0 B AL 22 2 9. E-mail . dongyue@seu. edu. cn. {R #8815 GHEEH) 1 L #0382 W LA S0l of E B2
(CCF)£x b1, F M S B IR 1288 BURE R fA 2 223, E-mail: wni@seu. edu. cn. 3 ZR. 1 LF50 4 . FEAF9E 05 18] BRI 98 .
€T SN P TR I IR B o ) TG ol B A e S /5 o 115 1o 1S - o /A vl SOl L 2 W ) B D AP s A3 0 e sl I 4 €
IR E1 ] =Y N P o



24 SRR H 45 0 — Tl Ak T AR Ml Ak 22 20 BRURD 19 RO A SR 28 07 3k 423

information to guide the selection of grid structure. Then, we construct a cyclic feedback mechanism

between the server and the terminal, which uses data distribution information to iteratively optimize

the disturbance granularity, reduce the amount of differential noise injection, and improve the

accuracy of grid density estimation. Finally, we propose an adaptive grid aggregation method based

on grid structure to improve the accuracy of privacy protection clustering on the server-side.

Theoretical analysis and experimental results show that the proposed method considers the privacy

of each terminal’s individual data and has a good clustering effect on different distributed data.
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1. Generate girdList with grid side length m,,, ;
2. WHILE flag>0

3. FOR each u user DO

4 u reports<-DE(Encode(u) se;) ;

5 END FOR

6. FOR each grid in girdList DO
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1. Generate a gird Tree at height H;

LR,

2. FOR each u user DO

3. Randomly partition all users into groups H;
4. u reports<-DE(Encode(u) se;) ;
5. END FOR

6. FOR each grid in girdTree DO

7. Update grid feature;

8. FOR each grid in girdTree DO

9. IF grid satisly D,>>D THEN
10. / /4 32 TR AR S S 1A% 3 2
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12. ELSE

13. JudgmentSubgrid(grid) ;
14. END FOR

15. Return girdList
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1. Collector calculate m,, < Mopt(e, »m,D);

2. Collector optimize grid structure:
girdList<TreeAda ptiveM(e, D, H) OR
IterAdaptiveM(e, , D) ;

3. FOR each u user DO

4. u reports<— DE(Encode(u) ,e3) ;

11.  END FOR
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13. Clusters<InitializationCluster(girdList) ;

14. FOR each grid in girdList DO
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16.  Clusters<AssignGird(grid,Clusters) s

17. Return Clusters
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Background

In recent years, privacy-protected clustering based on
local differential privacy has been concerned by researchers.
Most of the existing research work adopts partition-based
clustering methods (such as k-means, etc. ), which realizes
the division of individual data in the terminal by sharing the
initial cluster center. Then the terminal will disturb the
partition information and submit it to the server to support
the iterative update of the clustering center by the server to
achieve the balance between individual data privacy protection
and clustering mining. However, due to the inherent limita-
tion of partition-based clustering on data distribution, it can
not be effectively applied to non-convex distribution data,
and the privacy protection clustering quality of non-convex
distribution data can not be guaranteed by the injection of
differential noise. To solve this problem, we focus on grid
clustering, propose a local differential privacy based privacy-
preserving grid clustering method, AGCluster. Individual
data is mapped to a grid, and LDP is used to disturb grid
number to protect individual data privacy. The idea of analyzing
the cause of the clustering effect, optimizing the selection of
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scale of differential noise are adopted to achieve the balance
between privacy protection and clustering quality. First, the
grid partition evaluation index is designed, and the grid density
estimation error and cluster edge information loss are controlled
by adjusting the grid partition granularity to guide the selec-
tion of grid structure; Then. a circular feedback mechanism
is constructed between the server and the terminal. The data
distribution information is used to optimize the disturbance
granularity and reduce differential noise injection iteratively.
Under the premise of protecting the data privacy of the terminal,
the accuracy of the grid density estimation is improved;
Finally, an adaptive grid aggregation method based on grid
structure is proposed to improve privacy-preserving cluste-
ring accuracy. Theoretical analysis and experimental results
show that the proposed method has a good clustering effect
for different distributed data while considering individual
privacy. Theoretical analysis and experimental results show
that the AGCluster algorithm has high clustering accuracy for
all kinds of distributed data.
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