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An Adversarial Contrastive Distillation Algorithm Based on Masked Auto-Encoder
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Abstract ~ With the continuous development of artificial intelligence, neural networks have
exhibited exceptional performance across various domains. However, the existence of adversarial
samples poses a significant challenge to the application of neural networks in security-related
fields. As research progresses, there is an increasing focus on the robustness of neural networks
and their inherent performance. This paper aims to improve neural networks to enhance their
adversarial robustness. Although adversarial training has shown great potential in improving
adversarial robustness, it suffers from the drawback of long running times. This is primarily
because it requires generating adversarial samples for the target model at each iteration step. To
address the issues of time-consuming adversarial sample generation and lack of diversity in
adversarial training, this paper proposes a contrastive distillation algorithm based on masked
autoencoders (MAE) to enhance the adversarial robustness of neural networks. Due to the low
information density in images, the loss of image pixels caused by masking can often be recovered
using neural networks. Thus, masking-based methods are commonly employed to increase sample

diversity and improve the feature learning capabilities of neural networks. Given that adversarial
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training methods often require considerable time to generate adversarial samples, this paper adopts
masking methods to mitigate the time-consuming issue of continuously generating adversarial
samples during adversarial training. Additionally, randomly occluding parts of the image can
effectively enhance sample diversity, which helps create multi-view samples to address the problem
of feature singularity in contrastive learning. Firstly, to reduce the teacher model’s reliance on
global image features, the teacher model learns in an improved masked autoencoder how to infer
the features of obscured blocks based on visible sub-blocks. This method allows the teacher
model to focus on learning how to reconstruct global features from limited visible parts, thereby
enhancing its deep feature learning ability. Then, to mitigate the impact of adversarial interference,
this paper employs knowledge distillation and contrastive learning methods to enhance the target
model’s adversarial robustness. Knowledge distillation reduces the target model’s dependence on
global features by transferring the knowledge from the teacher model, while contrastive learning
enhances the model’s ability to recognize fine-grained information among images by leveraging
the diversity of the generated multi-view samples. Finally, label information is utilized to adjust
the classification head to ensure recognition accuracy. By fine-tuning the classification head with
label information, the model can maintain high accuracy in recognizing clean samples while improving
its robustness against adversarial attacks. Experimental results conducted on ResNet50 and
WideResNet50 demonstrate an average improvement of 11.50% in adversarial accuracy on
CIFAR-10 and an average improvement of 6.35% on CIFAR-100. These results validate the
effectiveness of the proposed contrastive distillation algorithm based on masked autoencoders.
The algorithm attenuates the impact of adversarial interference by generating adversarial samples
only once, enhances sample diversity through random masking, and improves the neural network’s
adversarial robustness.

Keywords neural networks; adversarial examples; adversarial training; masked auto-encoder;

adversarial distillation; adversarial robustness
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BLEERY B4 58 2 0 5 AR E A S R 5 3
6 LRI FEAD
MAE filZrid a5 ik 1 fros. k1, x A
T EEARE R REA T, , I, . tokens= SplitImage(I,
patchsize smaskratio) fQF ARG I3 e KN patchsize
FIHE PSR maskratio ¥ G T FEAL 2> F) g ol W5~k
I, GEP 8 1, FERIAR S cokens I Zhid B A H
Bt Y L, o T 2 76 e A% 25 158 11 JE £ 45 25 tokens s 1
W s MAE.encoder 43 53158 T, 80 T XF N ) RFAE F o
F.;#R )5, MAE. featurelearning AR ¥ F,.F.i1 & 4
JRHFE F, 53 F 3% . MAE. decoder AR 4l F, Fl tokens
TR RS AR R A5 R 5 B Ja MR AR 450 % ok B S
MAE Z%{.
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&k 1. Multis MAE B9k, AR A KL 45 5 00 AR B () ¢ i 36 7 2518
A MAE: MIM B8 X 5088 2 5 e pochs « 46 7R 1k B Bl A IR p A X G 28 A P AR SOBE X HTREAR L,
patchsize: FUBR I BRI smaskratio W5 B 1) VB R 2 MR T i A BE AL 4 5 T AR Lo, FEN

o 22 RO A 1T A SR MAE 19 5 T4 2 2
i it - MAE DT R b T, 0 AT 50 26 5 2 B L i — 2 4

FOR i€ [0,epochs)
FOR I€ X
L, .1, .tokens<SplitImage(l, patchsize . maskratio)
F,,F.<~~MAE.encoder(1,) ,MAE.encoder(I)

A UL Bk A B2 T e 0 A 22 9 245 RS B AL
PR AR R 4B 0 SR 5 K 1 i 1515 S A
(EAFE R T T H AR R 22 A B BT

F,<MAE. featurelearning(F, ,F.) A K FE B B 8] 1717 L pl T 5 X0 A E A 28 A B0 X e

P, < MAE.decoder(F, ,tokens) FEAAL 2 TP & 4 PR AR 1 R B IR e A S HJE AR

HE Lo I H B MAE 28 P bR ERL I A L T — X BURE AR, B T R AT o &

END BE AL o PRI A — Uk B A B 3R 2 T ) @ T e

END FI X HUREA A R 1G58 T iy AFEAS 19 ZREME. 7

3.2 FERAIRZEIB T YRR AR A 2k A T ) — 2 X B A L RE 6 1

ARSCHOR PR AR R 10 2 A BOMBERY sy 03 1022 17 6 TG eV U o F S0 B
01 L P00 MR 06 5% AR B R IIXE L7 ST O H s o £ 190 A LA 56 0 1
(1) 2 4 5 AR R O6F T AR A RE IR 119 2 ) B8 7 184 58 X T P ok 5 2 B TR AR ). R R, A4S SO AT HE 2 S I
B 21 B R T 40060027 08 0 3047 01

ST PR R PR 11 27 2R B CRRIERER oo ) i R A 05 2 T SUREAC I 0 20 5 R . 1 T34
1T IR B 50 2650 M At ORI A R R A 40 3k R R
S BB EOR B2 ) WA B R B T & BT DR Ik (5) R AN 3 .

JEyREAE (4 BE 7 » 020 455 R0 X i A P45 R BT A R AIE 1 S Tou |?
El‘(;/}uvt = KL ( Snut ’ Tuuz ) + - (5>
HAE. 1So I 1 T |

T
"\H —> HUTEAT W&
KT, l

i prps — e AT, BOBAISK P
@‘r robust dlas
I

3 AR A A
SO T S, 13 25 A R BBt B AE - T IR 2 WLAS P I P19 40 30 R 8 19 F 7 T T B i i
TSR (3 H . KL (S, s T ) R BB K omasking_ratio {83 4 A V6l 1R 038 14 L, %2, 15 45

s s s KL g, | S T [P U BRIUURIR A CUL b 2 L0 B0 0
S T H| B> Al L3 | T T — W ST S 4 ¥ — S - YR cHe
PR RN TS T 0 T 0 7 50 0 [ 901 425 Sk 08

7 0T AR AL 2 AR AR B L 2 ] X L 4 K Oy, R P A2 SR A5 2R T H 5 0 R Lo T
T,.=SCmask X 1,4,):S,.=S(mask X I.,.,)smask 7 (6) 7.

RS R EL masked 7 B BEHLIE B, 7 3% X 2T Lo =CE,,. D) (6)
T HRORT T A R Ay R R R R R A R R SUC6) Y CE AU 38 UM 40 2K oK 8 £, AU AR Bl 22
SR, T R ALY B — Rk A SR i R AOE TR 0 R AR R A5 5 1 AR B AR
R TS B AR B S T) A7 A 2 3 Il SRR A ) & R E AR 45 5

FEPE. A B £ oK KL masked Cimagesize, patchsize, AR SO G MAE 20045 84 1| 5 6 B 1 A A 7Y
masking_ratio) ' , imagesize 1,3 5y A K15 B R~ BEEE 2 in. EEE 2 MAE UEEEE 1
R SCH BT A MR B B N E DT TR ) » patchsize fRFERE P EAVIZRSE M MIM #EL model (L3R Z AR T}
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B BTN A 3l g D 28 10 X B X B 2R Rk 2281

GREVER AR AL, X 53 1 R R A TR, X
B EXPREAR Ligo v TEHREAR Lo, MAREE 1, X2
AR SCREAE T 2 2 A8 rp ORI/ 3R AR ] A 32
J PRl AR S0 A R YO T PR AT DK
Xof A AR Th & P (A model 2R B RHUREA £ 4L
T A% R B2 1 i 2D 17 R e I 5 v 5 S T 2B
X HURE A T BOFE N A [R) AL
ik 2 XA
HiA: MAE: MIM #5758 ;s model : H AR AR A 5 . 5048 4
epochs JEIRIREL s patchsizel : MAE H7 [& 44 43 B
KN maskratiol : MAE w3 £ F B (1 H 3R
patchsize2: % A 5T op BRI Y F e R b
maskratio2 : % HE AR IR B L R
i : model
FOR i€ [0,epochs) :
FOR Lo s Lijeun L€ X
I,,1, ,tokens<=SplitImage(l, patchsizel ,maskratiol)
F,<~MAE. featureleaning(MAE.encoder(L,))
L. <masked (1, ., » patchsize2 ,maskratio2)
F,<model.backbone( L)
lpre <—model.classi fier(F,)
T Lopise s Lot » T FEH model 1925
END
END
A 2 BATH RN H A BRI L 2y
#IN T, L, RSB 1 HE AR EG HR G T,
A MAE HEAT 115045 2 0 B 7Y 42 Jey IR R AE 5 SR8
J5 3 X Ltean (8 5 Lo, A T3] 1) 38 255 RUST 01 288 2 56 3
FTBEALEE R AG 2 1,0 OF A 73 B EME HO2R ER
HE P S A T R R B 005 3 POk R R S
Lo A2 A BB model . backbone W, 15 3] 2% H: f
Bl AR AL Fo IR AR FO90 1,00 BSR4 £, 5
JG s Ly s Lot » I F model 1S5
PRI 5 AR SO A I 5 T O ¥R T DA D R
PER 3« 85— AR 43 (5 1t 22 1) 4 2% o MR Jmy & 5 2L 4
e REEMRESfEX — PP ACRAT MAE.
5 AR G IR 28 0 2% )RR AE 2 7 BE ) RN BT
P 3 S 0 L 2R 1R A ) S PR AR SRy U
2 NHIE ok UL RE B8 372 TH 1 28 ) 2% 14 X Bt & A 1E

4 SLIGHR

AR S AP R A i T 2 0 4 5 R A Y 1Y
TR BT TAEAN . 401 R T SR

4.2 PR T AR SO 5 B T VR R L S B 4
Ry 43 TR TR SIS S5 R IR TR SCA
f 4 — TR 2 B A R s 4.4 1 Rl A T s AT I ] Y
SEI A

4.1 XLIIFEE

BIRE. 7 RIEA RN Z R B A
WMk A Sy BIHE CIFAR-108 F1 CIFAR-100 %48
B PEAT T AR S8, CIFAR-10 1 60000 1 32X
32 R A R AL o A 2 10 A5 L B4 28 0 4
T 5000 kY25 A% A1 1000 5k 3k [ 1%, CIFAR-
100 1 60000 W 32 X 32 % (A B AZ 41K Hoh &
100 AR5, A=A R4 & 500 BEINZRIE %R . 100 4>
DR A A A SCrp Jin A7 08 B B R /NI R
224 X 224 RSP MR B3 MR R 1D,

BAREEY. O 15 UEAR SO0 A [ A5 R A A %5
M 2 T4 9 7E ResNet-500" Fl WideResNet50087 451
RIthIGF T A LAY 8 s, ResNet-50 F1 WideResNet50
I A B P 22 0 2% 73 SR AR L R SOAR i T 5 1Y
Z RN 2 H AR A5 3 b5 o AR, I R A A SCHR
FR 7 1 R AR A TR DR AT B AR PR R T 15 21 T & MR A
R FERCAL AN S B b A SOR T BEBL RS FE T B
(Stochastic Gradient Descent, SGD)/E M L4L 7S . %
B2 R K 0.003, 3 & H F (momentum factors) %
R 0.9, KL TE 45 98, (weight decay) BB F 0. 0005.
B HERSE B BN SRk AR T 20 UK, B 1 P AR 1Y 1) Il ik
T 10 K.

HERONSESRNAET. AR H VIT (Vision Trans-
former )% MAE 1) 2 15 5 il 1% 2 45 0. ViT
REAS N — I 73 BE o N XN 1) BG4 B — 4~ A
HEEEBGTHIFH. SR . VIT D B2 5 4 2 2 HL
T-H A FRIE (patch tokens) , 78 T BebRic A B A]
) WAL E AR ARRAE . — ] 2 ) /Y [CLS JARid
BTSN B RFAE P 51 vb BRI S TE TN T Y e
791 b 5 B R OC RRAE AR B AR 0 T 81 A B A B
Trans former JZ2/ . Trans former J2 & ViT B % il
ghply B 3 B AL (Sel f~Attention Mechanism)
FVHT B BR A5 #4142 0 HE 2 A L. A TR ) a5 M
r=WAk N IR ESIE TN U= Nl T R D E
fESCFR. VIT 45 [CLS AR IC AH 5 1 R ik R 7R A
B it MAE B¢ VIT $2 B0 135 51 43 S 7] 0L 5 3
AR 7, FF 77 AR A T RbR i (L 1 o T
D5 (8 7R I B AR AT WL Henal) SRS TEAS B %
i FTEE RS T PR R B 25 R 2 ) R T R R
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Hl

7 2024 4E

o
=B

DI A SC o 3 F VT 540, 4 5 %5 2R 1 12 2 1
Transformer 5%, k18 25 % FH 8 JZ WY Transformer
SRR R AIE 2 2] B HRORE B i PR R AE £ T 7 1
AT AR 2 FE 5 0] 0L HURRAE A [R] L O ff B
FVRALE » SR 5K Softmax J5 4FAE 5 Al WL 5 B Rp Ak AH
e , foe Jei B BE AR AIE 5 ] 0 HURRAE Rl A (0 15 07 fig
% 7 fiff A5 2% 22 FAR 5 43 1) D By o) & i R
FRAE.

I 25 MAE 3 #2 v, A& X CIFAR-10 F1
CIFAR-100 Hv 4 xf HAD 5 g 5 2% 1 15 25 19 MAE
BRI R B AR 2 45 28 U1 2k 100 k. HKL 8% MAE
(9 2 500 28 B AL 5 R AIE 2% > 15 B i) 5 B0 op il )
Loee W 20 WG $EBCBIMEARL, SR 5 A SCR A
[Fi] P19 38 55 36 A H R /N KL BIRE 33 2% R0 X B 45
FAE R I R B 2 2 AR BRI K AR 10 IR 75 2] & 1%
PERERY. f I 8 AR 215 B IR A5 30 1) 43 2 Sk %
TR AL E P 0. 75, FHAU/NEE 165
Xf T AR R B B PR R 0. 7, FHR/DBEE 8.

WEHEE. N T I UEAR S XA R R B B
(4 B 480 %0 S FGSMP! | PGD) | AutoAttack™ " Fi
Jitter™ " Bk Bl >R 1 A %ot 1ok B3 vk R TR O ik
15 20 0 B AR 1557 & e PR SR AT DU

2 L8 H P 2 W 45 TE T 4E A3 ) ) 4 R
FGSM 1) 32 2 JEVAE 2 38 2o 5 4R bl 28 009 2% 6 132 72 Ak
S K7 ] o IF AR 48 0 T 1) (9 52 5 1) 77 A2 XL T4
SN B T RE A v 52 e i 4G B Y. FGSM I i #5086
A v AFLZ H0 O X T T R 1 Ok L AR R B PGD 5
FGSM A 81, 3 ff F - 48 bl 28 190 25 1% B KA 5 T
] AR I A KR FE 7 ] By 5 ) AR 6 T
W p 2 M 2. PGD 5 FGSM 2 (1] ) 22 5 )&, PGD
FR 5 %k BT 48 2 — A F o 1Y 38 e B XS $E
FEARBE BT & B . AutoAttack J&— 4R
I S A QDO G = R S S A N G iy =W
# APGD.; \APGD), . FAB #1 J5 4 if; (Square
Attack). APGD & — MR B & X P ik 78 5
OB SR — WCOE ) A 1) 1. FAB fgfg
I /MEXT T4 2 AR BT . P Oy o 2
— MR T O R e uE L BB TE AN TR
FEAT B I8 B0 T 58 BURE 2 0 8 SR W X T T 4.
AutoAttack J&—F 55 T 20 7 2 0% P ki Iy
2. Jitter HBC T T A 401 2K oK BT T 4 X BT K
i HER 2R, SR 5 38 o B R B Y Logits 1E DU £k )
— R T TR ol ROBEAS AR R 5 1A B 45 2% pR 5K

rh. Jitter REE JRE A b B AR AT A5 B2 T (B 2R AR
DU 8 DR 9 Bl Togies AR 48 000 28 7 A= %) B 5 A5 HH)
[i] L.

TEYI 2 A5 i PGD 57 Bl T ok A= U HE 15 Y
AR HUREAS I A SO B3R AUB Ol 40, B R TR
BN 8/255. AR VP AR b X T B i R B b v
Y Az BSORATLAE A 0 3CASE Y f E. XF T A — b
XF B Bt B AR SO I R AT 8/255 A1 16/255 Ak
I R X T AutoAttack B3k SCHR A L Bl
XU AR R R BT 2 80 R R EGA S 5
torchattack(python £3) i 3 7= A= 7K 3C o BT 75 22 1Y)
XFHUAEAR.

Pe B 77 3% . SO A [ A 288 18 X e By 0 4 92
SARSCHE Y B X H X BT 2% 1 O s AT A AR
IR B 1 B, 5 X B I L 2 TR O R R X L A ) A
(1) AT(Adversarial Training)™?, AT #33 i A
SR . (min-max) 23 20K S0 #1718 7 B A — A
I [] Y B HE G 25 22 9 2 FIK 00 e e AE I
R — YA AR AT 72 P ek B0 A 100 Bt
FEAS e KA 28 0 265 458 2% [7) I 7E Sh ek 550 rb )il 25 40
25 W) 255 g /N AR KT T ¥ R0 O AR AR 1 468 2K 32 T il 22 )
& P (2) TRADES™', TRADES #1443
il Ao 22 0 288 RS HUREAS TR R A5 2R R o S4B R A B
P I o M e 2R s R i T A0 AR Y
251 B 5L TRADES Jiad & F KL HRE Aot )1 2k
(8 5 15 i Tt 22 I 248 A o UAE A b 110 U3 T %
WA 1O 0 & #  F0AR o v il 8 2 (8] 69
(3) IAD(Introspective Adversarial Distillation)™*,
TAD rhal Sy R 78 18 3 7 v 2000 190 2% S T 8 )
P2 1 AN AR R0 T2 DDA R« SR FH 200 1 2% o AR
AR RS TUREAS I b 22 W 25, 5 %) 1 28000 ) 2% i1 g %
A ) 2 2 W28 R BURE AR ) SR R T B TAD
P T AR NPT 25 18 R 2 AR R AR AR i 2 U A A
Xof 1 VBRI A0S R A X HUAE AR 1) 6 B R 2 A AR A
ML E; (4) MTARD™! (Multi-Teacher Adver-
sarial Robustness Distillation) {ifi Fi 2 ™ 25 Jifi 451 1 ,
£ 5 NI R AR I 2575 3] 00 BB 78 X 5T I
HOR AN 2 A R R AT R IR 5 (5) AdaADH
(Adaptive Adversarial Distillation) .t R 2 U A5
BRI AR G B 5 2 AR A B 52 . el 250 Ui A 7Y
AE % A I8 N Y 42 R N B 45 2R 5 (6) RoCL(Robust
Contrastive Learning)"". RoCL H$2 1 T —Fh i FH
TCHR 25 B (9 05 50 B 48 J7 2. RoCL wpr g iy 17— b
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SR RETHE N B Sl 2 B g XU b AR A TR 2283

B X b 2 > HE SR A S IO BSHRE s 45 1 17 0 T R
FAXEHLIN ity O AP B T30, 6 T ad i ok
AR AE AL 354 198 B0 A A R X Bz 1 AR 6 T
P Z 18] B A ARLPE 45 T 22 T 5% 1 ) 0 5 4 1k
4.2 FtLbEEE

B AR SCHER 1 A 2 P JEIR T A F i X 4t
T R0 Bt B A8 55 1 AE CIFARIO ¥4 4 Exf T

ResNet50 1 WideResNet50 [4 32 46 45 5. 8/255
16/255 3 53 AX 2 % 0 Bt B0 vk 19 d R T 0 9
o v 9 A 3 A A L AE TV RO 4R B R HE R .
Baseline fQFRAEFRMERI AL F (1 T ¥ BE A R BT AE A
S ER 25 R, B Baseline (95U A LR P : (D) B
TR B0 20l B 0 0 A A 5 (2) Wi DR B R R AR T O
2 A RE.

%X 1 CIFAR-10 §1 ResNet50 B LIk 45 R (BAA7 %)
. e o PGD FGSM AutoAttack Jitter
MUTE R 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255
Baseline 96. 95 59. 58 0. 00 60. 83 20. 62 57. 31 1.35 61. 25 1.25
AT 76. 31 47. 50 38. 34 43.25 31. 91 73.31 57. 64 67.72 51. 98
TRADES 72.29 67.53 31. 35 67.31 33.32 74.85 65.93 63. 34 57. 34
IAD 76. 61 61. 21 62.54 59.93 53. 04 68. 47 61.58 61. 94 54.51
MTARD 84. 97 58.78 58. 20 64.07 48.99 64. 54 55.41 58.17 57.21
AdaAD 83. 24 58. 63 58. 34 61.13 50. 39 64. 34 58. 32 59. 34 58. 34
RoCL 86. 34 51. 41 29. 83 72. 61 63.31 76. 67 62. 31 69.72 62. 24
Ours 94.57 73. 62 55. 44 71.81 46. 44 78. 96 64.53 73.33 73. 96
% 2 CIFAR-10 f WideResNet50 [ SC36 45 8 (BT %)
. e 2 PGD FGSM AutoAttack Jitter

MUk R 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255
Baseline 96. 75 43.96 0. 00 41. 25 16. 25 41. 63 0.35 4417 0.21
AT 80. 35 45. 50 30. 34 47.63 35. 31 72.98 58.78 65. 34 53.21
TRADES 79.67 63. 94 51. 81 65. 31 30. 64 74. 31 62.94 66.72 56. 39
IAD 82.38 53.09 53.17 63. 14 48. 31 66. 20 57. 86 57. 86 57. 86
MTARD 79. 92 61. 26 62. 09 59. 45 55. 50 69. 26 59. 55 70. 76 61.98
AdaAD 80. 83 62. 23 63. 61 56. 17 52. 50 68. 14 58. 66 69.73 60. 93
RoCL 91. 34 49. 66 26. 39 73.01 60. 31 74. 06 59. 60 67. 34 59. 42
Ours 93.74 71.38 71. 62 73.56 54. 62 76. 88 62. 50 72.38 76. 00

TEFR 1 h, Al DO 3], A SO % T PGD,
Jitter £ T Y5 &k 8/255 1 16/255 #RR I T #ix
UL B 26, 4 F FGSM Al AutoAttack 7T
P g 8/255 W £ B F. 24 FGSM Fl AutoAt-
tack B hy 16/255 B A 3C 7 ¥k 1 & 8L 43 AR F
RoCL il TRADES J7 k. 0] DLW %% 2], A [] () & 45
7 56 T v B0 4 v i TR SR 3 A AN [ R 1Y
TR AFLIE B A 1 AR R AE AN [R) X BT T A 0 PR
1 %

FEZR 2 v, T LIOWER B, AR SCO7 % F Jitter 7E
THeak A 8/255 A1 16/255 B R B T & 4 (17
MAERG R, X T PGD fil AutoAttack, A X FELE T
Pk sy 8/255 BRI A UF . 2 THRIREE Sy 16/255
i} IAD F1 TRADES HA 8 i (1 #Eif 2. 4 F FGSM,
RoCL B 7E T #L 3 £ 2 8/255 Fl 16/255 B R
T B A R B X R B T A )N B R X P 1%
Hh 4 SRy {5 2 I A S 2 — T 500 R X T Y
Iy k.

1R 2 R S 45 0L bR oA T A T
RO B T TR A8 S EL R A AR B ) i
=870 NIIES =5 SOPOE R = IRV K-SV =N
CIFAR-10 1) SZ 56 45 R 3 W1, A< ST J7 ¥ A8 AUAE )
PUREAS B IR R B AT 4, T L BB 98 A KR 2 b R R
H b 155 T 00 s o B8040 4R 1) U] TR A 3R

FEZR 3t UL SR B, AR SCHE L X F FGSM,
AutoAttack Fll Jitter B8y 78 M 5 5 JF 8 8/255 F
16/255 IR fie B 19 AR Bl A o 3. % T PGD Hili
VL A SRR AR Yo s B Dy 8/255 I B T AT 1Y)
R YU SRy 16/255 I TAD 59k A B 47
2.

TER 4 Al DO ER, Ydhsm EE R 8/
255 1 16/255 B, A& SCHA X T PGD, AutoAttack
M Jitter VL BA A7 R B X T FGSM Bk A
AT T YU ICE O 8/255 I HA BHAF Y £
PR G s BB R 16/255 B, AdaAD B3k HA
TR R
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% 3 CIFAR-100 &1 ResNet50 fyLia £ & (BT %)
o e 2 PGD FGSM AutoAttack Jitter

HH Tk b 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255
Baseline 82. 44 20. 21 0. 00 19. 38 5. 00 18. 31 5.13 17.50 0. 00
AT 56. 21 35. 04 27.18 33.94 31. 14 33.55 31.55 34.16 32.21
TRADES 56.61 30. 00 26. 21 35.31 34.13 33. 46 31. 26 31. 27 30. 17
1IAD 57.08 32. 31 29.91 36. 94 37.47 35. 84 34.43 32. 31 33.32
MTARD 59. 39 33. 97 30. 19 36.73 36. 69 35.69 32.23 33.16 31.12
AdaAD 56.92 37.13 29.92 38.99 38. 26 35.78 35. 86 36.22 31. 44
RoCL 64.21 36.31 30. 31 38. 17 36. 17 36.61 35. 50 24. 36 22.13
Ours 77.38 38. 96 20. 00 41. 88 41.67 38.23 36.21 36. 88 41. 46

% 4 CIFAR-100 # WideResNet50 fJStid 45 R BT %)
R U PGD FGSM AutoAttack Jitter

RS b M 8/255 16/255 8/255 16/255 8/255 16/255 8/255 16/255
Baseline 85.72 25. 83 0. 00 24.79 4. 38 21.13 3.74 25.42 0. 00
AT 58. 31 37.98 29.58 36. 74 33.05 35.61 33. 36 36.18 33.74
TRADES 59.42 32.05 27.57 37.91 37.05 35.49 33.08 33.12 31.37
IAD 60.13 33. 81 32.56 39. 20 40. 34 38.69 35. 82 34.61 35. 82
MTARD 69.76 36.41 34. 05 40. 39 40. 97 42.43 40. 67 38.43 36.19
AdaAD 66. 79 34. 87 34. 55 41. 87 41.70 44,21 41. 26 36.72 35.51
RoCL 65. 31 39. 06 32.67 40. 26 37.96 39. 57 37.29 25.75 24. 15
Ours 77.33 43. 80 45.42 44.58 27.29 46. 88 45.42 43. 32 48.12

R4 aR 3 ARk 4 25 R, AT AR 53R 1 fnk 2
AEABLR S5 30 4518 o RIAS 7] 1 45 s vk 0 48 T 3 0 1) 5 B
AR o A 232, {EL [] B SL R A% i T AR AR T X R B A A
BRI HE B . 7E CTFAR-100 o, A SCHY J7 R 7E
ResNet50 fll WideResNet50 §1 EHAG 5 i {1 4 F 3E.

MRPEE 1 236 4 M SCgRgs A, vl DOEL 3], A 3¢
(1) 75 ¥ e A% a8 Ao 1 R H AR 7Y 4 2L A AR 4 9 4 T
DA BT G b 42 R {5 B A HEBRBE 7, 98l 55 B Ar
AU G 42 Jr 5 5L A . AR SOy 7 I RE RS 45 A
o FHHE R B 30 g 05 g 465 5 X BT I 5 L% B 28 08 1 O
s 3K AR SO TR REAE LU X BT I 25 L B A 2% 1R U B
22 R R R A R AL R A SR
FE W8 75 W R B8 B 19 LR 4 A 1 ME B R % D0 T - IR 7
XPXTPUAEAS B R M R . BB & T H bR AR X T
EEE.

4.3 HEXE

R T U B S 5 v S B0 18 BRORAS SOOI 9 18
P £ AL B B AR SCHEAT T AR R I Al L .
4 A3 HE CIFAR-10 A i A ResNet50 #E47 1 5256 .

(D 2 T 3B MAE Y15 b a] D5 e« 45 1
Pe=3:17 (45 2PE, Bl Ry 3/20=0. 15, A& 3L
WE BB TFIRANA 8, P57 1 E 0. 75,
0.80,0. 85.0. 90.,0. 95 ff F{I b i i 5 ATy 2 7% b1
HESEAT L, SEE 45 SR 3k 5 s, £ 5 iy L
gER R, B R N 0. 85 i, ResNet50 B % 78
CIFAR-10 %4 4 v R 30t f 47 0 1000 o i %, X
AR SCHE AT WL e s P e =317 [ A

RS AREIEHEXREERENZNE

UREES b HE HE R
0.75 0.8735
0. 80 0. 8967
0.85 0. 9363
0. 90 0.9124
0.95 0. 9034

(2) 2y 1 U6 H ) Fe 2 488 v A& - B R/ e
B A A JAE AR S0 a3 S B EHR T RN 2,
4.8.16 PR F 0. 65,0.7,0.75,0. 8 LI 1 i 1
M PGD X HUfE i £ 4E R 25 17 AL L g 2
Mk 6 PR, & 6 P SEIe 25 R U] AEXS L7818 =
I R AR B E N 0.7 I ResNet50 7 b e HE#
SRFNRT B HE A 3 b A B ) R B

M P RSF 3B N 4 B, ResNet50 £ 1
AR PR E N 8 I EX P
W% LA AR, BT A SOy Uk 2 DX e B A
 EAR PUHA SCE B He Ry 8L iRy 0. 7
HEAT R LU ZE 1R S 5. 3% 6 Hr i SE e 45 R IE B MACD
e SR T B AL EE 44 B8 8 42 THFE A O B0 BE 4% LT 1 i
A Z AR L TR I RE 08 4 2 Bl 28 0 25 1) % 0 1 1k
B2 5P RoF 45 T 78 MAE (i jl i 5 He R/ 16
A i 22 X 2% fuli P 2 1 DA 350 U A 7Y e 4 K i) 4 2L
JI237 55 31X FR WY I TH 7% 18 23 0 Ok AR A rh g 45
S o AT I AT 356 49 220 DA AR S — A 28 OC HE S 1Y [ AL
PRy 0.7 B HA AP R W BLET T M MAE
H 24 7R R JHE P 4E FE R ) A BR.
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Background

Owing to the inherent vulnerability of neural networks.
their deployment across diverse domains has faced a certain
level of impediment. Through the integration of masked
autoencoders, contrastive learning, and knowledge distil-
lation, this paper introduces an algorithm with the objective
of fortifying the adversarial resilience of neural networks.
This algorithm is meticulously crafted to mitigate the impact
of adversarial interference within neural network inputs.

The neural network’s vulnerability pertains to the phenom-

the

perturbations into the input can result in misclassifications.

enon wherein introduction of imperceptible, subtle
thereby eroding the reliability of neural network outputs. As
a result, the pursuit of enhancing the adversarial robustness
of neural networks holds paramount significance.

The pursuit of enhancing adversarial robustness in
research primarily falls into two categories: input refinement
and enhancements to neural networks themselves. The ‘input
refinement’ approach involves subjecting neural network
input samples to a certain degree of perturbation or anti-
interference processing. Subsequently, the network undergoes
training to yield a more resilient model. The ‘neural network
enhancement’ method primarily entails adjusting the model’s

architecture or training parameters to enhance the neural
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network’s accuracy in recognizing adversarial samples. Note-
worthy algorithms in this category include adversarial training,
contrastive learning, and knowledge distillation.

This paper introduces an enhanced masked autoencoder
capable of inferring global feature representations during the
encoding phase by training the model to deduce global feature
sub-blocks.

achieves this by incorporating the features obtained from

representations based on visible The paper
encoding the entire image as auxiliary inputs and employing a
cross-attention mechanism. This cross-attention mechanism
facilitates the integration of the globally encoded features into
the auxiliary model’ s inference process, thereby enhancing
the extraction of global feature information from the image.

The authors of this paper have conducted a series of
studies on neural network vulnerability, including adversarial
attacks, robustness assessment, and adversarial defense.
Some of our achievements have already been published in
Neural Networks.
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