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Service-Oriented Node Importance Ranking Method in SDN

ZHANG Di LI Xing-Hua LIU Hai MA Jian-Feng
(School of Cyber Engineering s Xidian Universality s Xi’an 710071)

Abstract In SDN, Controller is the brain of the software defined network. It not only provides
the flow tables of data forwarding for Switch nodes in the lower layer, but also provides all kinds
of information for applications in the upper layer. The experiment shows that when a controller
manages 300 switches, the delay of setting up flow tables for the ping command is up to 300 ms.
However, the delay of large domestic sites is only 20 ms. With the expansion of network,
Controller will become the bottleneck of the network, which will directly affect the performance
of the whole network. Therefore, how to reduce the burden of Controller is a key to ensure the
efficiency of network. The existing work shows that it can realize observability and controllability
of the network by selecting a few important nodes, so an effective way of reducing the burden of
controller is to rank all the network nodes and pick out some important nodes, then, we can

collect network services information of these important nodes to evaluate the status of the entire
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network. According to the status of the entire network, Controller distributes control strategy
for these important nodes, these important nodes spread control strategy to the entire network in
order to control the entire network. Controller just manipulates these important nodes both for
collecting information and distributing strategy. It not only reduces the work of collecting
information, but also reduces the work of distributing strategy. As a result, it reduces the
burden of Controller. Aiming at the above problems, a service-oriented network node importance
ranking method is proposed. The software defined network can acquire global parameters, so this
paper can easily choose network parameters, like network topology, traffic and so on. Packet loss
and delay are different in different network service, so big variations in the importance of the
same node have opened up in different network service. Thus, the paper also picks out some
parameters related to the specific network service, packet loss and delay are as fixed parameters,
this paper also supports adding new parameters related to the specific network service. After
selecting parameters, normalization processing for all the parameters is made, and then the paper
determines the weight of all the parameters by using principal component analysis method. The
importance indexes of Switch nodes are obtained according to making weighted summation. Finally,
the paper sorts Switch nodes by importance index. Controller just needs to collect information
from top-ranked Switch nodes in order to reduce its burden. This paper takes the service of
detecting TCP flooding attack in SDN as a case for experiments. Extensive experiment results
indicate the effectiveness of parameter selection, especially for those parameters related to network
service, and this paper is better than existing schemes. When collecting information from the top
40% of the Switch nodes, it can not only reduce 60% of the Controller’s burden, but also ensure
the success rate of attack detection as high as 94 %. However, the burden brought to the controller
by the scheme itself only takes 2%.

Keywords SDN; node ranking; the burden of Controller; service-oriented; TCP flooding attack
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Background

SDN is a new network architecture that decouples the
data forwarding layer and the control layer. Controller is the
brain of SDN, whose work mainly includes handling all kinds
of requests of switches, communicating with other controllers
and providing information for App. Our experiment shows
that when a controller manages 300 switches, the delay of
setting up flow tables for the ping command is up to 300 ms.
However, the delays of large domestic sites are around 20 ms.
With the network scale enlarging, the burden of controller is
heavier and heavier, which will directly affect the whole
performance of the network. Therefore, how to reduce the
burden of controller is a key to ensure the efficiency of
network.

The existing work shows that it can realize observability
and controllability of the network by selecting a few key
nodes, so an effective way of reducing burden of controller is
to rank the network nodes and pick out important nodes, we
can collect network service information of important nodes to
evaluate the status of the entire network. The traditional
network with distributed architecture is hard to get traffic
and the forwarding frequency of packets, so these methods

rank network nodes in terms of static information. However,
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SDN with centralized control can obtain much more network
information, which is important for judging the importance of
network nodes. The traditional methods are not service-
oriented, which are difficult to satisfy requirements of different
services. Because SDN does not define the function of network in
advance, it is defined by the APP. Some nodes are not significant
in a specific App, but which are important in other APPs. Some
papers focus on basic work of the controller to reduce its burden,
but with the increase of network service, they will have
significant influence on controller performance.

This paper proposes a method of service-oriented network
nodes importance ranking. For each service, we consider static
information and dynamic information of switches and combine
with specific network service to rank the importance of switches.
Controller can collect information just from the top nodes, so as
to reduce the burden of controller. We take the service of
detecting TCP flooding attack in SDN as an example to do a
lot of experiments. The results indicate that when we collect
the information from the top 40% of the switches, which can
reduce 60% burden of the controller. The success rate of
detecting attack can reach 94% and the burden brought to the

controller by the scheme itself is very limited.





