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Abstract  With the increase of the types and numbers of the embedded devices in today’s rapidly
evolving IoT (Internet of Things) era, their security faces a huge challenge because of the
increasing interconnection between devices, manufactures’ of neglect of the security while
designing the device, the not timely (or even difficult) firmware update, and so on. More and
more device vulnerabilities have been exposed in recent years, revealing that embedded devices are
prone to lots of vulnerabilities. However, the characteristics of the embedded devices (such as
wide variety, strong specificity, closed source and limited operating environment and so on) make
the general vulnerability mining technologies inability to be directly adapted to the embedded
devices. In recent years, a lot of practical and feasible solutions towards the security analysis and
evaluation of the embedded devices and their firmware have been proposed by the security experts
and scholars at home and abroad. But so far, there is no detailed and comprehensive survey paper

about the latest security research results on the embedded devices and their firmware, which
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makes it difficult for the security analysis researchers to systematically understand the progress of
the embedded device and its firmware security analysis technologies. Focusing on the security
risks faced by the current embedded device firmware, this paper gives a survey of the latest
research fruits at home and abroad, and makes a comprehensive analysis and evaluation of the
related security analysis technologies. Firstly, it deeply details the manifestation, the classification
and the acquisition method of the embedded device and its firmware, as well as the attack surfaces
and the automated extraction methods. As it shows, the attack surface targeted at embedded
device involves the entire life cycle of the embedded device, ranging from the hardware-level to
the network-level, and there are many types of vulnerability, with web vulnerabilities (such as
cross site scripting, command injection, authentication bypass, etc. ) and memory vulnerabilities
(such as deny-of-service, buffer overflow, memory corruption, etc. ) even in equal proportion in
the last three years. Secondly, the technologies of the security analysis on the embedded
firmware have been refined and analyzed, ranging from static analysis, symbol execution, the
binary vulnerability association, dynamic analysis platform to fuzzing test. The analysis shows
that the research on the security analysis technology of embedded devices and their firmware has
been rising gradually in recent years, and some progress has been made, especially the binary
firmware vulnerability search based on Al technology and the dynamic analysis technology based
on firmware re-hosting, both reflecting the fusion of the new technology and traditional security
technology. However, as it shows, the embedded device firmware security analysis is still in its
infancy, and there is still a lot of open work to be further studied. So, as the end of this paper,
we give some interesting research directions for the researchers, such as fully/semi- automated
firmware hosting and effective greybox/blackbox fuzzer towards embedded firmware.

Keywords embedded device; firmware; static analysis; symbolic execution; firmware re-hosting;

fuzzing test
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ARBETE MMIO FHf il I 804 3 S A 32 DMA #
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@  https://github. com/nccgroup/ TriforceAFL
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