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Abstract In decentralized markets, the liquidity of data assets presents a critical challenge due to
the inherent characteristics of blockchain systems. Specifically, significant amounts of data assets
are typically required to remain locked within smart contracts until transactions reach completion.
This obligatory locking mechanism, while vital for security, severely restricts the liquidity and
flexibility of data assets. Consequently, data owners and other market participants face reduced
efficiency and increased opportunity costs, hindering the broader adoption and scalability of
blockchain-based decentralized applications. To overcome this prevalent limitation, this paper

introduces a novel hybrid protocol for the secure transfer of data ownership, operating through a
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combination of on-chain and off-chain methodologies. The principal innovation is facilitating the
safe transfer of ownership rights over locked data assets without placing additional computational
or storage demands on the underlying blockchain network. By integrating off-chain operations,
our approach mitigates the scalability concerns commonly associated with purely on-chain
solutions. Firstly, we define a comprehensive system model consisting of three essential
stakeholders: the data pawner, who initially owns and pledges the data asset; the third-party
transferee, who aims to acquire ownership rights to the locked data; and the data pledgee, who
holds custody of the data asset during the pledge period. This structured model lays the
groundwork for identifying precise interaction patterns, role definitions, and security requirements
essential for robust implementation. Subsequently, the proposed protocol leverages zero-
knowledge proof techniques to authenticate the identities of off-chain participants. Zero-
knowledge proofs enable verification of identities and transaction legitimacy without exposing
sensitive identity-related information or details of the underlying data assets. Thus, participant
privacy and asset confidentiality are robustly preserved throughout the transaction lifecycle. To
realize the secure and fair transfer of control, we incorporate a two-party fair secret exchange
protocol executed entirely off-chain. This exchange allows involved parties to securely trade
contract upgrade keys, enabling the modification of ownership rights associated with the locked
data. Such off-chain execution significantly alleviates blockchain congestion and reduces
transaction-related costs and latency. Moreover, utilizing an upgradable smart contract
infrastructure further ensures that modifications to ownership rights are securely and reliably
reflected on-chain without unnecessary complexity. Finally, we rigorously evaluate the proposed
hybrid protocol through comparative analyses against existing methodologies in prevalent real-
world scenarios of data asset collateral loans. Through comprehensive assessment, it is
demonstrated that our proposed protocol consistently achieves superior outcomes, particularly in
terms of improving liquidity, enhancing transaction efficiency, and ensuring participant privacy.
Specifically, empirical results indicate that the adoption of our protocol substantially reduces the
latency associated with ownership transfers, facilitates increased frequency of data asset
transactions, and significantly improves overall asset liquidity within decentralized markets.
Overall, the hybrid on-chain and off-chain data ownership secure transfer protocol presented
herein effectively addresses the critical liquidity issue inherent in existing blockchain-based
decentralized market designs. Through a strategic combination of zero-knowledge proofs, off-
chain secret exchanges, and upgradable smart contract mechanisms, our solution delivers notable
improvements in liquidity and usability without compromising security, privacy, or scalability,
thus holding significant potential to advance the practical utility and widespread adoption of
blockchain-based data markets.

Keywords data ownership; fair secret exchange; smart contract; zero knowledge proof
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PRI Gas THFE AN 2 TR . & 20 I3 8 THFE 1Y)
Gas JE e Z 1, IR 1 28 5 & 2038 5 75 & Gas h
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Background

This research addresses the significant and timely issue of
secure data ownership transfer within decentralized environments,
an essential topic in blockchain security and data transfer
protocols.  The rising prominence of decentralized markets
globally, especially those heavily reliant on smart contracts, has
revealed critical challenges related to data asset liquidity. One
prominent issue is the locking of assets within smart contracts
until transactions are conclusively finalized, significantly reducing
the fluidity and availability of data assets for immediate reuse or
further transactions.

Internationally, extensive efforts have been invested in
developing cryptographic protocols such as atomic swaps and fair
secret exchange mechanisms. These protocols aim to facilitate
secure and trustless transactions, enabling parties to exchange
data assets without intermediary involvement. Despite these
advancements, existing methods frequently encounter limitations
concerning adaptability and flexibility. This is particularly evident
in high-stakes scenarios involving data as collateral, where the
rigidity of current protocols negatively impacts transaction fluidity
and asset usability.

In response to these shortcomings, this paper proposes a novel
integrated protocol that synergistically combines on-chain and off-
chain processes to enhance data liquidity significantly. The
proposed system innovatively facilitates data ownership transfer
without imposing additional computational burdens on blockchain
networks. The key to achieving this balance lies in the strategic
application of zero-knowledge proofs, which verify participant
identities securely and privately, alongside a robust two-party fair

secret exchange mechanism. These tools collaboratively augment
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the functionality of smart contracts, making it possible to
effectively manage ownership transitions for data assets even while
they remain locked within contractual obligations.

Belonging to the broader field of decentralized finance
research, this study represents an essential step forward in
By

addressing core liquidity challenges, the proposed approach has

developing adaptable, secure transaction frameworks.
substantial implications for the management of data assets in
decentralized markets. Improved liquidity and efficient transaction
processing facilitated by this protocol promise to enhance market
dynamism and usability significantly.

Furthermore, this work builds upon previous research
conducted by the team, notably in fair data exchange and privacy-
preserving protocols. Prior studies laid critical groundwork in
understanding and addressing fundamental barriers to efficient,
secure data transactions. This current research expands on these
foundations, introducing advanced mechanisms explicitly designed
to mitigate issues related to data lock-in, thereby substantially
improving transaction efficiency in decentralized financial systems.
Overall, this protocol has the potential to transform data asset
management  in  decentralized  environments,  unlocking
unprecedented opportunities for asset reuse and market efficiency.
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