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Multi-Task Few-Shot Text Steganalysis Based on Capsule Network

YANG Yu ZHANG Zi-Wei WEN Juan

(College of Information and Electrical Engineering » China Agricultural University, Beijing 100091)

Abstract  Text steganalysis is a technique to distinguish steganographic text from normal text using
statistical features. Currently, the most advanced text steganalysis models are trained and tested
on a single steganalysis task through deep neural structure and achieve excellent performance in
detecting stego text generated by a specific steganography method with a certain embedding
capacity in one kind of domain. However, when the target task changes (including the text
domains, the steganographic algorithms used to generate the text, and the embedding capacity) ,
the steganalysis performance of the model degrades to a certain extent. This paper proposes a
capsule network-based approach for text steganalysis to enhance the model performance in differ-
ent tasks, making the model achieve fast adaptation in few-shot scenarios. Specifically, we use a
Bi-LSTM (Bidirectional LLong Short-Term Memory) with a self-attention structure as a generic
feature extractor to obtain sentence representations from the support set and query set. The task
mapper guides the meta-training process as a meta-learner, learning a non-linear mapping rela-
tionship between a single text and a task after acquiring the sentence representations of the sup-
port set. After that, the mapping vector and the sentence representations of the query set are input
to the classifier to obtain their matching degree. Finally, the total prediction loss composed of

MSE and Kullback-Leibler Divergence losses is calculated. Extensive experiments demonstrate

WeRR H 38 - 2022-05-09 s FELR & A H 1 :2022-09-29. ARS8 [H R A R B-#3R W H (618024100 Ve ). 45 ™. WL AF 58 4 . EEHF 57
] R A5 B % 4 SCAR RS 43 . E-mail: S20203081453 @ cau. edu. cn. SR A B, Wl 058 4, EEAF 505 0] BAE B L& UARRE /.
X BGEEES WL, @I, EEIE T o AR EF AR F B K. E-mail: wenjuan@ cau. edu. cn.



12 ] Y A TR S ZAL S DR SOR RS 0 A 2593

that our model can quickly adapt to various tasks and achieve the average detection accuracy of
85.11%, 88.63%, and 91. 91% for the three domains under 1-shot, 5-shot, and 10-shot, respec-

tively.
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FEAT e 5 A X = Bb 5 b AT R TR A (sampling-
based) 1Y 5 ¥2: Fil 3 F #4320 (block-based) ) 5 ¥z, 4k
T ERZ g RATER T X =fARERS B L.
GAN-TStega ( GANs)'™' | RNN-Stega ( RNNs)™*
Tina*" , I FAE MU A BEAR 50 0 F11.2.3 i 844k
SCAS LA R 3858 SOA . FRATTHE DU A SO B S 23 A FH Y
TEORHAE B VP AG 4R B Twitter™™ , COCO™Y |
News® Fl Movie Review(Movie)t,

PRIt FRATT 3 T O AT R PR L (=R B S Ak
Az I DU SCAR AL T T I B MU T I AR

M SRy TR AR R AE S [ SR 1 12 A RE g TR AT R
FE LGN M 4T 55 ok B W] — 4~ SCARIE R
(BN, Movie) . 1 Je il i 55 M i i 41 55 2k A 55 5b
ZANER N, Twitter ,COCO 1 News). 4, 3K
T = A F W o8 4 A B T
AN TR A R S S G (PR L3R 1~ 3% 3D, A% B AU AE
() SCASTE B B 1) A 38 N R B T ee . [RIe, FRATTRE
EMARTE N (bpw=0) WE 55 N BT 55 9 7
BCAE 5512 0 i A T AEE (bpw™0) BT 55 3
BALS AT S5 hRE i 1~12. NF 1~F 3TLUEH,

F 1 THIEE 1— L Movie ATl Zig
Movie
1% [S¥E] YLk A XA I 7 75
%% Bk ok KU i opw
GANs 500
0 RNNs 500 Movie 0
Tina 500
1 GANs 3500 Movie 1
2 GANs 3000 Movie 2
bl 3 GANs 3500 Movie 3
grdk 4 RNNs 3500 Movie 1
5 RNNs 3500 Movie 2
6 RNNs 3500 Movie 3
7 Tina 3500 Movie 1
8 Tina 3500 Movie 2
9 Tina 3500 Movie 3
. 10 Tina 50 COCO 1
i}cgﬂi 11 GANs 50 Twitter 2
12 RNNs 50 News 3

T - VI GRREA B 15 AS 8 28 50 SCA 47 19 it . 4 1-GANs-3500-
Movie-1 F£R2¢ 1 2 K5 5 1 GANs £ F Movie 5B L
Lbpw i A 5 A2 LAY 3500 At A H I Y.

® 2 TEIESE 2— W Twitter 24 JTilll 2513

Twitter
R D
T 4% Bk B A1 35, i bpw
GANs 500
0 RNNs 500 Twitter 0
Tina 500
1 GANs 3500 Twitter 1
2 GANs 3000 Twitter 2
Tol 3 GANs 3500 Twitter 3
% S 4 RNNs 3500 Twitter 1
5 RNNs 3500 Twitter 2
6 RNNs 3500 Twitter 3
7 Tina 3500 Twitter 1
8 Tina 3500 Twitter 2
9 Tina 3500 Twitter 3
el 10 Tina 50 COCO 1
B 11 GANs 50 Movie 2
12 RNNs 50 News 3

@ Thompson A. Snapcrack/all-the-news/data. https://www.
kaggle. com/



12 ] Y A TR S ZAL S DR SOR RS 0 A 2599

R 3 THEHEE 3— A News A il grig

R4 ZBBHE

News xR gy 2R g
T4 a5 I B A XA [ 75 emb_dim 300 seed 42
PR RS B 45 3, i bpw m 128 learning rate le-4
GANs 500 d, 64 episode 3000
0 RNNs 500 News iter 3 Q 25
Tina 500 2z 100
1 GANs 3500 News 1
2 GANs 3000 News 2 . _
el 3 GANs 3500 News 3 4.2 FEfHIER
T g Ej}j}s gggg Eew‘f ; FATE FH # BF A 38 b5 A 35 UE B 2 Caccuracy .
6 RNNs 3500 News 3 ace) i & (precision, pre) F1 3 [1] £ (recall) , 3 =4~
S S O SEARTESCR BT AP HT R 2 PR R A Rt
9 Tina 3500 News 3 TP+TN (24)
N 0 Tina 50 COCO 1 acc=
?g 11 GANs 50 Movie 2 TP+FP+TN+FN
k 12 RNNs 50 Twitter 3 TP (25)
P P FP
TATAEAT R BARAE S BHR A T =M RS AR RN TP
R TR 09 1 %5 U7 26— R SR %1 recall = pTIN (6

B BaE 55 6 USCAS 1 3 A 22 S 0 S D T o —
AR T T 38 5 B RLUOR [, 2l R T 2R B3
A 3 AT 25 5 5 0 O A E B i A T 2 0 g
fith 77 XA 28 1t 1) 4 g 5 3R [R) Al R 19 B 5 SR
(0 53 A1 22 5. TS & 3 B0 0 A 22 5 B O B L 28
AR o 9 T ) 18 DA ik 25 B R R R A SR B
A TR AR B A R TE Y 23 A1 A 52 B i
BRSSO 2 B 5 E A AT .
17T 2 %% 26 v (9 18 /) 43 ) H AS ) B ik A0 ORI [] 1Y
e 25 B A R 43 A1 R AIE 22 I K. TR FRATT A TR
B =B R R R B S A R — T 5
45 308 25 6 BN TR AT 55 e B S 3 v, TR A1 38 5
PR AR 28 U 30 2 22 T A% Y T R A T Y 28R 2R A
A SR A XT3 1) X R A A B T 55 AR AR S S Y
O3 22 S AR R T U AS [ B 5 00 5 B0 #0%
ARG 2 5+ b

FATHE = Jo B 48 b4 T 48 B2 D 300 1Yy
Glove 3 AP, B emb_dim=300; ¥ & 5[ LSTM
MR IRS RN m=128 B N 4L d, = 64. (£ 55
Ml S gk o 3 28 B e B A T A SR AR IR der = 3.
WERCER PR — = =100 MRk )ZE 5 — 1
i sigmoid % /9 4 % 12 2. FATHE = A oo g 4R
#5777 3-way K-shot 25-query By RI(N=3,K
=1.5.10,Q=25), HIRfHL ¥ttt 3 A REA A, 45— %
A K AR SCAFD 25 A Ff A I SCAS (b 12 SCA A
FERE I SCAS A AR [A]) . B 2 2 %6 learning rate =
le-4,BEHLFN T seed =42, episode=3000. 3L 55 1% &
KZHNER 4 JiR.

Hrr, TP(True Positive) 37 ¥ 1F 1] 1E 5 Fil i y 1E
1 [ %5 & . TN (True Negative) 32 7% 5 1 4 1E #ff i
k] 59 B, FN (False Negative) 22 78 % 1E #il
FESSLTROM A 14 B, F P (False Positive) 227744
7015 8 1 0 Ay 1 48] 1 i

Y 1 0 I sk R A N 5 ) A AR A R T
Juil i AE b R PEAL A5 . 4n s WAk 2.

&3k 2. CN-Stega JoilA .

B o4 M

i YEAR SRR ace. pre.recall

1. FEHLYI b6 ik

2. N M BEHLRFE N AT 55

3. FOR f£5 T Wi f A& DO
4. N TR BENLREE K +Q M REAYL L F54E S, M
HIE Q.
HEBE S B CA MR u) QXA 7 u,
PR (14D B S B 1) B a
IR AL b, =0
FOR iter DO

HRIER 5~ A7) AR 20 & v,

10. R 18 I b,
11. END FOR
12. HLAE 20 (200 7103 WL 43 4K ey
13. A (24) ~ (26) , T E AL IR IR ace, pre T

recall

14. END FOR
4.3 5Z8BTEIHFEHNLER

T B UEAS SO R R R AE ST ) N A
ROE AT T =Rt 2] Bk PROTO.MAML
Ml FS-Stega #F47 SCABRE 73 B S5 50 19 FL 4K

(<21

© 0 N O
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PROTO TEHL 2% 015 450 B AS T B4 19 20 25 3%
ST B T 3 SR N R O A5 RS AT 55 S 481 22 ] Y IR
JU BB B ok 2 2] BE 23 a], DA e R I GRS . R A7)
87 A1V 2R RELU, 5 J] MLP 2 B )2 s drop-
out=0. 1, BRAFHL)Z FN4R H 2 1 K/NER I B 300.

MAML 38 i {1 FH 56 30 455 780 11 2 308 3] D ok 5
BT 45 1 B Y. 78 MAML (1 PR E 1 B B 4
RN Zr A 0.1 K HEE 10 U SN ER 1Y 24 2 ik
EON 0. 001, 6 BE BB S HUR 10 A RFEAE 55 119 71
. FeATFERE(E F§ MLP f1 RELU, % & [§] PROTO.

M FS-Stega 21 T —MH T XARE iy
JCAE 2 HESR DU DRSS Y 7 AT 55 22 [ Ay DR 3 . &
fifi Fl BERT $2 HUT: 45 0] 9 388 FARRAE . 6 26 T
() Bi-LSTM ) 7G 2% 2 # 2 2 AT 55 F5 @ FRAED . A

SCRe P HL A S U 4 0 1109 43 2 ROk I 4 R R L
Brooss > s

#5441 T PROTO.MAML,FS-Stega A< £
BUAE = Ao B £ T o0 5347 3-way K-shot(K=
1.5, 10) 19 35 3025 L. 49O 4 0 4 0 0 5
SCAR RN AR A LR 1~ 3. A 5 T L
.5 PROTO Fl MAML ] H , A< 45 9 14 of 1 %
7£ 3-way 1-shot 38 T4 T 10.36% ~35.04%,
SEHEE DR TE T 13.47%  #E 3-way 5-shot 75
THEE T 3.60%~21.98% . FH L T 6.65%
DI b #E 3-way 10-shot 35 T4 & T 6.79% ~
18.43% ¥ &= A5 T 8.6%. 1£ Movie fl
News VI ZB0 T AR A 1 FS-Stega ) e B % 75 th
0.06%~16. 11%. “FHIHR A » A B4 A BE 4

%5 RETINGE T 0TS 5 7 M BE B-way)

N Movie News Twitter S 1E

ik acc recall pre acc recall pre acc recall pre acc recall pre
MAML 0.6996 0.6047 0.6971  0.5295 0.4919 0.6007  0.5325 0.5065 0.5113  0.5872 0.5344 0.6030
PROTO 0.7421 0.6479 0.7152  0.7306 0.7020 0.7108 0.6764 0.6854 0.5892 0.7164 0.6784 0.6717
1 shot  FS-Stegal33] 0.8361 0.7910 0.7902 0.7188 0.6703 0.7027 0.8241 0.8212 0.8202 0.7930 0.7608 0.7710
Our(w/o KL) 0.7733 0.6900 0.7781  0.7200 0.7800 0.7566  0.6900 0.7700 0.7604 0.7278 0.7467 0.7650
Our 0.8933 0.8799 0.8709 0.8799 0.8999 0.8634 0.7800 0.8600 0.8551 0.8511 0.8799 0.8631
MAML 0.7564 0.7289 0.7292  0.6602 0.5161 0.6174  0.6491 0.5299 0.6240 0.6886 0.5916 0.6569
PROTO 0.8149 0.7637 0.8172  0.8431 0.8131 0.8077 0.8013 0.8152 0.7385 0.8198 0.7973 0.7878
5 shot  FS-Stegal®*! 0.8748 0.8636 0.8682 0.8712 0.8456 0.8663  0.8923 0.8698 0.8760 0.8794 0.8597 0.8702
Our(w/o KL) 0.8266 0.8299 0.8055 0.7599 0.8200 0.7907 0.7666 0.7087 0.7524  0.7844 0.7862 0.7829
Our 0.9200 0.9399 0.9032 0.8800 0.9099 0.8676 0.8588 0.8602 0.8472  0.8863 0.9033 0.8727
MAML 0.7623 0.7322 0.7368 0.7451 0.7080 0.7061 0.7611 0.6247 0.7750 0.7562 0.6883 0.7393
PROTO 0.8336 0.7881 0.8363 0.8320 0.8296 0.8267 0.8336 0.7876 0.8358 0.8331 0.8018 0.8329
10 shot  FS-Stega ! 0.8860 0.8721 0.8700 0.8993 0.8764 0.8967 0.9165 0.8708 0.8717 0.9006 0.8731 0.8795
Our(w/o KL) 0.8800 0.8600 0.8676  0.8000 0.8300 0.7938 0.8606 0.8610 0.8399 0.8469 0.8503 0.8338
Our 0.9466 0.9400 0.9336 0.8999 0.8800 0.8634 0.9107 0.9000 0.8977 0.9191 0.9067 0.8982

s Our F8 R SCHH$E BB 5 Our(w/o KL) Fm AU T MSE #1258 , %A {1l KL $12%.

S UE W] L AT BT 4R A A T A AN [R] AT 55
6] B AT B Bz AR BE 1. 53 Ah . FAT AT LA 2L s A
BERYTT 5+ DA T ThT 25 2 A5 280 451 2% (Our) 133 2] 19 46
TR RE 20 T 5007 1 5 2B 5 2k (Our(w/o KL)).
S PR A I 5 i e v s KL T0RE 408 2K Al i 0 SE A
253 A FEIN AL R S A 22 () A A AL AE DI 2R A 4
WY A IR AR A s BE A I 2R 2E AT PSR
A1 Z 8] AR RLAE 22 A5 18 K 458 2K R K0 /) » E
T i e A 2R ) G N 7 E
4.4 EZANKREHFWATENILR

FA A SO 1) CN-Stega 7] 5 LS-CNN-H,
TS-RNN" Dense-BiLSTM"" 11 R-BiLSTM-C"*
VU Fif 5 Se 2k 19 SCAS B 5 20 A 4 B R AT HE A LA IR
AL PERE. 4 501 7 B UL Y 2 » FRATT R Y S

T e R 25 B A D AR AR B EAT U SR T i i

b G B SCAS B 55 43 B A58 A8 I R AR D BORE AR B I .
T AR T 2 B 4R v i e A AR A B B
At O A R B ep AT I 2.

M6 ATLLE 7 =AU R80T . LS-CNN £
YL IR AT A A 7 CN-Stega H A 5 B9 K5 FE . SR 1M
LS-CNN £5 5 14 4 1 8 A1 A5 (0] 2500 fIG T A YL 3x
Ui W] LS- CNN #AULE — N AH X3/ U 2R 8 4 1
FEBA ARG s A BT A B FEAS. I Ah, CN-Stega [1 H:
b B 5 A AT A AR o i R AR T T 21, 07 %0 A kL 534 A
W 1T 25 2R AR R 5 2 (Our) 15 31 (A R e 2200 T
PR L 2k (Our(w/o KL)). N T 8 H WK
B ARG R ARG D ) - P T T RE ), FRATT B 48 T &5
RO AR AN 8] 1 79 451 A 1) 0 15 400 a3 7 s
DL 85 3SR WA AU R A% B 4 b DA/ INRE A B 4 4 v
PEIPURFAE » AR G b i 107 25 0 S A 55
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Movie News Twitter
ik acc recall pre acc recall pre acc recall pre
LS-CNN 0.5633 0.1267 1. 0000 0.5933 0.2133 0. 8889 0. 6467 0. 3000 0.9783
TS-BiRNN 0. 6300 0. 7200 0. 6667 0. 6500 0. 4467 0. 8701 0. 7000 0. 4667 0. 8750
BiLLSTM-Dence 0. 6567 0.4333 0. 7831 0. 6467 0.3933 0. 7972 0. 6400 0. 6467 0. 6382
R-BiILSTM-C 0. 6400 0.2933 0. 9565 0.5933 0. 2004 0. 8181 0. 6200 0. 2870 0. 8600
CN-Stega(w/o0 KL) 0. 8800 0. 8600 0. 8676 0. 8000 0. 8300 0. 7938 0. 8606 0. 8610 0. 8399
CN-Stega 0. 9466 0. 9400 0. 9336 0. 8999 0. 8800 0. 8634 0.9107 0.9000 0.8977

iF : CN-Stega jli i 3-way 10-shot W I 25 . I ABASE B8 I 70N 2R B0d 4 b T A AR AR 47 1 2R CN-Stega(w/o KL) RR AU T MSE $i % .

WA KL k.

®7T FEREZHERE G aH EER
11 % RESNIIE RS AL

but if you are taking medi- LS-CNN &
cation there is absolutely TS-BiRNN z
no reason why you should 0  BiLSTM-Dence =
not know whether it is on R-BiLSTM-C N
the banned list or not CN-Stega B

LS-CNN =
she will be a very good per- TS-BiRNN P
son and the president of the 1 BilLSTM-Dence i
united states of america R-BILSTM-C 5

CN-Stega P

PN A3k A LA News i J0 I 25 38 19 O B0 % % 3. CN-Stega il
i 3-way 10-shot W Il 5 , I Ath 45 fift I oo 1l R 554l 46 3 op BT
HREA BT I S5,

4.5 HFERBUHBLSEI

RTS8 UE AR ST P ) 38 A 55 g R 45 1 A AL
PR AR5 38 3k X AT 55 38 R 5 4 1 T Rk R F 5
FRATE A H A CNNS J7 3o AR 3 AT ) 38 A
5P Es . B TE 3-way 10-shot 25-query JRHIE T
HEAT I ZE. CNN X iy A SCA B im) 47 — 4E 45 1
i 17 Max-over-Time Pooling 18 8| h] T3 /~. 45 140
% 8 .

MF 8 ] PAFE H  CNN ZE A SCHEZE T 1y 22 PH
A BELSTM. X UER] T Bi-LSTM fF 2y i HIAE 55 4¢
I 4 B 1 4 T I 25 800 4R e Ak T 1 B A

R 8 ARERFMERIFTERNMERE

S Movie News Twitter
acc recall pre acc recall pre acc recall pre
CNN 0. 8266 0. 7400 0.8968 0. 7466 0. 8100 0. 7841 0. 6800 0. 7599 0. 7551
Bi-LSTM 0. 9466 0. 9400 0. 9336 0. 8999 0. 8800 0. 8634 0.9107 0. 9000 0.8977
s BIELSTM /R AW R 7 R 0% 38 AT 55 $R U 5 P& 38 5 3-way 10-shot 25-query 5Em& Il 5.
s 5 % % W
TIEZ,K jc ’ ﬁﬂ‘] j:/% H:ll T %ﬂ:&i% IX—XJ é% E"J g'ff %//I\ [1] Shannon C E. Communication theory of secrecy systems.
S =3 e ~ Bell Sys Technic al, 1949, 28(4) . -71
BEA SO A B B 4y B A A CN-Stega. Hor, ’HE%@%E? ell System Technical Journal, 19 8(4): 656-715
N . — T iz S [2] Petitcolas F A, Anderson R J, Kuhn M G. Information
%g,ﬂzj‘jjﬁ%;‘, %‘IE‘FEU” 'jﬁﬂi{ ’ /Iﬁ‘ﬁﬁﬁ T{E%RY hiding— A survey. Proceedings of the IEEE, 1999, 87(7).
v AR IR (Y S5 AR 1 ) 3ROR AR 4P Y i Ip 3 AT 1062-1078
%- 7i§}§ ’)l%‘ﬁiﬁ]% EP E"Jﬁj‘: f{j {)']IJ ii{%/\z[gﬁiﬁﬂ s E [3] Bernaille L, Teixeira R. Early recognition of encrypted appli-
cations. Lecture Notes in Computer Science, 2007, 44(27)
B E > 5] Bt 0RE mTT=N >
5 4 55 2 () VG e RR B L R 8 UG AR B AR el 165175
EEX)FIL E@:@Eaﬁﬁ EEIiE ’ *ﬁﬂﬁ%‘%ﬂ%ﬂ:ﬁ @aﬁﬁgg [4] Guan Meng-Meng, Cao Yun, Zhang Yi-Xuan, et al. A
i@ﬁ-&%;‘lﬁ% L &%?Ei$ﬁ%ﬁ%ﬁ*ﬂmmu 1:%%% transcoding-resistant video steganographic algorithm based
5 N y \ on adaptive singular value modification. Journal of Cyber
A 22 5 1) KL HICRE 58 2R 4 i A 5 000 453 2K . 5 46 TiE L -
Security, 2018, 3(6): 42-54(in Chinese)
W1, 55 H A e R 09 B2 5 20 A A B R G A e 2 2] O CEF ., W22 SRARIE S, 36T £ 7 27 5% (09 1 8
FE AR b 9 16 80 FLAT 5 A6 T80 55 0 B ) 9 WHIST R, (0% 20 2018, 36): 1250
[ETUT. S . 5] M 1L M, B let C G, R CT. S ds
BERE T ORAR KM F SRR, Ak D M oneelet cter € T Spread spectrum
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Background

Text Steganalysis is the counter-steganography domain
that aims at detecting the existence of steganography within a
text, which has become one of the hot topics in the information
security area. With the rapid development of neural network
language models, text steganography techniques have been
significantly developed. Particularly, generation-based text
steganography has achieved state-of-the-art performance in
generating high-quality texts that are hard to distinguish by
both human eyes and computers.

Traditional text steganalysis techniques rely on manually
designed features. Their performance is not satisfactory and
can only detect a specific steganography algorithm. The current
state-of-the-art approach, which is based on deep neural
network models, solves the problem of manually designing
features. However, the existing text steganalysis models can
only detect a certain type of text that has independent and

identically distribution with the training data. When the text
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domains, steganography algorithms, and embedding capaci-
ties change, the performance of these algorithms will be
reduced. To summarize, the current text steganalysis tech-
niques cannot meet the needs for real-time detection of stego
text generated by a variety advanced steganography models.
It is vital to develop a compelling and efficient steganalysis
algorithm that can be adapted to numerous text steganalysis
models under few-shot learning scenarios.

Therefore, in this paper, a capsule network-based approach,
named CN-Stega, is proposed for text steganalysis to enhance
the model performance in different tasks, making the model
achieve fast adaptation in few-shot scenarios. Extensive experi-
ments demonstrate that our model can effectively adapt to vari-
ous tasks and achieve advanced detection performance in few-
shot scenarios.
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