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Abstract  Web malicious request detection aims to identify attacks in the network quickly and
accurately. At present, malicious Web requests are complex, heterogeneous, and obfuscated.

Conventional detection methods suffer from multiple weaknesses, e. g. , depending on experience
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and rules, easy to be bypassed, high false-positive rates, fail to capture the semantic characteristics
of malicious requests. Therefore, they cannot detect unknown network attacks in the first place
and deal with obfuscated malicious requests. To this end, this paper designs and applies the
three-layer CNN-BiLLSTM fusion attention mechanism model to the field of obfuscated malicious
request detection for the first time. Also, given the characteristics of obfuscated malicious
requests, we optimize and propose an anti-obfuscation malicious request detection model named
OMRDetector based on deep learning. This model adopts an anti-obfuscation preprocessing method
for the characteristics of malicious requests. It uses a three-layer Convolutional Neural Network
(CNN) to obtain the local characteristics of network requests. Then, a Bidirectional Long and
Short-Term Memory (BiLSTM) network is designed to capture the long-distance dependence and
contextual semantic features of the obfuscated malicious requests. Further, the attention mechanism
extracts the key features. Finally, the softmax classifier calculates the detection results of malicious
requests to combat obfuscation and detect unknown malicious request attacks. Experimental
results show that our model can effectively detect highly stealthy and obfuscated malicious network
requests. Compared with the conventional methods, the Precision, Recall, F,-score, and Accuracy
are improved, and the corresponding values are 97. 734%, 97.737%, 97.735%, and 97. 754%.
In addition, the OMRDetector model has the lowest number of false negatives (1226) and false
positives (1244). The performance is better than conventional machine learning models (including
logistic regression, decision tree, naive Bayes, support vector machine, random forest, and
AdaBoost) and existing deep learning models (including CNN, TextCNN, LSTM, BiLSTM, and
BiLSTM + Attention) in recognition of obfuscated malicious requests. Moreover, this paper
combines the characteristics of obfuscated malicious requests and summarizes twelve significant
obfuscation types commonly used in malicious request attacks. Such types include case obfuscation,
keyword copy obfuscation, comment bypass obfuscation, unique character truncation obfuscation,
path bypass obfuscation, URL encoding, particular key word obfuscation, combination rules to
bypass logic obfuscation, equivalent function substitution obfuscation, Base64 encoding, DES
encryption, and traffic magic change obfuscation. Also, the last two obfuscation types will be
used to evaluate the OMRDetector model’s ability to detect and confront malicious Web requests
of unknown types (no training and learning process). Meanwhile, this paper conducts comparative
experiments to verify that the proposed OMRDetector model can detect obfuscated malicious
requests better. Finally, the experimental results show that OMRDetector can effectively handle
various obfuscation of malicious requests and better perceive unknown network attacks. Therefore,
it has promising academic value and applications.

Keywords  obfuscated malicious request detection; anti-obfuscation; convolutional neural network;
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RER 1 R SO S R BE AR 47 2 & (07S= Pooling—processing (1D
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. SR ST e vt LA b 9. (a) hy =Forward_LSTM_processing(S)
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O =2 CNN £ $2 HSCAS ) 5 45 fiE 17. END IF
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18. Softmax 148 43 e 45 S I W i iy € 3.2 MBETAE
19. END FOR AR SC L AT IR YE LGRS N RN S S

20. END FOR
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© URL % ith % B 287 5 BE SRR A o 75 2 WAF 175 4% I ) 5 4 select %5201 % 2Cnull
FERRDIRESCHEIR  FH R Se G oR B O A I R T . EL NG e s
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ol “ (seript)”.

(5) it J. HI iy Web 37 5K 2 75 £ & 4 13 4%
o, 59250 URL 2 i F1 Base64 Za i ik Jit. RIURE BT A7
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LAl TR A —E R R Web B E
TR AR B I OB R A 5 2, /7 8
C=7 ORI R B URL B R WLERRE AT R
FHESC A3 0 I 36 4 pm) ) s 2 2k B R SCHE LOR R
S ARG I R A S d 28 1 £ N-gram il Embedding
HEAT I R AR R
3.3 ERMEMERE

B2 M 4% (CNN) B 768 H B BRI 8 R 52
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A RAF B PERE . A SCHUA i =& CNN A5 R 32 1
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Iy,Zg(w1 c R, Fws e k)
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keep_prob ZHAEB A 0. 4. AR K ST KM AR 0 R L K 2RI E Web &
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Positive, TP) 37~ Web T8 3K [ K il 25 5 1 31 55 25 R
HR W R 1B EB M (True Negative, TN)
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cyberspace security for years, causing substantial security
risks to our society and enterprises. Such Web attacks include
SQL injection, XSS attack, server-side request forgery, and

remote code execution vulnerability. Unfortunately, the prior
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works suffer from multiple weaknesses, e. g. » depending on
experience and rules, easy to be bypassed, high false-positive
rates, fail to capture the semantic characteristics of malicious
requests. Therefore, they cannot detect unknown network
attacks in the first place and deal with obfuscated malicious
requests. Moreover, attackers usually use different rules to
obfuscate and encrypt malicious requests to bypass the
traditional defenses such as firewalls and intrusion detection
systems, thereby breaching critical infrastructures and causing
devastating catastrophes.

To address these problems, we design and apply the
three-layer CNN-BiLLSTM fusion attention mechanism model
to the field of obfuscated malicious request detection for
the first time. Also. given the characteristics of obfuscated
malicious requests, we optimize and propose an anti-obfuscation
malicious request detection model named OMRDetector based
on deep learning, which can combat obfuscation and detect
unknown malicious request attacks effectively. OMRDetector
includes an anti-obfuscation preprocessing method, a three-
layer CNN network, a BiLSTM network, and the attention
mechanism, which can capture long-distance dependencies
and contextual semantic information. Meanwhile, this paper
combines the characteristics of obfuscated malicious requests

and summarizes twelve significant obfuscation types commonly

used in malicious request attacks. Such types include case
obfuscation, keyword copy obfuscation, comment bypass
obfuscation, unique character truncation obfuscation, path
bypass obfuscation, URL encoding, particular key word
obfuscation, combination rules to bypass logic obfuscation,
equivalent function substitution obfuscation, Base64 encoding,
DES encryption., and traffic magic change obfuscation. In
addition, we design and implement an extensive evaluation
framework to compare OMRDetector and the baseline models.
Compared with the conventional methods, the Precision,
Recall, F-score, and accuracy are improved, and the corre-
sponding values are 97.734%, 97.737%, 97.735%, and
97.754%. In short, Our model can effectively detect highly
stealthy and obfuscated malicious network requests.
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learning model to combat various obfuscation of malicious
requests and detect unknown network attacks. This work is a
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