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Private Substitution and Its Applications in Private Scientific Computation

YANG Xiao-Yi LI Shun-Dong KANG Jia
(School of Computer Science s Shaanxi Normal University, Xi’an 710062)

Abstract  Secure multiparty computation is an important field of cryptography and a research
focus in the international cryptographic community in recent years, and will become an integral
part of computing science. It is a key privacy preserving technology in cooperative computation,
cloud computing, electronic commerce, electronic voting, social activity etc. Secure multiparty
scientific computation is an important field of secure multiparty computation, which studies how
to preserve the privacy that may leak in cooperative scientific computation. Privately computing
the maximum or the minimum of some private data, which naturally generalizes the famous
millionaires’ problem, is a basic problem in both scientific computation and secure multiparty
computation. It is of great theoretical and practical significance, but has not been studied sufficiently.
The existing solutions to this problem that use pair-wise comparison mechanism and have to
invoke the protocols for millionaires” problems many times are either inefficient or insecure (will
disclose more information). This paper studies how to privately compute the maximum or the
minimum of some private data that uniformly distribute over some set with small cardinality. To
solve this problem. we first propose a private substitution method which is based on the property
of probabilistic encryption. Using this method, one can replace the ciphertexts of a data set to
change or not to change the plaintexts of the data set but no party knows whether the data set is

changed or not. Second, we design a new encoding scheme to simplify the private computation,
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which can reduce the computation on private data to the computation on some private vectors by
encoding a private number to a vector. Using the private substitution method, the new encoding
scheme, and a probabilistic encryption cryptosystem, we design our first protocol to privately
compute the maximum or the minimum of some private data. This protocol can be constructed with
any probabilistic cryptosystem so that one can choose the most efficient probabilistic encryption in
practice, and is appropriate for the case in which the private data comes from a small dense set.
The second protocol is designed using the private substitution, the new encoding scheme and a
threshold decryption cryptosystem, it can resist any collusion attack, and is appropriate for the
same case as the first protocol. The third protocol is constructed using the same building blocks
as that of the second protocol, and is appropriate for the case in which the private data comes
from a small sparse set. All the three protocols jump out the traditional pair-wise comparison mode
to compute the maximum or the minimum, and therefore are efficient and secure. As application
of these protocols, we discuss how to use these protocols to privately compute the greatest common
divisor or the least common multiple of two private numbers, and give a complete protocol for
privately compute the least common multiple. Finally, we prove that these protocols are secure in
the semi-honest model using the simulation paradigm which is introduced by Goldreich and is
well-accepted in secure multiparty computation research. We analyze the efficiency of the proposed

protocols, and the result shows that our new protocols are efficient. We provide an experimental

result to certify our efficiency analysis about the protocols.

Keywords

cryptography; secure multi-party computation; probabilistic encryption; threshold

decryption; maximum (minimum) value; least common multiple (greatest common divisor)

1 5]

[

16 20 40 80 4EAL Yao ' DL 7 & 45 Al M 5| A
THREZTTIHE X — &, 438 Goldreich, Micali,
Wigderson " &2 F R JE. “ L& Z it B HEME
28 N B A A v — A A S ELE BRI ST
J2 I B 4% i 2 RO AR SR I RS B2 2 TR
i n NS 5E Py Py P AAETEMAT I FA A
Bl 2oz, EIFRREL S (a2 00
HWERIGITAZ5FH TR T HM S 55
AERAGEEASBIEN (12,2 FEC
5 A RT LAHEWT th 15 . B2 7 3 mT DL 1S
PR 18 T A H 3 B e X PR E 1 ) ] SRS i % B AL
B T TE S R B RA PR B 5 I 4% S A B 2 4 Ok
BEARMEZEFN. Goldwasser M AW F . %4 4%
T3 VSR R TR A — A b A AT D B A R ER
Gy EATE WM 2 RN R & T i a2 )it
BB RS TR 2 HEM R R, Yao H
TR E L B R IE B T BT 4 4 2 0 T )
A AT A Y 76 5 W SE  Goldreich 48 AV 45
T I F 0 FRYE R (mental game) i3 F i B 5 6. 4R

T & 33 79 3 FH A R 5 8 B SR R ARAIG . 1 R A e
. L Goldreich $5 H#LIg FUE T A X & £
g A R T I o N N RS G = R N 1 B
HEATORSE. MR, B TR A B — Ak 1
TS A AT AT AR AE S i R 58Ok il e AL
A ) 82 AN S B 1) 6 A4 ] 8 BF 98 5L (AR 1) i
R A RRE R T RIECR. HEl . &%
05 1A 5 0 ) R 3 A G A 1 B R A
PRAE I TE S LA R B B 2 i AR
G4 A R e A 2 R N YT L A
AT S8 R R R A R .

T A AL R R R LA AL
A BAE KN ] R, 53X — [o] ) i e 7 R B4R
T VF 2% 4 2 07 1B 0] 8 i U 7 28 I SR A BB
AABHME - MEARMET MEES S ERNZ
N EE 55 ABATTRA A B30 v 1 S5 K Bl /N 3
FEME) BARAR A HLE A B S 38 . BEIE I AR R
il TR SR 22 A B v S5 R B aR /MBI [0) B3R RE A
AT S L S5 A G Y TR) s 305 B R AE
[') AL P i ke 8 T AN AE AR %% ) L FE AR S5
TR E SN DL S F B2 S pk 1&g rp . IR AR XA
— e R bR E N 2 N8R bR T AR T
TR S AR A B e (D B9 $bs & A B AR &



1134 it "

Bl

Eilg 2018 4

L
&

FASARME 5% 5 O 0 B bR A 4% o 3% R Y ) gk mT LA
PR 2R B RAE M % 4 22 7 15 Db SOR g pe. f ok
A WL AR TR R O )8, % 2 2 5 5
g — BN, AR5 T AMTWER. Bie A
— SO SCR B 3 ) A i e O L R X B
2 3 g X A R G P B A A A R, R
BZUWHH E T S A, Rk o A B
(0 B KAE R 2 8k i B n— 1 IR A T & 4 1)
PRS2 K LA A A HE e ) R X RE Y
SN H LR (i L 23 I 88 % i R 1 15 L (n
PR 5 =2 (8] B R /N 6 2R 5 BT . d5e R UMD B
W2 It BERA S 58 RRaRKCM
LTI A BE M 8 AW AT AT 5 5. 33X 1E 2 fiff e e K (U))
L PR B 1] B TR ST AE & A 2 B AT 1) 7 R A
T3 figt g vy 1) . A AN T S U E S 2 R
7 5 ) R SR A A T B AR e KA I O ik RN
A A HE Y Tl 58581y 9 I VA B I S R e K ) (LY
PR T I AL A R P 4 1 B B A R 1 X A )
R A Al T I ik . SR (24 1% FH 4 18 1) O 0 A o
T3 — ) U, W i /N B4 328 B 5 Ak Ry SROGE R G A A7
BERBEWZEE. Bl THEZENHRLARERS
PES BT S L BT LA R D O BT SRR
1. AN S T B TR R X B R ) R 1) A
5 B i P 26 A A 51N BT B G 1 O R
A 1 [0 51 01 24 31 % F 4 05 119 32 54, 3kt 4 1 7 7 L
I I 0, DT B T 22 R T O S ) A
A% S8 S 4t T I R e T B KA A DR 8 AL IR L
E N S N W P S A E N ) RS
LA AT ] ) 25 o DA T 388 G 1 S 06 2 A £ T R L 4R
BT R 5 DL Ok SRR R P T SR/ A R
B KON B A 2 A TR B FEBeE b L SR 2
114 J5e K2 2 BRI B /N 5 B RE A6 35 B R AT B8 4 b F
FEREELI N FEE T, A0, 2 A BN S KA L5k
1B BT BRI, 72 % i b R B K
LRORN S5 /NSRBI BIE 9 Al S b AN R D . BRI 2
VI (203 NN AR & | B NN g B = e S
T BT S AH R B A A B X I ) )
G FUAH G Y i e 2.

AR EBETTHRATT

(1) ) FME % 7 28 B Pk B4R 1 7 — Fof A 2
B4 (1 7 75 X R 5 1 T R R A e — 2 4 % 1 B
2B ) L

(2) BT X2 8008 Ja T — 30 25 S 10 1 ol 1t
TR gt gy i o R X g A 7 1 A R B R R
SN RS o o U o B LT K o = A A

e R PO B P B30 3 7 A P SCFE 2l S B LR
Je B A Al DUARGTAS [ R E A TR s

(3) Bt Xk O 2 B 0 s 1 — 1 i 4 1) 195 D0 A
RABN B T U TR AR o RN R B T M
AR T 2 AU Jc R DD AE 9 B 3L 3% B4 B3
WA SRR A T S 22 4 i i) AR AE B R Y
i

() LAPR 7 3 d R D A B 808 Sl 03
TR 2 A B B /N A A RO R RS 2 K
PRI 4 T R/ 17 PR T B A L [
12 P BUAE 2 9T A B 2 22 4 19 HL AT DU BT AT
it SUE T

2 &R
2.1 BAEER
TRBEAFAE—A T8 2L 19 AT 15 (1 25 =7 (Trusted
Third Party) , & 7E AT Al 1% &0 T #R A 23 ik 88 4T A7 A
MZMENEE. BA n MBS 5 ETUSMEET
IFRAE B «, GeE (1,2, n)) BRIEHE ETHHE K
B Sz sz DI EE RN R G /NS HE.
RFPE B TRl E AR = e L e 2 U5 TR Y
PR BRI 2 4 22 5 1H 5 D R AR S AR B 180 . 38
PP % 4 M de i B R e 1 & 2= 2 07 iF B b
W AT — T R B /A S PR B i Y & 4 PR AR R
A REE X MG AR X 22 i A S B
PISCHE E S ISR AN i 2 5 2 (9 {5 LB A e & &
(). FRAR PR AR B B HL % 4 AR AE R TP HI 2% 2
S PR PR SRR W] A 0 20 =k DL 4R 31 an 2R 4k 3
25 8 W 2 G VR 1T RIS 30 1938 {5 5 & 28, 1
AR T ZA T AT RN X L5 2y
st T AR A A £ R N AT 45252 1
2.2 i sCiER

FWESHE. WEEEU, LKL S 5 H LR
TE PR AT 3 A b 4 S b B A7 B IU(E AT RE £ o
T A L2 B A A S A 2 S A S R
MZ5#.

WA n KL S 550 5 A A B

GE (1.2} M T BT 4 36 4 30 B 8K S (s s
o veee ) BB T I 7E B 385 1L 45 1 A 2 55

R XRS5 EHRIE A WL 4 2 07 TR O
BEFR Nyl SRR 1Y 2 42 22 5 15 I L (e R
SO » AR SCHT BT i BOAR R A S B . 4
v S AEPAT R B A S
SERERYLFIHE A

X:(Il s XLy e**



5 Wlbe 2045 - DR f SO AR DR B2 53 o i 0 1135

view!'(X)=(a,,r,»M, s+, M),

Mo MIG=1.2. .0 R i 55 HRE 05
JMER R S 5 E R LA

EX 1. RS H5E 2. &
0,13 D)" >0, 1} )" 2 n LS fi (xy sy sy
x,,)ﬂ‘]f(xl s L2 "',17,)':'35/‘]% t /l\fﬁ%'fﬁ]: {Pu .
Py s PSP Py PO RIRIEES 5EN T
LR PRRE NS HE) . f1(x a2, R
FEA £ (s g ot s fis Cxyy gy ot s x,) s
out put™ (XO WA S5 T7 PATURC I A i . 722
55 H RIS S G BT SR A TR A R 2 i )
[ S R TAEER T34 F 867

(SCUL (g sy o) s f1CX0) bxe o =

{view T (X) }xeo "y [@D)

2B IR 5 n TR f. M =%
RITFEARE K4y, view T(X) = (I, view 5 (X)), -,
view ;, (X)), B view | (XD HALHE T 5 55 17
WERAT R 2 b B A5 2 1 B A S A S I S O 2
] e iy I b 2 55 EFBARME L.

2.3 BEMERE

— AP I e f1 = A HE KeyGen.
Encrypt..Decrypt. ZH Ji%.

(1) KeyGen.. % E %225 A, KeyGen, Bk
i 0 — A FABH sk FUXT RIS ple s W S0 ] MFI
AH R Y 25 s (8] C L B

(sk, pk,M,C) < KeyGen, (1).

(2) Encrypt.. Z5EAY pk MW m € M,
Encrypt. fi t AR B9 % 3 c € C:

c<Encrypt.(pk,m).

(3) Decrypt.. 255 % 3 ¢ FIALGH sk, Decrypt.
4 A O

m<—Decrypt.(sk,c).

RS20 BN 3 SR o i e P R BN R —
MNHEHLE r€ M 2 5 5, PRI A8 B o Bk
B Encrypt. 1] DA B R 2215 R

c<Encrypt.(pk,m,r),
PRI XoF TR [ 4 B S o 36 FHAS [ Y B AL - 237
ENGILEHE: 5 e
2.4 [IREE

IV A 252 2 22 4 2 07 TS E O o A
Bl i — AN B T HL 78 (o) 1) BR A 535 95 5 14
Fon DS HERGER—DO0 R %M 7
WR G A s vl B e A 2 B 58 i (E ik 5 0 9 il
n NS HE R ADA<<<n) BVEABETE R D

s Ty )y 0o

F o A NAVER TG A5 2 15§ 19 B 3C, 13X RE Y % S
PRNFR A Ceym) 1T BB S5 8 A ). PR Ry AR S LA T
RO FEZ 1A s . Br DL fg B () [T PR %5
RS R LI n—1 A5 5 %14k,
RSA . Paillier Fl E1Gamal % %555 22 4 %5 A L) F Sk #)
TR R 40, T i LA ElGamal g 61 45 t —Fh 1]
B 2% ) 2R 4 1) LA )

(D) KeyGen. %% %4 A2 k. KeyGen j= /4 —
NRER p IFHENLIERE Z, B — A AT g.
N2 5% PR E R — T sk € Z,, FF i 5
hi= g™ mod p. AN Ny

" i\/«
hZHhi mod p =g=1 mod p.
i=1

(2) Encrypt. % FTHI3C M Jin %% . % — 4> Bl
Bor BmICH

E(M) =C(c,.c;)=(g"mod p,Mh" mod p).

(3) Decrypt. Xf F 83 c= ey ) 5% A

Ca

M=

mod p.

n

e
2.5 EXWBEENH
TEMER % R, — AW ST LA R Z A
A DX 43 1) 285 S0 AR 22 %85 SCHR A %% A TR — A~ B SC. #7
B & G B AT — %5 SCER RT DAAE AN HUE A Y
A TR LR Sy (] — A B SCR AN () 4% S IR %
ARG BA B EE . FL b A RN
RO EA B EE. 140, 78 Paillier % & 4e %
FYmEZ,FMre N, #4AH DCE(n)r" modn®) =m,
D(EGn) g" modn®) =m. JpAb . n Fl g & Paillier Jii
ARG AHE.D 433 Paillier % & 4819 n
WHELMBERR. A FEL, AR A % X
EGn) 55l 3 F AT BEALEL 53k A TF S5
" L LR DA 2B SO Ay Ty — S 8 S TR R B S
AR T HAARANTF Ik BELE - R A H A
EN W30 E G 5908 I 2% 50 20T 848 20 10 9%
SCEGn) AR A K 4y 1. B, Paillier fil %5 &
G HA BB E XA LR (re- randomizing
property).

] ETHENZEFRNEXRERE
itE
3.1 mEEEHFEE

BREEE. n B HE PPy
TAA B sy s e

P, oy A
y Xy 7“&1‘«& 1£I;g7n(i:1927"' ’



1136 it "

Bl

¥ 1 2018 4

n) . ABATEE T T A BE B B R y = max{x ,
sz, ) B /MA y=min{z; sz 02, ) AIEBEAS
JE M 58 A Al A DR AR B i 15 2.

WA E L G — DR o BTk BN g
B 7 VR 3R B — A 5 O ME — X B i B X =
sz, Horp
(0. =2
1, e

A2 5F P oE etk Mg gy 1 Mgk
H X =211 215, UIXF T 7w i85
B NS5 PIRA R o TR BT A

e 4~ m—x, A4~

P NS
X, =(0,,0,1,++,1),
BARATTE A o D0 G HHEER m—a 1A T
RUA 3 A8 Xorh 0CD B3 KGE A (X0 (X)L

7€<X,>:.T,,W:m—.r;.
BHHE o5 PR KRE.NHS 58 P
5 AR LR o0 FX R A 0 8 e f5 JBUA
B X RYHT o, DICR BT B S FE LA o =
s R B HE R X 0 A BORA B A
o = R Xo 0 AN EE T s Wl 2 U
(Xy)=max{x ;) RREHE. S H5F P, i@t
i A 0 B4 Bl X P AT 2 DT R A B
AIRCEH X 17 Al T8 3R PR R A 78 L B s 7l DR 4
X 3R max{(xy 2y sx) saig ) =< X, 1.
w4 =10, 2, =14, 2, =6, L HL m =20,
W2 PgIER) X, a0k .
X,=(0,0,0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1,1,1),
Wazch P, BHER X,
X,=(0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,1,1,1,1),
g PSRN XN
X,;=(0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,1,1,1,1),
BRA

Ty st

(Z1 525500

Zj

max(10,14,6)=(X;)>=14.

G o 5 oM R/NME. S 5H P
M5 A C A BAE 2 MR R m— 2, > 1 B e
BIFAEBHA XihWE m— o ML R A5 F
Hy s << (X)) > (X)) s o =y
(X, =(X ) ARV, =min{x, o, ). fRIKSE
#e.25% P, W ] m—ax D 1 BB X,
B m— 2 DICRSBFH EAE X HA T
ZERAS R min{ (21 sas s s ) sy ) = (X000

B4 2 =10, 2, =14,2, =6, FH m =20,
M4 POIER X 407F -

X, =(0,0,0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1,1,1),
M2zt PEGH X N
X, =(0,0,0,0,0,0,0,0,0,0,1,1,1,1,1,1,1,1,1,1),
Ze PSR X
X;=(0,0,0,0,0,0,1,1,1,1,1,1,1,1,1,1,1,1,1,1),
R

min(10,14,6)=<(X;)=0.

DL B4R i i 7 i 1 o A SCH R TE R E Y
Bl N 118 22 > B840 v e R 0 e /B Y AR 3L B
B X RTS8 O DR 5 1 T 7E 25 SO A5 1 1 AT
CRE A B AR DU AT LS BLOR . A SR AR R 2 T
HRIEXS BT 0 A1 PEAT A AN A AT ]
Z5EHEMIE PR BA T 0 5 1 59D o2 e
B, 76 % SC EC0) ¢v1.p B R % 3L E0) . A ]
I A FAME SN T fA B BA I A B m—ax
AN SCHEAT FBE AL AL R OR TR A D PR %% . B T
X AR TT I H X 8 SCHEAT 1R R BT LA RO A R
IR 7 ZR AN SEAT ][] 25, 1T 3k FH R0 s A A R
N I 58 58 .
3.2 NEMRXERETHTEAR

AN AT 2 — TR R B R (R AR T B
I
i 1. R R R AR T 5
BiA:P Py PoA ARTAREIE 21020002,
i y=max{x; 2,
L. Py R S OS50 2% R G A B pe FIFAE s, O
DA pis

2. P RS 076 1 4% B C MEUE « F b iiEcd X,
F¥ E(X\)=(E(x,1),,E(x1,) KL Py

3.8 c=C(cryue,)=(E(x ) E(x1,)) 5

4. B5% P,G=2, i WTF .

For i=2 ton—1

ST )

P, computes
E < E0)(k=1,2,-,x;)
Ceramrve )< (BB v EL s ED L)
sends to P;
End
P, computes
E,.,<E)(k=1,2,,2;)
Cersene) <= (EisWE L ,E,’,,l,i,wﬂ v EnL)
Horp Bl G=2 ) BRI O Z 00 A B kAT
T BHLAL IS (9 25 S A5 R AW LR B R E T RR A
AL,
5. 25% P, 52 5% PatENT.
P, sends ¢ to P,
P, computes Y=D(¢)
y<<(Y)



5 Mlbe 2045 DR f SO AR DR B2 03 e i 0 1137

6. Pyt v IR A G5

Bl . mT LA &S Y AR I B R B /IME B & A 2 T
AL
3.3 i1 WSH

EmESHR. P 1 WIESTERTH 3.1 5
A 1 i 3 ORI

B, PP 1 W%k DIRE R N % 5 2
(822 AP B AE S 0 8 Ty SR AT IR TR U A L N
B AT DAUE B ph i 1 iy 4 1 T 1 H
A Pyl LA % B AR 1 o] DU Pu & 5
AT A BT AARIKILAE P25 6 M K
dr.#5 Pv 5 P,y P I AT LUK S M P 4R
4 X,.

EE 1L REIFERKMEERL 1 AR S
BRI J& % 411,

IE . At A R (D B RLES S SRk
WA & B, AL 2 FH T RE 2 5 & 1 0 B KA iR 45 1)
TR 43 M LA 3 RGO -

(ODPAZEGE Py, P, AEERG P Y
PREFAR 5 . oy B PA REGS il %5 95 3C, I 2R
MANEHE BT Poseee s P, K AL AT A 1501 %5 5C
ZHh Py PRI R T 2 E R HA E(X) =
(ECxi) s ECr, ). BTN 0L il L% 4
(. (ECz1.) s+ s ECay,0) Flom A FEHLEUR T3
AT X 3 /. RS BT

I={P,,.P,} . X={x, 05, »2,)»
FXD=f(XD=min{x 25,2, }»
{view T (XD Y xeon oy = U view T (X) s+, view ! (X))
={l,x2,,R, , E(X) s+, 2, R, E(X,), f1(X)}.
BN (L (s s s ) f1(XD) S HEHLEE R 2| €
(1.2, m ) ffif3
XD = f1(a2] sz s sx,) =min{x) yxs s 52, }
=1 (XD)=f(x1s23+*sx,) =min{x, s 25,2, } »
R 2l sy e s, BEATBESEL. B 50 15 MR B S0 B SR A 1
Bedl X1

...’()91,...’1),
e X155
E(X)D) =(E(x})) - E(zl,)).
BEALAS S Fie PRS0 SR A7 o 2% 85 e I B . i 2%
A E(X)) 7585
f;(I{ s Ly stt" ,1‘,,):min{x{ s Lo st ,x,,}.

é\

S (g setesa,) s f1(X))
:{Iv.Tz ’Rg 9E(X{)9'“51',,9R,,7E(X,,)7fl(x/>}.

Ry 2 5 7 % A S AL BT DL E (X)) =
E(XD,H J1(XD :fI(X/)v/ﬂ;1ﬂBfﬁ§§&%B%*ﬁ
S5 1Y Tl

{SU (x5, f1(XD) b xe oy

é{’view?(X)}xe(io,l;ﬂ‘y'.
RN F 2 4.

() PPAZ 5GPy P n—2 A58
o B H o — A B PR B e L B X Py e P Y
Hi A SR S5 L BB T A R S e — i Tk R B
P 9"'7Pn%i%%%‘:(ﬁ% P, E@%%ﬁﬁﬂ(J{%E\ ﬁﬂl
155 B8 55 5% — P I D0 AR ] 5 FT 2 8L B 480 m] L AIE B )
T o2 Z .

B P2 5EW. XMIELT W& KA IS
MR BEEE Pr n—1 1S 5EF 51K, 2R 8 H—
AN P.E{P,s -, P REANZ 5 E W E L o 1)
R TEMNE LT AT R LR Poe (P, P, )
(0 DR 25 A o B9 DR/ o T A0 SR A AT AR T A 1 2 =
HRE TR RO, Y o R R KA W2 R o /Y
RN Q2R e A5 g e KAB - AT TR TE 6 R JE s i B
PR B DRI 0k 3 0 1T AT A5 50 = 4 1 22 2k A i

/NI 22 5.
Li ERTIR Z DB TS 5 E R L 2.

Tt
4 ETIRBENRAERE TR

T FATR TR 5 R G i — AP
RO NI (=R R e N ) S O 3 1) S B N
LW TR B B 5% POE SO A
Bl o Fe A o 8edl XoOJfF e Ar g A =2 5 %
A i 10 X 4 SR AT R e B AL 0
9 5 R AR BRI A o KL
41 HAERRNENEXERZTIHTEAE

i 2. T T RR AR Y R R (R PR B AL
Eﬂ/ﬁ/\ Pl vPZ 7'"qu [j/‘J*L\ﬁﬁTEII s L2 9% s Xy
i y=max{xi 22,2, )

1. P Py . P EEBH A 2HRGE LHSE I
PP C RG] pu A EBA hs

2. P M%7 1 1A% B C 4R 2 8008 o B A B
X IFHAPImE

E(X)=(E(x1,1) s E(x1,,))

KRS P,

3. % c=C(c1y o se,)=(E(x1,),,E(x1,,))

4. B 5F P,G=2, ITEWNTF .

For i=2 ton—1

P, computes



1138 it " Bl 2 12 2018 4F
Ei EQO) (k=1.2. ) Ty e, o [ I BRI B AT AR A DG RO B 1 15 .
(cramve) < (EnsrnsEn GEL e ELL) RBE 21 sas s sy € {2y a2y s oenz, ) =U, H i
sends to Pry, 2 <lzy <oz, =R 21 =20, =25

End 2, =2, 1=k L, p<<m) B4 21 <2, HALY k=L,
) BEHE 2 LT LA G R ==
Cersomre)) < Epr oo Evs 2Elr, v s Bl ) HB T LA BEANTT S it 5 2 Bl 3R R I — > 5 e — %)

SMEERRENTRNT
Py Py, PSR Y=D(c)
y<<(Y)

Outputs y
4.2 il 2 WE RS

EmESH. P 2 MIERITER 2.5 95 ) 3.1
P BT A D BHOR PR AIE.

TS, P 2 E TR IET TR
B2t i TIIRAHREN A Eh A
Z H5HELFE RN, %S A S 55 G1EA
S, MR LR P2 5% PAUIMA A
TmEERNGEL HAKA PS5 g e
SR TV I R Y O B PR 2 ] DU S

W
REIR 2. TR 00 AR IR TS
W2 T A,

FEFE 2 [ UE I e B 1 A AR E] L T AR AT
25 HH UE W] JEL . AR A0 3 SO 4 R SR T B o B 0
W PE T # BeH iS 5 E% A AR B2 91 AT
{5 BAR TR A T X3 i, k. REH —12 5
HEASHEW A HAL S 5 F R UL bR AT B sy
ARAF I view 5 T 2 i RAE AL AR — A A
PEAT R A B A 5 B 5 SR TR A T X 70 1. X
bt D0 AU B AR 3 2 S T B DL

s EFIIRBENBAEEARE
it

=TT R P 1 S PR 2 R H e
fife R T A ) A R AE — A Y L PN A e R AEL )
BN 2y e, € (kA1 sk Fm ) (RE Z,) . BT
T8 B AE Y8 B KL B m A (AR K 3 Ab vk
AT S R MR & 1 Ol e IX — [ A 2
HE T A B R R T RS g AR A T Y R
[ R At ke 7 5%

5.1 HhilMERFE

BREHR. n NS 5HHE PPy P A
RABHE x1 oz, AWATET 5T B i B
KME y=max{x, x5, 2,} B E/ME y=min{zx,,

B X = (xysxy st x,,) s FoHp
0, j=<k
1, j>k°
Z 5% PIA e Mg Ir ik 2 i — 8

1"./ =

Xi=(xy s sx,). Py E‘J%Aﬁﬁjﬁ llﬁ"jﬁ%ﬁ%i—\‘}ﬁT
il
e
X1:(09’°°9O9 19"'91)9

TERCH T 0 TTR IR TARA k.

A EZ AT mindxy s x, ) PoAUT T A 0 B 4 s
JRAECH X o LA TR AL RS R A
2, L S <k WH (X)) =X ) 545 2, >0 s b
AU >X ) AR 2, = max{x, .2, b KK
K. 2 5E P vl B 15 200 B X
PE HR 1S max{ (220500 2;) X1 ) TR

.4 2 =8.2, =19, 2, =4, &% U={(1.4,
6,8,12,13,17,19,25,40} , 84

X,=(0,0,0,0,1,1,1,1,1,1),
Mrzh P, B X, h

X,=(0,0,0,0,0,0,0,0,1,1),
Zih PoBHER Xk

X,=(0,0,0,0,0,0,1,1,1,1),
BARA

max(8,19,4) =z, =z =19.

LB o0 5 o P E/ME, P AU m— 1A
I B f A8 Xoh e m— Ao R BIA]. 25
G s <a (X)) X)) s = A
(X, = (X, Ak R o = min{ay ). Wk
K. S 5E P rlE S B A2 8 X
PEHR S min{ (xy 2y 0 -

B, % 2y =8,x, =19, x; =4, 2% U={1,4,
6.8,12,13.17.19.25.40} . FB 4

X,=(0,0,0,0,1,1,1,1,1,1),
Mrzh P, #IEH X, h

X,=(0,0,0,0,1,1,1,1,1,1),
Sl PG Xo N

X;=(0,0,1,1,1,1,1,1,1,1),

9I;) s Li41 }:Z

(X

BRA



5 Wlbe 2045 - DR f SO AR DR B2 53 o i 0 1139

min(8,19,4) =z , =z =4.
DL AR B G 5 0705 2 0= A SR T 5 A B A
ik SNV E 2 2 € RS N R R SN EREIE - N
JECHEL [R) R B RE T M ER AR 24 R AR SR
FHRE A 23 B0 %% T Ze X B b iy 0 1 BEAT A5 0
WA TR NSO S R 0 5 1 AR
PR T A 48 e Ay R 8 4 o ARG PR 85 R e R VD AL
Bt dr ke 3.1 45 rp B ad L X b 7 1 R R AT L3
RO TR TR BE 3 T 2 5 5% 5
5.2 MAERMNRAESHAREHEARR

MY 3. ST IR R (AR 5.
ﬁ;ﬁ/\: Py Py,eee an%’ Q ﬁ‘]*[xﬁ%‘ﬂ EOEINEE RARE N v%% U
i y=max{zi ays ez, )

1. Py, Py - P ERBER—-FMAHARENATFSH
IEEEEEH SR pu  ZEBREE LAY s

2. P IR 07 2 2 ¥ B O M BE o B B X
A M ¥

E(X)=(E(x1,) s E(x1.,))

RikY P s

3.8 c=C(c1 ue, ) =(E(x ) s E(x1,))

4.8 ri=z NS H5H P, G=2,- 0BT .

Fori=2 ton—1
P; computes

E .~ E)(g=1,2, ki)

- ~ ~/ ~/
Cervrmrve) <= (B sy B o B s Eion)
sends to P;

End

P, computes
E,,<E0)(g=1,2,,kn)
Ccrsorrey) < (Epq s sEvin s Er it s s EL_1..)
S, RRMERMEEMT .
P, Py, P EAIRE Y=D()
y<<(Y)
Outputs z,
5.3 ML3IMARSM
IERHESTAT. PR 3 M IERPE R 2.5 39T IR
fifk % Y B AS B K 5.1 T P I AY A Ji LA F
PRIE.
WS T3 el h Pl 2 195
AR A5 2 fROIE.
3. PUa B O E R AR TR 3
A
. R 3 IR EE S E 2 i uE ] A
B AR [v) 3 L4 s 2 A TE B e HEHE.

6 MRS

BUAE X b T PR T R R OR(EL A = A PRI AR

HEAT 4T 5 BT 3

WHERRS . 10 il it 88 2=,
B— R EREA « 2354,

VM1 B B EA S 5ENBERAEE m,
i F W O T BEAT A [ 25 1 B R & o A1,
ik R 55 1 Goldwasser-Micali (GM) fij1 2 &
258 8t n] D BE AR [ il 26 5% NTRU i 557k
T ARBRH GM %735 . 2 5% PR EX 0
1 TN XA R 2 W BT 2m RO
B BE PoAkh, PG ISR R 24 0, 8K J5 BT
m—x, IR %S T GM Bk H A % CH
FE IR TRZE, T 0 N2 5 &5 KL HEIT
B 2nm WHLRIZH WA B 5.2 5% P,
YR E (X)) JEAT i %, GM BTk i 9% — IR &
logp ALz p  GM N RGEH KR
BAED. Bt bl 1 s 2 L FHE 2nm+logp IR

P 2 L R R R B2 5 8 s A
if o TSR BT TR AS, Oh T 7 (B k.
PEALFRATT LA ElGamal Jin % 55 15 o0 i) i 47 Ui 9. 4
SR A PR S TR 05 R G0 AL RO
WHMaE & B 588 T aE"E 0% h=
g e mod p X HLAY p A= ElGamal Jili %% 5 3% i
NSO SETEE n WHEABHGE 5. S R4
255 e 2 LT 2nm YWASHE BUE 5 L A % o R
L am WHEES BB . R AL 2 | 2% %
m (3n+ 1) 48 B8 .

3 R S5 & R EE A A T
EHU S HUBHE N m. T3t Z
I TBR %8S, BT AR 3 e 255 2 m (3n—+ D IR LR
s HE.

BEIRSHA B P B2 5F5K 5
HINE R GE XRELT N2 55 . X
25 ETE n— 1 YOB(E. 75 G % nt, PR i
LA E(X,)RES Py XU B — G5, Kt
P TR B PG .

P2 M 3 BT 2 5 3 Sk R A 3 2 B R
EARSTHE L WG AHEIERE»— 1K
WAE T AL TR 2n—2 WA AR.

SCUG ARl AT A AR A0 S 3 ke I i AR S
BT PRS2 FER L 3 S04 T B FH B9 B ] 5 38 2 B ik
7 B B ] R B GIE AR % S5 A X 24 5% : Windows 10
64 Ai4AE RS, AL SR S 500 Intel (R) Core(TM)
i5-6600 CPU@3. 30GHz,8GB 17, I JAVA iE =
Y A S BN AR S AR 2 SR = AN UM ) S B R B



1140 it "

Bl

Eilg 2018 4

L
&

BARTE D 100 LA BRG] 1000 LA 49 Kt » B
WL TR GM O R 48 il 2 FPrs 3 ]
(12 ElGamal ['TFRN % 2 oot 47840 A 22 0 1 i
Ab B[]

KIAER. NE 1 AT HHE PoAS 5 AN D
R OR B — 1 Y Y 2 B0 ) e KA P
W1 MR f R (. AETGIE B E Py s o (R 2
BEZHEIO ML T ZRERERL —FEES
N 22 A B Joe R A BRI 3 YRR R B i 9. FEAS
SeEe b PR 2 5 PRI 3 A AR R —
ElGamal ["JBRINE £ 58 2547 848 77 1 T HE At &% %
B T TR RS IR RHCR & .

30000

—e— il
| —— ril2
—a— B3

25000
£ 20000}

I} 1)/

= 15000

1
> 10000}
5000+
D D G S S T S — 4
0
100 200 300 400 500 600 700 800 900 1000
Hdfa o

R SR o R L A PAA T IS 1] -5 K ¥
BB 2 A L

17T

#

[ 1

7 BAAEEMBAAAYH RS
it

HTED 25 1 A BR S 1~ 3 i ke 1 5 T A FA A BB
1) o KA PR %% 1 A [R) AT, % 33X 2 Bip S0 48 2l gk 7T
DI e fe /IMEL B TR) R = 52 F L 78 D0 AR i B
YO T S/ IME ) R SRR A L R
BT @4 B s oy 5 al, i — LR A T8
19 e/ IN A A BSORN B K 28 29 0l 8L, O 45 B /D
5 %5 ) ) B A i ok T
7.1 REHES/NEHRNEH

BB R R NS 5EP.(i=1,2,,n)
BH— DAL o oxn s, AR A BRI
B n MO/ AEE lem (2 sy s o0, [HER
AR EE B O WA A BHE.

BRFENERFEE. i BRI A & B ] A,
B — A BB AT DA M — b R A T R BOR B
T2 WA BB 40 . B 2, W DA R 1

;=271 0 3" e e o glin (2)
WA a1 sy s, W /N A A BOI A] LLR R h
lem (@) sy s veeyar,) = 200 g gmatan )
T

H1 b ST 3R 2 A B die /N 28 17 R0 Tl
A DU AR U3 24 B3R 22 A 56 45 6 I 67 B 5 KB A9 7]
L T IS 249 315K 20 A B bl 1) g R AL ) A

[ BE s s oee o, B B R 20RO AT LR

EE D] R 3mm

inCa, ) o (
ged(ay sy serya,) =200 !

gt T,)

min(x, o,z )
Im* "“am

q, .

PRIt & 3R 224> B i R 2 2 B ) R AT L 3
FEIR LY BI5R 22 A4 G 0 A B d5e /)M E Y ) et s S0 T
U 29 315K Z2 A H0HE Y dc /M 0] L

i 4. BT TR AR R A B o 1 BT
A
BA: P Py PARAMBARR 210205002,
B y=lem(x, 2,

1LPPyye P EREFATE D g I ACH
MABEMRX (DO RFBERIFERACHRAEA X =
seee sy, ) JEIE R AE o LS (BE 2y € {0, 1,00,k })
H X 9 5 R A M E X

I‘zl/‘\ I‘zl/!\
—N— —
0ye00,0, 1,041

[ 71‘,,)

(x;
b—

/
X:=
v A k—x. A
im im
Oyeers0y 1yeeey 1, 04

2. Pl #Pz 9""Pn;j\:lﬁjﬂ§‘lﬁqﬁ]‘i>z 2 ’fﬁn‘guéljﬁ

Y,
Y= {} =max(X],,X.),

Y,
BB max (X7, -ey X004 U B X AL B 1 B KA
TR A A EAL.
3. P1sPy.e P& HITE
y=lem(a) sas s a,) =21 « 32 o wen s (17’7””,

7.2 X 4 BT
EMMES . Pl 4 B9IERYE Al i Pr il 2 /Y IE
B L 7.1 35 ORGSR A S B AR B ORI
WS, B4 el il 2 1%

2 P45 B R IE.

EIE 4. TR 0 BN A R T
IR,

IE . ERE 4 AR R K 5 e B 2 AR B R
% AR 7] . e
8 & it

AR SO R R I o Sk et 1 — b R B R T
T FE T P A G A 7 i RN T PR R A T
=AM PR ER R /) R TR R Y % 42 22 07 TS B, OF
DA O AL 3 1 — il R die /N O3 AR TR R ) 22 4
Z 77 VER PR BT 4 R B IO A D S AR TR T 8 2



5 4

e 24

PR 4 4 S AR AR )

T 1141

AW AEYUA S T PR f

A S S

# PO B 2 B 3 FIER I 4 AT ARG A

Bom &

W, A )5 R A BUAT BF 58 19 BE Al B Bk —

A WIF TS B o A e (L [R) R figp R 5 8 T 2 8K

S5 A o AR e 6 5 0 2%
R B R

[1]

(2]

(3]

[4]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

T X R R
TR ) ) BF 5

Z £ x #

Yao A C. Protocols for secure computations//Proceedings of
the 23rd TEEE Symposium on Foundations of Computer
Science. Piscataway, USA, 1982 160-164

Goldreich O, Micali S, Wigderson A. How to play any mental
game/ /Proceedings of the 19th Annual ACM Conference on
Theory of Computing. New York, USA, 1987 218-229
Goldwasser S. Multi-party computations: Past and present//
Proceedings of the 16th Annual ACM Symposium on Principles
of Distributed Computing. New York, USA, 1997. 1-6
Yao A. How to generate and exchange secrets//Proceedings
of the 27th Annual Symposium on Foundations of Computer
Toronto, Canada, 1986.: 162-167

Goldreich O.

Science.
The Fundamental of Cryptography: Basic
Applications. London, UK. Cambridge University Press,
2004

Fagin R, Naor M, Winklery P. Comparing information without
leaking it. Communications of the ACM, 1996, 39 (5):
77-85

Boneh D, Goh E J, Nissim K. Evaluating 2-DNF formulas
on ciphertexts. Theory of Cryptography. Berlin, Germany:
Springer, 2005: 325-341

Kissner L., Song D. Privacy-preserving set operations//
Proceedings of the Advances in Cryptology-CRYPTO 2005.
Berlin, Germany, 2005; 241-257

Li Shun-Dong, Wang Dao-Shun. Efficient secure multiparty
computation based on homomorphic encryption. Acta Electronica
Sinica, 2013, 41(4): 798-803(in Chinese)

CERIA , BB R T [F A 00% 10 & 3 2 o7 Rk . i
2FA4R . 2013, 41(4): 798-803)

Atallah M ],
geometry. Algorithms and Data Structures.

Springer, 2001; 165-179

Du W. Secure multi-party computational
Berlin, Germany:
Li Shundong, Wu Chunying, Wang Daoshun. Dai Yigi.
Secure multiparty computation of solid geometric problems
and their applications. Information Sciences. 2014, 282:
401-413

Qin J, Duan H, Zhao H, et al. A new Lagrange solution to
the privacy-preserving general geometric intersection problem.
Journal of Network and Computer Applications, 2014, 46
94-99

Kantardzic M. Data Mining: Concepts, Models, Methods,
and Algorithms. New York, UK: John Wiley & Sons, 2011
Aggarwal C C. Privacy-Preserving Data Mining. New Delhi,

India: Springer International Publishing, 2015. 663-693

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

Du W L, Atallah M J. Privacy-preserving cooperative statistical
analysis//Proceedings of the 17th Annual Conference of
Computer Security Applications. Piscataway, USA, 2001:
102-110

Jawurek M, Kerschbaum F. Fault-tolerant privacy-preserving
USA Patent 8,880,867, 2014-11-4

Du W L, Atallah M J. Protocols for secure remote database

statistics:

access with approximate matching. Advance of E-Commerce
and Privacy. New York, UK. Springer, 2001 87-111

Du W. A Study of Several Specific Secure Two-Party Compu-
tation Problems[ Ph. D.
West Lafayette, USA, 2001

Elmehdwi Y, Samanthula B K, Jiang W. Secure k-nearest

dissertation |. Purdue University,

neighbor query over encrypted data in outsourced environments
//Proceedings of the 2014 TEEE 30th International Conference
on Data Engineering (ICDE), Chicago, USA, 2014. 664-675
Brickell J, Shmatikov V. Privacy-preserving graph algorithms
in the semi-honest model//Proceedings of the International
Conference on the Theory and Application of Cryptology and
Information Security. Berlin, Germany, 2005; 236-252
Smaragdis P, Shashanka M. A Framework for Secure Speech
Recognition. IEEE Transactions on Audio Speech &. Language
Processing, 2007, 15(4): 1404-1413

Liu A, Zhengy K, Liz L, et al. Efficient secure similarity
computation on encrypted trajectory data//Proceedings of the
2015 IEEE 31st International Conference on Data Engineering
(ICDE). Seoul, Korea, 2015 66-77

Tang Chun-Ming, Shi Gui-Hua. Yao Zheng-An.

multy- party computation protocol for sequencing problem.

Secure

Science China Information Science, 2011, 41(7): 789-797(in
Chinese)
GEHEW . AL, WhiEZ%. 5 8N 2 42 2 Jr it & il

HEBE [FERE, 2011, 41(7) . 789-797)
Dou Jia-Wei, Ma Li, Li Shun-Dong. Secure multi-party
computation for minimum and its applications. Acta Electronica
Sinica, 2017, 45(7): 1715-1721(in Chinese)

CERYE, T, R, fe/ME R % 4 2 05 TR R,
F. P24, 2017, 45(7); 1715-1721)

ElGamal T. A public key cryptosystem and a signature
scheme based on discrete logarithms. Workshop on the
Theory and Application of Cryptographic Techniques. Berlin,
10-18

Goldreich O. Foundations of Cryptography: Volume 2, Basic

Germany: Springer, 1984 .
Applications. London, UK. Cambridge University Press,
2009

Reddy K A N, Vishnuvardhan B.

algorithm using linear transformation//Proceedings of the 49th

The probabilistic encryption

Annual Convention of the Computer Society. Hyderabad,
India, 2015: 389-395

Long Y, Chen K, Mao X. New constructions of dynamic
threshold cryptosystem. of Shanghai
University (Science), 2014, 19: 431-435

Paillier P. Public-key cryptosystems based on composite

Journal Jiaotong

degree residuosity classes//Proceedings of the International
Conference on the Theory and Applications of Cryptographic

Techniques. Prague, Czech, 1999. 223-238



1142 it B

Ee 1 2018 4

YANG Xiao-Yi, born in 1993, Ph.D.
candidate. Her main research interests
include modern cryptography and infor-

mation security.

Background

Secure multiparty computation (SMC), an important
field of cryptography, was first introduced by Yao in the
1980s, and has become one of the most active research fields
of modern cryptography and a focus in the international
cryptographic community. Since SMC was introduced, cryp-
tographic scholars have studied many SMC problems arising in
various fields such as scientific computation, computational
geometry, data mining, statistical analysis and social
management; There are also many new problems that need to
be studied; many previously addressed problems also require
further effort to develop more efficient solutions.

The “millionaires” problem” is a basic problem of secure
multi-party computation. which can be simply abstracted as
privately comparing two numbers. The protocol for it can be
used as building blocks (sub-protocols) to construct protocols
for many other secure multiparty computation problems. A
natural generalization of the millionaires’ problem is to
privately determine the maximum or the minimum of some
private data owned by different parties. This problem is of
great theoretical and practical significance. Its solution can be
used to solve many other secure multiparty computation
problems, or be directly used in electronic commerce.
electronic voting etc. However, the existing protocols based
on pair-wise comparison have to invoke the protocol for the
millionaires” problem or reduce this problem into a sorting
problem. If they are applied to privately compute the
maximum, they are inefficient or insecure. They can disclose
much more information than expected. This paper tries to
solve this problem efficiently and securely. To solve this
problem efficiently, we first propose a private substitution
method which uses the property of probabilistic public key
cryptosystem. Using this method, one can change the

ciphertexts of a private data set to change or not to change

the plaintexts of the data set. but no parties knows whether

LI Shun-Dong. born in 1963, Ph. D. . professor, Ph. D.
supervisor. His main research interests include modern
cryptography and information security.

KANG Jia, born in 1992, M. S. candidate. Her main

research interests include modern cryptography and information

security.

the plaintext of the data set has been changed or not. Then
we propose a new encoding scheme to encode a private number
into a private vector such that the maximum computation on
the private data set can be performed on the private vectors to
jump out the pair-wise comparison and to preserve the
relationship of data. We finally propose our protocol for
computing the maximum of private numbers. As the application
of the protocol for privately computing the maximum or the
minimum, we show how to use it to privately compute the
least common multiple (the greatest common divisor) of
some private numbers. The protocol for computing the
maximum of private numbers can be directly in seal-bid to
privately determine the winner.

Three different protocols proposed in this paper are
appropriate for different cases. The first and the second are
appropriate for the cases in which the private numbers are
belong to a small dense set of which the cardinality is not
very large. The second and the third are constructed based
threshold decryption cryptosystem, and thus resist any
collusion attack. The third is appropriate for the cases in
which the private numbers are belong to a small sparse set of
which the cardinality is not very large. The first protocol can
be implemented with any probabilistic encryption. Therefore
one can chooses the most efficient encryption cryptosystem in
practice. We use the well-accepted simulation paradigm to
prove that all the protocols are secure in the semi-honest
model. The analysis shows that these schemes are efficient.
The experimental result also demonstrates that our protocols
are efficient and practical.

We have been studying SMC for more than ten years,
and have done much work on this topic. We have invented some
methodology to implement secure multiparty computation.
Our work is supported by the National Natural Science
Foundation of China (Grant No. 61272435).





