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Abstract  The histogram data as its feature of concise, clear and intuitive form of data expression
is widely used in statistics, analysis, and other fields. The sanitary administrative organs use
histogram data to issue epidemic warnings and the family-planning bureaucracy use histogram
data to display and analyze population distribution. As a commonly used data publishing method,
histogram data publishing has received extensive attention due to its intuitive and convenient
features. Although histogram data publishing increases the efficiency of users’ acquisition of data
knowledge, privacy disclosure in published data is still the main factor hindering its development.
To cope with this challenge, histogram data publish under privacy protection has attracted
academic attention. Differential privacy as a strictly provable approach to privacy protection has
gained more attention than other approaches. However, the existing differential privacy protection
methods often ignore the association characteristics between the histogram published data and
there are three main problems: (1) The effect of data association privacy in histogram sequence

on privacy protection; (2) It is difficult to give full consideration to the direct and indirect privacy
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of data; (3) The difficulty of equalizing the direct and indirect privacy of histogram data. Aiming
at the protection privacy in publishing histogram data, we design a balanced differential privacy
protection method for histogram data publishing by introducing the associated privacy leakage
assessment and quantization mechanism. First, we define the histogram spatial correlation and
privacy according to the scope-based Markov mode. The Markov transfer probability between
spatial adjacent histograms is used to represent the correlation privacy between histograms, and it
is shown that correlation privacy can cause the leakage of comprehensive privacy. Second, we
propose a comprehensive quantitative evaluation method for multi-factor privacy leakage, which
by combining various loss factors caused by privacy leakage. We determine the cognitive scope
based on people’s cognitive psychology and establish the evaluation index of indirect privacy
leakage through local and global privacy leakage loss within the cognitive scope. Through the
degree to which the index value belongs to the evaluation class, the single-index analysis is realized.
Then, the multi-index analysis result of the weighted sum of the single index and high value is
achieved. Through the comprehensive evaluation of the above results, the risk of leakage of
indirect privacy is realized. Thirdly, based on the Nash game and Stackelberg game theory, a
histogram distribution method for direct and indirect differential privacy balance protection based
on game theory was designed. First, based on the above different leakage risk, the Nash game is
used to realize the balanced distribution of the privacy budget. According to the direct privacy
budget, noise is added to the histogram based on the lap mechanism. According to the indirect
privacy budget, the histogram after adding noise is selected by the exponential mechanism for
clustering publishing. Finally, Verify our method by running our method on two common datasets
include the WakeTakere datasets and the Search_log datasets in the following different situations:
(1) By setting different parameters to verify the effectiveness of the method under different Settings;
(2) By comparing with different algorithms, the superiority of our method is demonstrated.
Based on the Analysis in above two different situations, the robustness and the applicability of
the proposed method in this paper is proved.

Keywords  histogram data publish; differential privacy; correlation privacy; Markov model;
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X I SR W H Y B RA T i XU, 7T UAR 4 0k
NEAEHR T J8 T2 28 i) 2 88 S 7 B, 4 AR 41 B
TEFR AT AR AR T SRR RS 3 Dl A
(1) BARAR . X T EITE H A5 5 A KUK
bR i, 0=j=4.1=k=K F/HJE TH & M0
FERREE BT PR AR I B AR SR KR
Value,..
RV T EH I AR H AR j DI I8
PR 0o b oo by WA HEBR 20 A 45 R 0T L
FAE
M4, by B,
Value,;; =1, Value,;;, =Value ;;+-Value, ;x =0;
M4, >bk B,
Value,;x =1, Value,;; =Value,;,*+*Value,;; =0;
M by <i, <b, . B,
‘ Ly —by, ‘
‘ by — byt ‘
PETIAT 2 H, 045 R W0 HFE S,
S={S, |S, =Value,; ,0<Value,, <1} (20)
(2) ZARARIr M. Gl 400 P A A B A 2 HL A
fabn 1 BPEOY 45 08 . W) 22 45 Br 20 A 45 2R vl DL i
KL J7 125K 14

o ‘ iu *b/1+1 ‘

Value,j,: ’ Value,,v,ﬂ — ‘/ b ‘ ’
D = Ou+1

Value,k:ZWUXValue,jk @D
i—1

D 5 L 52 45 TR T B 80 75
i e

1 m
Value,k:*EValueUk (22)
m =

T BT A8 AR AU L R B 42 A5 1Y R
PRI Mea, 5 2 16 bR ¥l Mea . B9 AR {BL 1R 7€ 1
o ) BT A 0 R B R A SR A s )
R o P B R DAL AR B A AR AU L AR

T

2 (Value ;, —Value ;. ) Z (Value,, —Value,, )
—1 k=1

h
\/2 (Value,j, —Value,, )2\/2 (Value,, —Value, )*
k=1 k=1

(23)
R N /N W

Ty

n
2r
t=1

24)

Wy
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R ZAE X Q7D ARG Z A8 40 D 46
(3) PRI . RARANR B 45 )7 B’ Z 48 1 20
LE5UE TR — I 2 Y Rk H 45T
WHRMFIBFEIE b1 > >bi .45 Amen, =max (b, X
Value,) WA H,J& FLEE M ko2 1<k <K’
I G B A I B AL R
_ ko
7Ame,k0 +ao
Forb oo B7 120 B2 0 B &0 » i — R/ B IE L
EAS I ey O il IR R A RS
QPLMDM(Quantization Privacy Leak by Multifactor
Decision Making) 4l1°F :
Bk 1. QPLMDM H k.
A 5 EEE )P H
E 7T A EE TS : R
HIrEAAIRET1F 91 - CI
St < B T o R i R KUK
PL={PL,,PL,,-+,PLy}
FOR EACH H, IN H DO
//FIM R, CLit+8 H, o] P & 46 45 SIF, . CIF,
A (10) (13318 SIF, .CIF,
/IR R, CLFS H, 85K AN
R (15) . (1738 BAF, ,CAF,
/R H, 5 2R AR o R R
I=getMatrx(SIF,,CIF,,BAF,,CAF,)
B, = getMatrx (D
// R g H O B BR T
10. FOR EACH ¢; IN I DO
11. 1F i, <b,
12. Value;y =1,Value;; =Value s ++-Value; =0
13. ELSE IF i,>b,
14. Valuey =1,Value;; =Value;,*+*Value;, =0
15. ELSE

PL,

B~ w D=

© o0 ~ (=2} (2]

‘Z‘]i/)k\l‘

16. Valuey = ,0<k<m

‘/Jk*bk-l ‘
17. //¥95E H, [ 2385525 6 ek
18. (DT AE Z 4 T34 1H

1o
19. Value,, =— >, Value,;
m iz

20. (2) 155 Z2 48 4 1l Bt 55 BAE AR 1) 4 AL BE
21, r; =

> (Value,, —Value,,) ) ) (Value,, —Value,,)
k=1 k

o =1

\/Z (Value,j, —Value,; )* Z (Value,, —Value, )*
k=1 k=1

Ty

22. (3) RIGFEARANE w,; =

m

23. (1) ZARFRIPHTSE B Value,, = > \W,; X Value,,

=1

24. END FOR
25. / /LR PR A b il R XU
_ ko

max(b; XValue, ) +a

27. END FOR
RETURN PL={PL,,PL,,-+,PLy}

26. PL,

5 MEBESRARIFEFTEEZBAIE

1 56 19 05 A 1 2 e RL G 3 mT LA B 7 1
{18 2t oF 5 RO AN 4 Tt U o SR 1T X B 7 1 22 Ji) 56 R B
RERIEAE . K PR, F . A& e s
A b B A AR 51k 45 2R L a1 2R AR AR A R A
T 43 i 5 B0 L B RL 5 ) B2 R AL ) R 4

TS B A 2 A WA AL DR AP [ B R [ ES 4R AT
FHE A ST G 48 BODL ) 5 W RS AL A R a4 8 B
BRI E I B R k. moe T HIER AR S
AR ST 4 18] 422 B FA T 5% 10 25 R g T BR AL R AP A
() Nash {5 Z5 #5258 52906 B 4 B RA il 8% 5 1] 4 B A
M 5 1 DR 7 AR R A7 1 A 43 TE Oy 1 S8 A PR ) 5 KR
T bR A B AL R T 43 TC 45 R L T HE T
55 B AL PR3 S W 1) 57 2 5 K AP A% T 2R AR A Ll ok 2K
PERLR SR A A5 B 55 0 0 B 7 OR3P SR m s )i 3 T
A ) 2 R RA T BA 43 TRE 485 SR o R ] 42 B A R 4 il
T A5 A8 BOOL R Y 3 A A R 23 BIL ) S 30 1] 4 B AL
PRAP B 5 R A J5 vk (Rl R AL DR 3.
5.1 REAATE DB R

i 2 BRAAR R, Oy T B R i S
PERRARL A AR B . A0 AaT & B 43 T B RA 0Bk 2 H
Fl 7 2 7% R 1) O S8 1) . P T B RA 10080 1Y) B 2 —
A8 A 20 SR 3 X T LR B AL I DR AP ) B
233 BB B AL B B % L S Z R AR. AR AR L B
2 5 (W] $2 R RA PR 370 % F B RA RLARE 1) 75 SR A7 AE — b 5%
GG FR AR AT BRI 38 4[] s 7 50 R N
YRR 265 AT LASRAG X 8 5 0 A FRATHE X Fh oG
REE—F L, [F AT LLE . Nash 349 4 i 15
S5 ST B B AR

— i b o B A T B XU R B L B R T B A AR
o B ) SRAH BE T A B T — 2, RUR:
1R 0 2 A X AR — .y T B RA 10RO 4 5 B
IE B BRI L % T R RA T i XU 5 6 FA T 03 A 522 1 L
M OCFR. BT BIR A HT  FRATTR B 7 I R AL R Ak
S5 RLHE L T B 0 B B R T R RV A fb 45



1422 it "

Hl

Y,
&

i 2020 4F

SR TPL™ 5 SCRT 2 ) B2 B RD KR i AL 45 2R PL &
F Nash {25 b g5 2 A, AR W ALE o A A 4R
PR AW A ISR, I B SR B Nash 2
A B O B AL 7> B 25 2R wT LAAR ol o PR 45
[ P SR A9 018 #4» SCnT LAGE 3 389 i Nash 34 i 29 5 42
o X T B A SR 1 7 o L Bk B A S 1A
AAHY H A - fe 28 T LAT 21 3% 145 B A0 ) SR s o BRIV e 18 19
B R AU AR B RL 2 BE 1 2R AT 0 e SR B
T[] 32 (9 2 i OR 4 B

2
min > (Q,—0Q,)%v;
j=1

s. t. EvJZI

(])gngl

. M H AR EARELLRG=1.2),

I AR L B R R KU Al £ R 5 ] R

A KUK Al 45 58 . Q) AR TR IR T2 A b A B AR D

o RV B DG AEL. I e 1 i 0 6L O 19 2 3% i 17 AR

II‘J_?;L267277'

TSR AR AR R AR ) B AR L 2 A B H O

eV U

LZZ Q=00+ (D)0, —1)
i=1

(25)

(26)

ﬁtﬁ*%%ﬁﬁ%%m*ﬁ%%ﬁi

TG T A e B B SR S AL SR A I A
LA B AR D9 2 FTE 5 45 DR SR A ) e 10 3% 10 AR
58 4w B R TR I A R A IR RO e
DU H e AL AR UEE Xt AN [ e 5 e It Nash 33 7
(7] i e 1o 3 9k Nash 249 02 B b & Uk AR 29
WSRO LR

a =310, 0" (27)
=1
BT LR, S Nash 255 S 400
B—min(a,) (28)

B J5 A Nash #4529 R H 7 AR 550, S 24
AT

2
min a= >, (Q,— ;)
ji=1
2
st Q=0 0 =R
i=1

IZI"UJ» =1
0<<y; <1
A e bR T A U A AT — B SR FRC I H e K

29)

PR LA E B 45 B G TE 20 0K 2 80 W 3k 1 3
SR NI E R DN i &2 S M2 R T Sl 8T
i B Nash ¥4, oF 1M 79 21 £ 00 19 B EE , B34 i
WA BEH F o) JE TSR A BR A B 3B €1 vee.
5.2 EHERTARPRE

FT IR B BRORA TR e, $EAT B I BB
BRALGRY. X E O E R T E— B H, . F R
PR AT 5 OR b Bt & A BT LR AE 3 A4
B (D W IR iR E O RS S~ (H,)
) 9 H 5 A s 7 1 5 BB B AT 4R 3l ok
W& P{H, | H, s (3) 38 52 W 1 it i 5 06 %% e
Q(H,|H) F R F
x(H)—~H,~P{H,|H,}~H,~Q(H,|H)>H,.
o, H AR #3805 9 B 7 B HoAR Fe i % 8
HoE.

o KPR BE 1 4 R A DR P AL o A o om M AL o)
RO ECHE 1 BT RS I AR R A A A v 2 B
A 07 X551 R AR B B =2 T 1) A G 1 e /M. 2R
7T AR K PR PR AP B TR X T $icHis 1) 4 AT R PR 2k
FR R o A2 T 00 1 P % A B8 0 e w0 H Y e AR
TUTH SZ 0. B AAPE 5 AT R A — B R RA SR A
SR OB TR R A TRl FR AR R B
FALY I L AT FHE fre A R 3 SR s A S 8 e 7% .

HR A b A 43 T o B2 B RA DR 4P 38 2 7 B RA B
SIS [] 0 52 BRI 21 - 3 HEL 3 3 1 4 5% B T 1
SARP DRI LB 1R 5 AR 22 8] ) 5
5 R 55 B8 A AR B AL AT PR P R
#om P{H,|H,}.

MAEPAT AR R WS 5 o 06 SR S 0 ] M AR —
FE PR, B ] A O AT D3RR S R RA DR B 1 il
S X BLAR AR IS I e 75 X6 T 508 1 A5 8 Rk 1
VAo {6 P R4 T B B BR B o (HL, L H ) 3k B

¢(H,,H)=|H,—H,|, HE€H,H,€H (30)

P U FAT AP PUHL | H, ) S - 87 B
5 AT PR R B AT LR

DIx(H) > P(H,|H)+c(H,H)

5 b A0SR T 7 1 /1 T P 4 2
) B 547 SR 5 T 2

3D

P (H|H)=
argmin En(Hz)ZP(Hl |H,)+c(H,.H, (32)
€ H hen

[F) IS O 1 52 B 22 73 B RA T DR+ MR 91 22 0 B A
A9 RE SCARTE 72 K i Hh 0 O3 O IRARA IR 9 ) Y
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5 1) R KO 8 B RA 2 A S B AR i 25 40 BRORA 1Y £ i
FE S X T 45 PR R TR e I TT4E R R R AL
s PCH, | D JG % FAES HUB T H i 2
T A B 2 2 53 B R
P(H,|H,)<e +P(H,|H)) (33)
SR Xl 28 B SUAAAE — > I 25 (0] A, 0 B4R
AN [R) Bt 4 1) 22 Sk R EUR AL DR P SUR AN .
WstF 0,0. 01 5 2000,2000. 01 2R J AR [ 72 B 1)
FARD 7 1 W B IE B 1. D 25 % R R A &
1) 25 5 T B AT 0 W% A" e S B 5 A R0 B RA DR 3.
UL FE R T —Fp 8 22 4 Bl e U0,
P(H,|H)<e¢+d,(H,H)+P(H,|H) (34)
Horpod (H, HOREFIEEE H 5HMEB0E H' Z
) FR) RS SCHRC29 I 4t I PR RA PR 3P 455 780 1 I 75
IR B AR T T 2 22 (0 %) (B IR B, B PR A i 4%
Z )RR S RN B AT A TR R 3 43 A bR (B
17220 BRALOR I 50 UHE LA DX 43, [R) e B8 RE 1 2 AN ()
B R FA T oK. R UL X A R RABE B UFR Ol L B
TR ) 25 43 B RA PR B A A L[] b L B e R RARR A S
TR 22 53 B RO 1) 5 A T 1 Al J2 38 o S m iz 3K o B Mg
SR MRS R /MK 4 R OB . A T R I R
JE R B o R R AT 40 5 b o R S R
5 2 R b o R R R L B
de(H,.H))
S dp(H . HD

Hop o dw (H, HD ARG 28 i B &t 5l 1 B3R 2
AT UAE H 0==d, =1, U] b3 Ko FA PR 47 45 0 3 4°F
e Y2200 B AA. MR 2 JR BIURRE 1 E S A8 I
PR UETS TR R T R el A oK B BOCE AT —
7 VAR 580 He A ) i o 2 i R AN e 1. 51k
T BGEE 0~5000 (9 B 7 I #EAT £ . R A 58
Wk 2 B 114 A 1) SRR EE S 5000, WS i e 75 45 5 A
T 22 R4 T L SR FH AR SC T i o R I L
N 1 ORI 7R AT 5 22 00 BEORA ) BRI By T A
14 B R P 37 35

454 B R BRI RO 1Y H bs s 805 22 0 B
FALY P BR KL AT ARAS 1 5 T 0] AL S R R M 2
PR 37 SRS . SR T 25 i 47 3R w3 T LR X [ 5 #7
ST HEAT R AP XE DL AR X AL Rl R A R
TRASCR AR o b 1 [R) I, Xk 2 e 3 g o A B2 4R
WA B0 5 B AN K Bl 5 22 R A/ QR 37 3 A B A T
JHIAE R B 4 T B2 T W 22 ) A9 58 22 B ok, 7 B aA i
T v R AT 3l 5 o A A1 00 S AR Bl S B

d, (H,.H)=

[Fi e A Ay 557 B A i 5 i UL B3 IO B AT B AR R
A% QUH, | H ). i b X ot 24 S o7 LA i 5 R SR 5
B SRR R AT ek AR SR e H 5 R
AR H RR2ZEIR R J, JEAT M . P, BR AL Bk
Bt B AT L3RR
M x(H) D) P(H,|H)+Q(H,|H)+d,(H,,H)
" o (35)
FR PG B B FA DR P SRS 2 E B0 2 T B A Bt R
PRAP SR Je A 0 SR AR I AR B0 A — YO T
(0 B AL Tt o P A B AR AT B I B DR AP SRS . X T4
— TP R AP SR R — D HER T R R s R AP AICR
() B Sk FH P o — 2 Il 2. DR Ok o R OB A5 1) 1T BB 3K
RN UIRIRYEIES S NE 7l N TR & SR |
Jr B ok TR B TR 2 AN T AT Y. AR SO B R X
Foft A R A — AR AP 3 5 o i AR A
ROV PR 4 2 3 3 e B AL AR AP SR W P OR S IR,
i o U R Q R BB, A A AR Y R A0
XAt Q Wy LR 37 g P
IR R AT LLE A — A Stackberg #7585
P AR T 22 0 RAMVR I 2R ET 4R T L ORI ok
AT PRI SR A Oy G 2 A BRI 5 19 B IR &
i ORI K A B IS B AR Ry S v A7
PN B A5 0, PhAT HE BT 2 i A5 38 90 3 s de e AR
BRI 2 ST A PR PRA T 90 35 SR 5 36 B A SR Tk F)
Byt 45 2 — A X007 Fe AL AL, I 38 it 3R AS FR A 1)
PRApems. fetad B b AR5 AR O 5 8 e R
PRAP SREms . ARG b R 0 TR AT 0 dee DG DR 4P SR W Ay B AL
LYRCT fe RAL AT PR B L TR L AT PR 3P SR Y
WA LA B AL PR AP I AR 5 n] AR AR 2R S O T 3R
e A0 OR3P SR W, TR AT A 2k R Ty ik A ST U A
T B R/ Al O 0 5 s 1) 50 8k 458 < 301 B2 0 I A e
B05 05 1 22 03 BEAA LY SROR 2 B L 98 T S AR PR AL
min > x(H) >, P(H,|H)*c(H, . H,)

H,eH ]T[le[f]

s.t. P(H,|H)<e+d,(H,.H))+P(H,|H)
> P(H |H)=1 (36)

P(H,|H)=0
MARAT IR SR s B & A e Bk T R A
Ja HRE H, R F 0k 5% e ek T B RL B8 B AT R
. RS G IR AT BB B RO AR R 2R S Bk A
BRI Hrp BRORA A £ 8 e Ul R R AT A, 3K
i 16 2 {280t ME 3R 24 AR S B
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min > x(H,) > P(H,|H,)+Q(H, |H,) +d, (H,.H,)

H,eH

> QH,|H)H=1

H,eH.H el

H eH.H €

s. t. (37)

Q(H,|H)=0

R ARBAR AR SR R B L Q LA P
et MRS R B oR M7 P A7 A6 [RRE G )8 | 3k
Tl 2 R S0 S 78 1) SR i mT LA o SR A e G e PR A
AU I 3R A R b ok s o L L B R AT
.
5.3 [EEZERFARIP R
T B Ak R 4 B RA M B R ATT 3 T BRORA TAR 43
BiC e » 7 HEZRFAGR I () L AL b 4T [B) 42 B RA R 47
P50 3 W AR L B I kA T I 22 DG B R
AT BRI Sy 1 X I A O 38 1 B B R 2
() ) I O 7R S B O IR PR AL PR 4, LA 3 F SR i
2 AU S DG IE B TR A R e KA. TR
4 5% d5e /B B 48 BOL ] mT LASE 30 7 RS PR s
225y B AL L SR N T SR B B R AR Bk U ik
FEAEVL T AR . (1) Z8 T 15 B B a] P25
Gy T EUE T B R HR OE R PR S R By Il s (2) X DA
() Bsf O e 2 v I 5 G BRI R e /N A T
ff DR b A () B, FRATT 4 — I A Y B & ()
R R R T k. EE TAEMEE . (1) 3 F 8k
AL M R de /b ST TR AR L 45 G 48 EOPL | S8
L7 P B AR M R s (2) ot 5N AT
PSR S 15 22 ) Wy 2 5 AT R RN 45 (3) I 5 fii ]
SR IS A A 3 i s Bl AT A

W LA LR C, . 1 S 2 T H, 52470
KA Clt AT B M B FACE. B R C b
W C 5 H,  H € H XWligghyd, (H ,C), %
T 2 v H

d;(H;,C)HO=Pr(H;|C)

Horf Pr(H, | CO 3 7 B .

X 7 B R 8 H 1 B A 3 i R e K Ak
HINIPNE EOP T %N B s s e I R T
e R PR ARE 5 /N ) S 3R R R TR P e KAk SR IR B
AR I 0 2 1 0 o) A5 7Y Sy
> x(H)HOCH, |H)d, (H;.C)

H/{leﬁ'Hleﬁ
s.t. >, OCH |H=1
i) ef

OCH, |H)=>0

(38)

max

39

b (HO AR B 300 3 5 09 107 1 BUH 19 4 A
R, OCH, | HD AR LA SR i 7 1 H, #%
VEFE AR S AT Ak K 1 BT T O 2R 2 ek
16 KA e HE SR IR G R Tt 53 DXL, A8 /0 o 0 R 30 4 A T
.

[ Fsf 3 456 WG R e SR R ) A a0 R 2 3 P L
Jr B Z a) i SC IR AT RS 2. O 1 B A R R A A5 Ok
55 I IR B RATHE S IRV ¢ B 5C 1B ] P48 2k e (LA
D] 2 LT B AT RO A AR Bk
PR v Hv T I SR IR A6 A Al Al i S IR T R 45
K. Al PR R R
2

H:'HIHEH

logp(H, |H,\ ) —

Loss =

1

p(H,|H,.»)
i ew pCHIH ) logp (I Hi) |,

Ho H % H, R BEM LA FS . p (H | H, )
R&EHPH 5 H,  ZRKEFELR, HREEL
H, 77 B FE3), B D7 B sk, p (T H T O A0E
H'w H, 5 H BB R,

BT R Ay B i AT M de KA DG K B AL R
PRI -
> x(H)HOCH, |H)d,(H;,C)

H,_,€H.HeH

s.t. > O(H,|[H)=1

Hen
OCH,|H)=0
loss =7
Skt s S
i R PR — A 5 R TR AT IR
R I EE AL O. 25 & 55 BOhLik 0 B 07 | H)
PRI AT R M Ay
ezu(ﬁ,ﬁf))
Au
ezu(ﬁ,ﬁ,%)>
Au

max

(40)

-

> exp

H'eH

Hor, FEF 5040 SRBUW S B ALE O i 19FT 43 R
FatEmT
w(H,H)H=|OH, |H)|.

ALEH T 0<OCH, |H)<<1,8 25—
J7 BT B A 4T 43 o B0 KOs Sy 1 B 4 R UK
B Au=1.

N T ARBUE AT H S 3R F 9 5 48 2R 338 Dok
F0 L 328 4 5 3R 2 55000 110 3 5. 3R 28 o B g L T i s

(H )=

b
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Gl PSSR . S T Ul /A 2R 2K L mT T
WK BER BT 24 AR AR S B/ NR ZE W BT
B EAT SRS, BARAR G 15 [ SR SRR I R 22 F St ok
730187
TR L FERIGEITE T H BIIE M Ty
FIRAEHE C=1{C\.Cyse Oy} I E C AR
IR {2 T I AP R 22, A 35 2 (X 3R UG 651 Ak 11
FA TR 22 LA RS — A R R IR 3 7 0 e 5] G R
2 THIERERE C 1=t=N PRz
iSRS
error(CHO= > (H)—C, (41)

HIEC[
WAL R DR 22 SRR bR 2 A G R
PR 22 E R R R 22, R O iRk 25
error(C)=E( 2 (H,—H)).
Hec,
_C,Jrlap(l/el)
G

a

’

D e e % 2

err()r(CI)E<H§?[<Hi+lap|(éz/€l) |g ))

Hlatol<la|+ bl EBETH error(COW L
lap(1/¢;) G, ))

error(Q)ﬁE( E (H,+

HIG(‘[ | (/‘1 | | (jz ‘
= >V (H,+1/e)—C,
H, 6(‘1
= > (H)—C,. HE5E.
H,ecC,

PRI of T BICKS A 3 4B HL W FOI AR BE Al
PR 228/ o B o (A1) 25 AT R L 0 ) a2
EEWSHESE RN GE B RS e £~ <]
B P A B 7 RO #8 5 OB 2R 45 1k &5 5 0 L5 W]
R 21 R AR A 25 23 B RL EEOK.

BT BRI AT T 45 S A 25 3 R AL A A Bk
BDPP ( Balanced Differential Privacy Publishing
Algorithm) J7 % A5 52 3.

Bi% 2. BDPP Hik.

WA :HEPY H

RO AL e

H7 K H#ERAT S IPL
H 7 ] H2Ba LY 51 PL
BARKEL Time

With: HyE KA H

1. FOR EACH H, IN H DO

2. //BRRLT 4y L AR

wl =~ w

10.
11.
12.
13.
14.
15.
16.

17.

18.

19.
20.

21.
o (D TSR IR AT A 45 2k 24 0 0 1

23.
24.
25.
26.

27.

28.

29.

Q" =max(PL,,IPL,)
FOR EACH 0, IN 2 DO
(D) P 25 N7 R Fi A% 99 BT

L=> a2+ (Do—1)
oL .
(Z)ﬁﬁ*ﬁ%azoﬁﬁxiﬁﬂ%ﬂiv

(3) A (29) # 37 e AL TS 1 2R B A, O 4K 45 il
oy AR

vy v, = BudgetGame(v, PL, . IPL,) // T4 B iR 5%
END FOR

er=u Xe, &g =0, Xe

[/ B RRL PR A S 3R IR B e AR B K H
FOR EACH time IN Time DO

R ~FHER P BGE R Q. AW &M 2.2
7,7, P,Q=GetParameter( H)

/g (36) BNy 45 A R AL AL AR B G AR A
SR

P(H,|H,)=LeaderStrategy(e, s P, Z time)

/ /TR R R EL

/ /8 R (37D e 7 BB A SR AR R IR P Tk
g

Q(H, | H,) = FollowerStrategy(e, sQ:Z’ stime)

/ /36 [ 5 S R K

END FOR

/ /T A2 B R P B SR s 258 BB IR 2% B R PR 3 B 18T 2R
KigC

FOR EACH H, IN H DO

Loss= 2

?logp(ﬁt\ﬁh ) —
ﬁ/.fllﬂeﬁ P(Hr‘H;ﬂ) !

1 —_ o~
E N/iwlogp(H”Hfﬂ)
i e PCHITHD

(2) i R (40) 4 FE 28 M 0T TR L 356 I3 5 A T
0" (H, | H)=CanStrategy(Loss) / /115 & H 4L
(3) fff =X (A1) Bl 7 B HL 93T 4 B 8w (HLHD
w(H,H)H=|OH |H |

(D LIER = (HH = ———— L

HITEH
(5) W H, R F Rerror(H)H= > (H)—C,
A'H eC,

(6) & TR 72T il i 2T R IEAT T K

30. C=GreedCluster(error, H)/ /% PR
31. END FOR
Return H'=C
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A DL L Sk i AR I 02 B8 2 s 2k A
G 17 SR Ui R IR R IR BE S OCGmn®) o m g
LR LI A2 e rp AR AN B m g R AR R R 2 R
BN AT TR S A 2 2. BE S OGmn® ND
YOI &2 2% B3 4 4 22 O B RA ML Al /9 2 2% T A
BDPP 83L& R B (8] &2 22 OGmn® ND.
5.4 BRAMESTHAMESH
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R P S B S 5 0 ML A A8 R R R 5
AT T8 K o & A B (9 BRAT O 4 2 0 K i R
W AR AT LPAAT MR S 1 A R 25 SRR A
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#ii WakeTakere 448, JATTIE B 7725 T IX
BE A o B o7 BB L A L 2004 ~ 2010 4R
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“HE R R H R Search_log Bl 4, Hod 4%
5T 32768 S B K H K 4> 8 5 WakeTakere #f]
T A R AT B IE .

e BT AR S B = OVETRE S BRI . 25 A A
N ELE Y 5 B B R A A SR S R A AR I

HACRAE 15 AP RE 10 WIS FHN AR 1R R
WSS R [R5 MR & 0. 15~0. 90, 6 4>
SEG NI BB E O 5~50 A BT EITE . e L 2
fifi L AEAT S ML 10 YA - 32 D RNZE RAE D
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x1 TEBEFEENNENTHER
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WakeTakere 1231 1011 1002 1235 1685 1201
Search_log 1607 1275 1168 1405 1110 1343
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A ST & 2t B A Oy g 0 i 5k A LR &
HATIZH.

JE . EHHE FESHOE NN IR
10%~70% , # # J& h 0. 05~0. 35, AR $L IR
150 YL AR IATE 100 ~ 700, HoAw 2 8O0 N T H
Jei B i R
6.2 iFMNHIELR

AR HAYTIRES KL BE 2 6325 A i 2 X
0 25 B AN B XURS: 4 S S FR AR DE i S SR 45 2R

(1) KL PR B (KL-Divergence). [k #iiA 5 46
HE H 5% A5 0 B 7 B H R4 1 i BE 5
B 7 1 4 A1 2 S B I R L 1B A SN T

/ H;
KLD(H|H >:H;EHZ;J€HIH<H,>'

(2) )5 1% # (Mean Variance Error). {Ri% &
St E O H R AN cA i QL U i 2
PRI s B 7 B A i i QCHD 5 AT R AL ORI 55
PG R T E A QCH ) iy i 22 SR B

MSE(H,H")=(Q(H)—Q(H»*/|0],
Hop, |Q 1t EuE.

(3) 0] 42 B A 8 JRUKS: (Privacy Leakage) {3
H 7 B 2 [R] Y O 16 Be RA ik 5 L 38 A AR ST PR AT 1
THEL R

PL(H,)=QPLMDM(H,).

(4) Z5 & B2 R i 85 JXUBS (Synthesize Privacy
Leakage) Q3R B J7 B (1 25 45 B R 68 17 00 X B 4%
IPL 5[aZafailt#s PL 47 kO35

SPL(H,)=vy,*PL(H,)+7vy,*IPL(H,),
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privacy protection methods suffer from the privacy protection
for histogram associations, efficient and accurate privacy
disclosure assessment methods, and balanced protection for
association and statistical privacy problems.

In this paper, we design a balanced differential privacy
protection method for histogram data publishing by introducing
the associated privacy leakage assessment and quantization
mechanism. First, we define indirect association privacy and
related concepts. Second, we propose a comprehensive decision-
making method that combines multiple privacy loss indicators
to quantify the risk of privacy disclosure. Finally, based on
the game idea and combined with linear programming, we
realized the effective distribution of privacy budget balanced
distribution and direct and indirect privacy. The validity and
robustness of the proposed method are verified by experiments.
And the protection performance of the proposed method is
better than the method proposed in the paper.
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