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Abstract  Programmable Logic Controllers (PLCs) play a critical role in Industrial Control Systems
(ICS), overseeing essential operations such as acquiring data from sensors, issuing commands to actua-
tors, and managing intermediate variable storage. The industrial control process is driven by changes in
the values of PLC variables, as these PL.C variables are intricately linked through correlations that govern
the system’s functionality. However, these relationships also represent potential weaknesses, as attack-
ers can exploit them to compromise industrial processes. PL.C honeypoints have emerged as an innovative
security mechanism. By emulating genuine ICS environments, these honeypoints lure attackers, enabling

the observation and analysis of malicious behaviors. Leveraging variable correlations in designing PLC
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honeypoints can enhance the simulation’s realism and effectiveness in deceiving adversaries. Consequent-
ly, uncovering these correlations in PLLC variables is a critical task for both attacking and defending ICS
infrastructure. Many research efforts on PLC variable correlations have largely followed two paths: PLLC
code-based analysis and causal analysis of Supervisory Control and Data Acquisition (SCADA) log analy-
sis. However, these traditional methods for analyzing PLLC variable correlations have notable shortcom-
ings. PLC code-based analysis, a static code analysis approach, examines the structure of PLC code to
identify dependencies. While effective in revealing potential relationships, it fails to capture the dynamic
features that emerge during runtime, such as variable interactions influenced by real-time conditions.
This limitation can lead to an incomplete understanding of how variables truly interact in an operational
ICS. Alternatively, causal analysis based on SCADA log relies on statistical properties derived from his-
torical data. Although this method provides insights into variable behavior over time, its dependence on
statistical correlations often misses deeper causal connections, resulting in an inadequate representation of
the true dependencies within the system. To address these limitations, this paper proposes a PLLC varia-
ble correlation analysis method based on dependency path analysis (VCA). VCA distinguishes itself by
integrating both static and dynamic features to provide a more accurate depiction of variable correlations.
First, VCA parses the PLC code into an Abstract Syntax Tree (AST), a structured representation that
outlines the code’s syntax. From this, a Program Dependence Graph (PDG) is built to map out depend-
encies among code elements, establishing a foundation for static analysis. To incorporate runtime dy-
namics, VCA utilizes time-series data from SCADA log. VCA employs mutual information to assign
weights to the dependency edges in the PDG. These weights reflect the strength of correlations observed
during system operation. Subsequently, a weighted adjacency matrix is constructed, and the total
weights of paths between variables are calculated to quantify their relationships. Experimental results
validate VCA’s effectiveness. In an assembly line ICS, VCA successfully identified 16 pairs of strongly
correlated PLC variables, surpassing the performance of prior methods. Furthermore, this paper discus-
ses the application of VCA to PLC honeypoints. The design of PLC honeypoints must account for dy-
namic response mechanisms, update variable states based on their correlations, and deliberately expose
certain variable correlations to lure attackers along intended attack paths. VCA provides ICS physical do-
main knowledge for PLLC honeypoint design, simulating variable dependency logic to improve realism and
deception efficacy.

Keywords industrial control system; PLC variables; correlation analysis; program dependence
graph; PLC honeypoint
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0. PRI AR B A AR A R

I(Cw, ) FETER A1
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FNAS F 25 05 v, W ETA BEAR B AR, SO T AR e 2
Moo, B REE Moo, IEOCHRC R,
3.3.3 EKEKHE{E threshold
MV YOG HE OC 2R I R Ok —
U] PLC 2 5 (i GG R 5 55 . AW PLC 2 &
PSS E N O/ W)
score (v, yv; ) == threshold s iR FHL I FR
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PLC™ FactorylO™ f1—4~ HMI 4%, AL ZR
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AT

R G R AT 2515 B3R 3 s,
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X BEA 10000x04) RN X i 47 &
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T BT X Rl
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" HUT Z %
Set Z A 101(0x06) o, L3 3
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HATEE  Bases emitter fi/RE 808(0x05)  JEJHE B A4 Al 4%

Bases conveyor 1 fi/RAL  803(0x05) JEJE B AL %

Bases conveyor 2 i /R 805(0x05) 7 b A kAl
Stop blade 1 Ai/KH  801(0x05) A Ptk
Stop blade 2 Mi/RA  804(0x05) JEHE B £4#

Grab fi/R#E 806(0x05) LA
Parts remover  Ai /KAl 809(0x05) 77 i s

3 PR T ERL RGP AT AR R
1788 Je HOBUE 26 7 Modbus 25 78 #§ 1k 14 R 69
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AT, @ VCA 7 8 Hfig #r o AST Jf 44 g
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=t R — DT
SRR LTI b X.Z.Se X, SCADA HEMIM IR 2 Pros. 7ER 45 10
JEG e L T SR JE L 1T Set_Z \Grab K% SCADA iz 17 H & J5, 8 F A =L (4) X i s
somx oA i AL Gra X2 St XoSet 2, SCADA H R f5f BT AL L 70k 51 25 B2 1) )
. em etecte.
- N ~ N >0 N AR B2
o g AR Base coneyor 2, RCEE L BIAEE ] VCA 7 B3R 508 PLC 728 &k 2 [1]
M e Stop blade 2 B A, S5 R ANTE] 5 R .
7 PRiE A 7 iRk Parts remove 1R 5 th BTl 2 R Y YR A B L N R i R H
5 B E
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- 0.8760
Partsremover =} ¢ & o0 o 44 @ 8 8 @ e ¢ o 0 @ @
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Lidsconveyvor | = ¢ o 02406 o o o o0 @& 0 e o o 0 0 @
Set 7 —{namz 0179 BIE 0 awr:. ] o @0 0 0 ams @
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Partleaving— ¢ o o @ ¢ ® o @& @ e o o0 o 0 @
Base at place - o o o 0 0 ] [ 0 ] o o o 0 o 0 - 0.1752
Lidatplace=, ¢ o & o o 8 o @& @0 e o o 0 0 @
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X4e ¢ o o o @8 o @ 8 e & 0 0 @ @
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B A8t , 5 R B 0 TR R B B T H A AR i 3] YR AR
BB EE A3 B0, O 4 I 2T B IR, R H AR AR &=
) Y5 AR 5 1 A AN A BSOS A 4 B0 1o
AN O TR, R T H bR AR e 5 A8 Y 4R
SREE. BN, TERE AR bR A XL AR AR A Set X 9
FEEUH ]y 0. 8748, /R JE HARAE i Set X F AR
X AR B 0. 8748, R X Xt Set X
BAT B B

RS R, A% B A AR e 2 [E) R 2 A e
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AR X R Z) AL T O ) H HLOK Bl (BT
AF it Set X Fl Set Z), {HJZ Kl 5 Al A AF & X X
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B E R, JFNEEZ ST MELn PDG . Al LU
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AR IR X X Set X Fl Set Z ELA $ 0 &
2,0 Z A% Set Z B FERMELR,

Ty —J5 1 5 A e T PLC AR g 2[Rl # 1Y
ZREME . A AR R 2 A AR B UK R OC R . B
m LR X M Z A HF & (0 Set X
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HH B A € TS 2 AR Dy G A A . R4
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Baseatplace—= » o » e e 0 0 8 o o 8 @0 @& & 8 L 02870
Lidatplace= & @ e & o 0 0 @ e o 6 0 @ & 0
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+ 1 o« o o ‘_.hg..b i‘} i a\q’ & FE s Y ) % o &
Y Y &« " TE & FE O &
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T OCHEOC R AT E. A I 5 AR, FRR H bR A
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R Z YRR Set X [ J7 K& B N 0. 4318, IR
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0. 4318, BRI SCHEC R 48K 0. 4318,

6 S5 0 BUE o A SRR AR E] L ) s
TER 5 ME 4 o BB BR A Lid ar place , AR FR N
Set X {77 M BUE 4 9 0. 5156 , 4% 1 K T 1A 5 1
M, XZHEN Set X B Lid at place B AL
A — 4 AR BRI R, R T 2 4
AR B AR I B 8. (R AF TR 2 A B FE A TR

ik E RN FEE I Bilan, & 5 Hks Asbr Ry
Grab YA Set X 175 A& (B by 0. 4178 17 &l
4 A [ A 3 A 7 B 5 AR B 0. 035, X2
AR B Set X P& Grab WK A £ 55 BT HE
MR A I 28 00T T A AR I A A R 1
FEARTT S A2 AH ] 7 46 7 B (AL B 6 1 AR L B 5
HIME AR B K
4.3.3 BEIXBCRDHT
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SROCHE G R A AT A . FERL 6, 78 HE AT R
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3
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Zset7) o ® ) 0.4928 (SetXSetZ) 04178
04 4 04318 | idatplace,Set 7) (Base at place,Set 7) 0.4975 4
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L3 T 3 T - T » T T o T % T ] L] ¥ 1
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7

B 7 b 2 8 s AR SR A5 31 B4 58 G G
RG], LA PR, F bR ) PR A SR
KARIIROB R . BIINAES — L0t KR H AR AS
Set X FIPRAR I X B RBOCR 2 HON 1.4337, FE 7
AL ARSCR RPN B T 16 41 H 28 5852 M G B OC R
AR X . AR SO IE AN SCHR L4 SCRRC 121, SCiHk[13]
WU AR S R VEAT RS LE L SR ANEE 5 TR

x5 PLCETEXBEXRERI

8 DG G AR A X Sk SCEk Semk AR VEA
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(X, Set X) / / v/
(X, Set Z) / N, v
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conviyor D v v v
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|
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X n e sh 1 P 20 AL % B AR 42307 407
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X XF X (4 ghmm L P JC B RE Bl S AR & Set Z
fE 23:07:42 PO H4ImE] 950, %M Set Z W] REAZ %]
Set X MWW FEAEL 2 BRI AE , X — P& 42
(X—>SetX—>Set Z) 5 R G UM AR OC R — 2,
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w2 3P s, M Base conveyor 2 &1E 10 2
JEF T . XA R AR L RGN 55 R

X 22 v A S B N L, RS e X
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conveyor 2.Stop blade 2.Grab 5%, iz H X Fh s &
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Background

This research focuses on the analysis of correlations a-
mong PLC variables within ICS, a critical area at the conflu-
ence of cybersecurity and industrial automation. PLCs serve
as the backbone of ICS, handling essential tasks such as col-
lecting sensor data, issuing actuator commands, and manag-
ing intermediate variables. These variables exhibit complex
interdependencies, which prior studies have shown can be
both a strength and a vulnerability. Malicious actors can ex-
ploit these relationships, capitalizing on known PLC security
flaws to manipulate variables and launch advanced attacks on
ICS infrastructures. Understanding these correlations is thus
vital for both attackers, who seek exploitable weaknesses,
and defenders, who aim to pinpoint intrusion origins or sys-
tem faults. Additionally, such insights can enhance PL.C ho-
neypoint designs by mimicking realistic ICS behaviors to de-
ceive and study adversaries.

Many research efforts on PLC variable correlations have
largely followed two paths: causal analysis of SCADA logs a-
nalysis and PLC code-based analysis. However, PLC code-
based analysis ignores the dynamic characteristics of code
runtime, and causal analysis of SCADA logs only relies on

statistical characteristics, which makes it difficult to fully
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reflect the true correlation between PLC variables. To over-
come these challenges, this paper proposes a VCA. Testing
on an assembly line ICS revealed 16 highly correlated variable
pairs, surpassing the accuracy and completeness of prior
methods.

This work significantly advances ICS security by illumi-
nating PLLC variable relationships, supporting vulnerability
detection, intrusion identification, and fault tracing. It also
enriches PLC honeypoint functionality, offering realistic sim-
ulations to mislead attackers. Building on our group’s prior
investigations, this study delivers a comprehensive toolset
that elevates ICS protection and resilience.
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