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Abstract  Elliptic curve cryptosystem is one of the main directions of public key cryptography.
Because of the short key and efficient arithmetic, it has attracted increasing attention, particularly in
resource-limited hardware environments such as smart cards and phone cards. Scalar multiplication is
the most time-consuming operation in elliptic curve cryptosystems, which should be implemented
safely, efficiently, and fast. Montgomery algorithm is a scalar multiplication algorithm on elliptic
curves which is resistant to simple power analysis. Based on the structure of Montgomery algorithm,
new formulas of point operations including point addition and point doubling of elliptic curves
defined on finite fields GF(3™) are first introduced by using same Z-coordinate and not calculating
Y-coordinate. Hence co-Z Montgomery algorithm which is resistant to simple power analysis is
proposed. When squaring algorithm is implemented through multiplication algorithm over a finite
field, co-Z Montgomery algorithm saves I+ C—5M more than affine Montgomery algorithm, saves

C+2M more than projective Montgomery algorithm, and saves 2C+M more than Montgomery
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algorithm using the formulas of “Selected Areas in Cryptography 2012” where I, M, C stand for field

inversion, multiplication and cube respectively. Experimental results on the platform of “Montgomery

algorithm on elliptic curves over finite fields of character three” show that co-Z algorithm are

26.3%, 19.0%, 20.6% faster than the previous algorithms respectively. Experimental results

on Sage cloud platform indicate that co-Z algorithm are 24.1%, 20.1%, 23.1% faster than the

previous algorithms respectively.
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The efficiency of ECC mainly depends on its scalar
multiplication for calculating 2P, where P is a point on the
elliptic curve and scalar # is an integer. There are a variety of
methods to accelerate scalar multiplication. In the first
method, the Hamming weight of % is reduced to decrease the

1-7]

number of point additions" The second method changes

the representation of points on the elliptic curve using affine
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coordinates, standard projective coordinates, Jacobi coordi-
nates, and so on. The third method uses a nontrivial efficiently
computable endomorphism, which was first introduced by
Gallant, Lambert, and Vanstone and is called the GLV
method"®, Later, other efficiently computable endomor-
phisms were proposed™'*! to speed up scalar multiplication.
However, none of these algorithms can resist simple

energy attacks''®

on elliptic curves.

Montgomeryt'*! proposed an algorithm called the Mont-
gomery algorithm, whose basic idea is to compute a point
doubling and a point addition in each step of the cycle. Since
the energy consumption in each cycle is basically the same,
the algorithm can resist simple energy attacks. However, the
calculation speed of the Montgomery algorithm is slower than
that of other algorithms for computing scalar multiplication.
[23]

Later, Lopez and Dahab optimized the Montgomery

algorithm. They eliminated the calculation of the y-coordinate

in the point addition and doubling formulae. This greatly
improved the computing efficiency of the scalar multiplication.
Wang, Li, and Yu""! provided the Montgomery algorithm on
elliptic curves over finite fields of character 3 and improved
the Montgomery algorithm using projective coordinates.

In this work, we present new point addition and doubling
formulae on elliptic curves over finite fields of character 3 by
the tricks of using same Z-coordinate and not calculating
Y-coordinate. Using these new formulas, co-Z Montgomery
algorithm is proposed. Experimental results on Sage cloud
platform indicate that co-Z algorithm is faster than affine
Montgomery algorithm using Lopez and Dahab’s idea"®’ by
24. 1%, faster than projective Montgomery algorithm using
Lopez and Dahab’s idea by 20.1%, and faster than Mont-
gomery algorithm using the formulas of “ Selected Areas in

Cryptography 2012” by 23.1%.



