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Abstract  With the advancement of information technology, local storage and computing capacity
cannot well support massive data. The emergence of cloud computing makes data outsourcing a
new trend. However, data outsourcing compromises data security and privacy. Therefore,
searchable symmetric encryption (SSE) was introduced as a potential solution. The traditional
SSE scheme is mainly for text data types. In order to achieve searchable encryption of a wider
range of data types, Kamara et al. proposed the concept of structured encryption (STE) in 2010.
Structured encryption can realize searchable encryption of complex data structures. It can be used

to encrypt social network graphs to achieve retrieval of encrypted data, but cannot be applied to
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the computation and statistical analysis of social network graphs. Therefore, we design the private
set intersection protocol max-PSI, and apply it to the structured encrypted social network graph
data, and propose a structured encrypted PSI scheme, STE_max-PSI, to realize any number of
nodes in the encrypted graph and the calculation of the maximum intersection size of the set of
neighbor nodes. In the encrypted social network graph, it can query the node with the highest
affinity of any node (we think two nodes with the most common neighbors have the highest affinity).
The proposed scheme utilized a garbled Bloom filter (GBF) to achieve richer query functions for
more complex data structures, while protecting the privacy of data. The GBF has negligible false
positives when querying elements. Compared with the existing PSI protocols, our scheme can
greatly improve the query accuracy. Experiments on the real dataset show that the query accuracy

of our scheme is better than the existing schemes.
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SSEJr %8 15 345 48 Ja 4 1 1 1B % O7 SR 45 6l k.
I R AAUK SSE T R 5 UM% I B 45 G R R 4
RATRE R KR AEE, GBI RS
P a s R LY O S N A € S W = - 3 1 S (R
th max-PST Pl . {75 3% 8] — A B AN RF 77 2 0%
5 B SR R T L CRRATTIA A 0 A A ] <0 i 5 A Bk
B2, WP R

TEX 1. KB (Associativity). & B Pk & 45
a4 fin % v — AR B S ME S R 2 A A A S A
(1) K54 AT RE RE A SUABUE SUA R G B S5 L Oy TSk
A K 5 1 25 4 1) G I Kamara 58 AW 42
RHRAE B ME &, T T4 2 Fh S A 54 22 ) At ~7 DR B
TR — A5 Z2 0 2 DR % 808 00 o, AR 25 55080 0
AHOCIE , BD AR W R VE R TR 48 j == (D) iE 23R
]2 R 3 Bl o IR A FRAT N A XA T EGIAT
SRR, FRATTHE 30 Ao S %85 530 72 1 T S 2 ) o 52
I AEAS I 225 [ B T AT LA AR B2 ) O 4% 4
m; LAAR 38 AT AR I DR %% B0 00 o, o 0 3 2 IR %
B o 52 A B0 S TR 1) W R 2 A ST DG B

FEBEAMINE T — R E RS, B E
{18 2 W SCECHE T e 2] ome v 500 T0URY A2 S B AT AR
WS e PALE A . W o B L] B — A E
%4 T A BB STRR LS £ A m, = Decy (e,00) o
PR I Cm S e BEE T B S E RN
SIS F A 0 8 T3 58 38 43 3t B 07 [m) 45 5, B Ry
W EA e m e Z |G| ABEPLE BN T
A S 85 ST 1 A G
5.1 max-PSI % it

1E max-PST Pp i, F AT T 1 A B i 8 %
TR ALAT P ik 0k 4% LA KB s a5 40 b A P U
i FITR L A1 Bae 2ok 118 o 2 AR AR A 52 1 4 P 3 R A 4 S
T RVE N TR S L IRATE T LA At 52 ™)

— AN BB R B B 3 () A 6 AT AL AL
W 2% 1] 1] 3 (b)) 2 3% B % N i Bl 46 LBl 3(e)
R FATT R 3k 1) O ) M HE 2 T 1L A TR R O A
i) o I Prc (o) il B 3 (o) #8301 BY o B i
F 0 5 BR T S SR G T Fe, Cron ) s 500085 5008 %) 5%
A5 B2 R BB (000 0s ). B 3 (b) 15 5|
{LioLy Lo} 5 RATT AW S WS 4 BOor®EmMY
MW A Ly, L., Ly & B W) BF,, BF,, BF; 5
GBF iz 17 max-PSI B AATHE WML, 7] AR 3 os s
UE 575 0504 S % B8 i w2 1 A5 5 IR X I 1Y)
SCcsy 3R B TP Pl B K % LA 95 15 2]

ENX 2. #ESH# (Induced Permutation). i BH S ms.
L:| w x[2] | «(3] | n[4] -y Fr(w)® | Fo(w)® |Fio(w)®
[ Prataen l1,0) | @{2),9) | {51,
0 .
FK»(ZU,)@ Fl\?(u'v)
Pry(uo,) —>f o
Ly: [ o ] 01] [ al5] [ <l6] [ l4] ] “ G100 | af4],00)
L[ o a0 [#B] [« [#l6] | p_ oy o] Fr(w)® | Frfeo,)®
e @[5],v) | @[6],vp
L
Pr(w,) Fl(z("lﬂg)@ FKZ(ZUQ)@
L o a2 [#B) [als) [ala]] 7977 3l | a5l
(a) HAZLZLIE (b) R F iR (o) K=

B3 J5gon il

5.1.1 Bloom Filter #3& & i

W BF ZAR 1 A5 ¢ (4B 1 B L AR
AR ug A . FATTHT £ 78 BF B9 B BEALIEFE £ 4>
AR ST S A SR Ay ey 2 {001 {0, 11 AR
& BF (AW 75 505 . Bloom Filter {51 A 35 LA F
JUASB B TEAR S B 1 TR,

(D ¥ s ey B 4% BF 1T A AL & 0.

) HTAB B X TR LA TR L]
B R A AE IR BE B (BFLhy ([ D s
BF[h, (z[j DM & 1. EE MERAE. HR At E
ESHETVN

(3) AT B FIWT TR v R BAEBAES L,
Ty 1k A AR K2 { BFL A ()]s -+ BELh () ]}
RBERA 1 A M ye L iR [ true, R Z .y & L, s
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i [1] false.
®ik 1. BF #rsak.
BIA Ly {hy e shy)
fih: BF
1. WHhtk:FOR i=1 to !
2. BF[i]=0
3 END FOR
4. #HA:FOR j=1to |L;|
5 FOR i=1 to k
6. BF[h (z[jD]=1
7 END FOR
8 END FOR
9. #if]: FOR i=1to k—1
10. tmp=BF[h; () ]+ BF[h:i ()]
11. END FOR
12. IF tmp==4k THEN
13. RETURN true
14, ELSE
15. RETURN false

5.1.2 Garbled Bloom Filter ¥4 & 1%

W GBF JE AR R A ¢ (4B JE 5 80 Lo A 1
TRAL A B pE A . L o8 GBF (9K B, Fl A BF ¢ &
AT ST B ADIE A BRE Ay s eee by b2 {0,117 —>{0, 1}
VEh GBF 195 75 ok B 4E. Garbled Bloom Filter [
38 A4 LA JLAS B Be A B L A 2k 2 .

(D) WG ALBY BE F GBF [ T A {7 #8 B %S

OB B X TR LA LR =[] 3F
SR & A A (L O — R s (G A bk ine,
X Z 05 WG A ik, Gn 2R Sk s DR L E Oy — A K
JEO A Y BEAL T AF J 75 W PR AL B BR TS Ay
Mkl g inae LA SD R BT AT W A M HE 09 F A5 H AT R
5K R ELE R 2Ly JHEAT S B K15 2 Ay (T
% GBFLinx . 52 M4 AE, HB A o0 R 4
A BT A R AR 7 7 B A — AN BEPL AT R

(3) AR Be: FIMCR v A TERCA LA .
WA y 1 2D EAE A GBFLL () JD--®
GBF[h, () & v 4 e W ye L R Al true, [T
Z.y& L, ik M false.

Bk 2. GBF Wy,
BN Lo{hy e shy )
itk . GBF

1. ¥4k FOR i=1 to /

2. GBF[i]=null
3. A :FOR i=0 to | L;|

4. inx=null

5. final=null

6. FOR j=1 to £

7. xz=h; (x[i])

8. IF GBF[#]==null THEN
9. IF inx==null THEN
10. nr=ux

11. ELSE

12. GBF[x]<{0.1}n

13. Final= final DGBF[ 2]
14. END IF

15. ELSE

16. Ffinal= final DGBF[ x]
17. END IF

18. GBF[inx]= final

19. END FOR

20. END FOR

21. FOR 2=0 to {

22. IF GBF[z]= =null THEN
23. GBF[z]<{0,1}"

24. END IF

25. END FOR

26. #tif]: FOR i=0 to k—1

27. tmp=GBF[h; () JOGBE[h;+, ()]
28. END FOR

29. IF tmp==y THEN

30. RETURN true

31. ELSE

32. RETURN false

33. END IF

5.1.3 max-PSI #pil

¥ GBF, & = Ik 55 a% ARG AT R 1 19 £ a
0 408 s AUBCEH L A B TR L A R A UE AR L X T
|RCw) [N L, (€ R Cw)) 359 1 56 107 114 A e 2t
%8 BF,. % count, (xER(w)) N T H » 5 H a
FR AR [R] &8 J 55 s A A%, 2 BF. 5 GBF, WA [
JCR WAL max-PST W 38 14 38 6145 LT JLAS B
B PR 2 g 3 R,

(D) ®yha k- 1P BEALIE£E L D BEPLE - < (0,
LA O=i==DH M7 R A R TR
I TR REA A REBN B RE.H count, (x€
Rw)) 2 wB a0 0.

(2) 3R 28 XF T4 BE, .4 BF, [i]=1,1%4 GBF,
Lils# BE. [i]=0. k8 ALi] . i )5 142 GBF.n. (BF,
5 GBF 3248,

(3) firth X F L, (2 € R(w)) BAF A 1943 T6
K b,i%E GBF 0. [h (D) D @GBF ., [h, ()],



2660 it " Bl % i1 2022 4
FEERA 00 count, i 1, W count, RAE. HE I BRAET o, AF LT DL G120 S 7 AR E T s A
BAAE TR TR B count {8, LAAT HH B KB count 4L S5 A — DRI m, 5 O] w AR T BT
1B K5 X N1 o, 3R [ 45 2 AR 55 7% PLSZEL: (1) 3R [0] 5 S B ) wo AH OG99 5505 (2) 3R 1l

Bk 3. max-PSI P 7EE . S8 m A MFELS)E T RN TS
fir A : GBF.BF, (x€ R(w)) . A iR 55 i A2 ik S AR AT 5 100 AT 77 X AR AE = IR 5
Bt o (count,p, = max{ count, )\ BT BCE SR AT LR IE L et AT &
L Wtk 4 ALl < (0.1} smax=1 () T % 2 S A

: FOR o in Ry THEN (1) 5 5 400 4T LB 30 4 4805 B 3 e
N o o= Lo 58 93 S5 930 15 6 S S 90 149 5 1
5. 3k%.FOR x in R(w) THEN KA

i COR et o THEN (2) b e 9 43/ 40 1 OB L AT O
7. IF BF,[i]=—=1 THEN TR B 5

8 GBF.n.[i]=GBF,[i] (3) i FHPh BEHL & F 4 LB B8 X M

9. ELSE (A el X o 285 A S 125 o 42 1 235 B8 00 .

10. GBF.p.[i]=A[i] BMGEE B2 18] A7 B X Gn, o) € ML R
. END 1F A [m| = o] =n 27 5 B 100 B 2% B0
12 ENDFOR 5 () A~ 40 STE_max-PSI J5 A4 754~ 2 1 3 1 1]
13. END FOR

14. i :FOR « in R(w) THEN

15. FOR i=1to |L,| THEN

16. b=L,[]

17. FOR j=1 to k#—1 THEN

18. tmp=GBF,n.[h; (b)]D
GBF.q.[hj1 ()]

19. END FOR

20. IF tmp==06 THEN

21. count, = count, +1

22. END IF

23. END FOR

24. END FOR

25. FOR z in R(w) THEN

26. IF count .. <count,

27. max=x

28. END IF

29. END FOR

30. RETURN v,

P L v A 219 5 b RS Y 4, AT LR
P RfE R BE 5 GBE T & 280 1) W oo R &
TETHRADES WA SMEE T SRR EE.
A Bt s max-PSI BRI LFE PR 4P 5 55 2 (2 € R(w))
B AAE B [N SR 51 8 o S0 e 2 M TR) 4 T

5.2 STE_max-PSI 5%

— A M 28 T AT LA S 2 — e (Gam)
B — A JC ] & G FECHE T on (s m] RLFR Oy J&] vy
SO EL L R BT H AN T RS T o A 2 R

B ¥ (Gen, BuildIndex, Enc, Token, Search, Dec) ,
oy AR AR
5.2.1 Gen(1")—>K

5 B R A FE AT A AL L AR DR .
BEWHAEMALZ2ZH L M REEYH K=
(K, ,K,,Ky) , AR Wk 4.

Bk 4. Gen(1H—K.

LN E 2 i

i K={K ,K;.Ks}

1. FOR i=1 to 3

2. Ki<f(ky 1)

3. END FOR

4. RETURN K=({K, .K,.K;}

5.2.2 BuildIndex(K,L,G,M,W)—>(Index,L")

RS L 281 s i A 4B e S 4
ARV R BAR SR Y A Oma g s L TR
LAzt {=[1],x[2],7x[3]}. BuildIndex % F %
4G LR LA P 3R HLA 3R WLARE 5.

(1) 2 7 fd B A 48 s 19 s B A B — A X
LS Ly, ST ES I L,
S IL DWW L [ =max, . 3
v =Py, Gn) A R3] L)

(2) X K] we W, i+ 5 P () o ffi HoAE 42 5
KR % 5| Index. R IE le(w) (i ]sv) YD
F, Coon T BB 6017 0 X 371223 0 o,

(3) B Y0 A 2 B A 3 19 S B ) K 51 Index,
L™ Rk BB MRS .

W max, =max(|L, |,
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"k S
L.
#wA:K,L.G,M,W
W Index,L”
M7 LA ES L 4
FOR i=1 to n
v; =Py, (m;)
END FOR
X F A R we W AR G R M g 57 e  I &R
5| Index. Xt F AP w bRiCHI T & i 31 &
Py, (w) 34 ((ali],v)) @ Fr, (w) 7 ik £ Index
T .
6. RETURN Index,L"
5.2.3 Enc(K;,M)—c
XPTRAE A G m, A m” g R m AT T HE
H J5 45 B BRI 5] WA o< Ence, Gm,)  Horp
J=rli ] <) BUHR A F AR5 S e=Ceraeees
) R R AR5, HA R A% 6 frs.

BuildIndex(K,L,.GM,W)—(Index,

wl = w [N —

gi%6. Enc(K,,M)—c.
BWA:Ks M
%ﬁﬂj : C

1. f#tr M Rgom Hlo
2. FOR i=1 ton
3 m* Lil=m[xli]]
4. END FOR

5. FOR i=1 ton
6. i =Encx,(m" [i]

7. END FOR

8. RETURN c¢=(ciscz 50 5¢,)
5.2.4

Token(K ,w,m,)—>(z,v,)
FH P o) B 0 A 7 ik o 48 2R 0GB DA S
BRI B I, (a € n)  BHR A R R R AT
v i= (Py (w) . Fy, (w)) K —A> 2 LR % HUIE 0 o, =
Py Gn,) s J1 & 355 K 2 B 1A 2 O) 4% 508 00 o, 3]
kg5 AR R HAR R WA 7.
"k
WA Kow,m,
Hi:v,
1. f##r K H(K,.K,,K3)
2. & Py (w), Fg, (w)
3. F19E 0, := Py, (m)
4. 7= (Px, (), Fre, (w)
5
5

Token(K ,w,m,)—>(z,v,).

. RETURN (z,v,)
5. 2. Search(cstyv, L7y Index)—>c;

Z M55 K A M« MBI (P (o) 2 e (w0 A
B P, oo 3R B R0 B 5] B (e[ o0 =

t@DF, (w) it v, = MRS AR o, 45 2148 J5 35 8
BALS L YR o BB L. =R &)
SR JE W SBAR S Ly B B A B AR O N Y
BF, X184l L, 4 i GBF . = k55 %% 217 max-PSI
PR, 3 [0] 2 IR 25 B v s R E W H S ¢ (=
wlmax D RIE LG HA AR W5 8.
Hi% 8.
BIA:citsu L Index
LR
1. f##T rj{l(PKl(w),FKz(w))
2. W F P, ) HIREEAICR i35 0, 2= [ali ], 00D
FKz(w):l@FKZ(w)
3. AR vp o FRBD NS 1 S EE L <o 5 Ll <,
4. WRPSECA Ly A BN 09 BE AR 4R 40 L Az 6T b
) GBF

5. 84T max-PSI(L{ L, s A3 5] v
6. 15 j=nlmax]
7. RETURN ¢,
6 Dec(Kjysc;)—>m;
FH P N B A0 A & 3 2 % 8 K L1
m; := Deck (c;) WIS E B 3C, anda ek 9 k.

Bk 9. Dec(Ky,c;)—>m;.

HiA K e

it com;

L. 38 m; += Deck, (c;)

2. RETURN m;

Search(cstsv, s L7y Index)—>c;.

5. 2.

6 TR

T fi e B (Associativity) BE 9 8 1R T . &
A1 ZEPIAS BRI 1. 55— 1 T 1 25K i 5 ek L,
AR T O 55 30 0T 7 A AR T~ O 5 Al 0 3
RO TE B AT T7 58 o - F 48 8080 077 T 1) 2 —
AT R U SR eV B R RC AR T DR R
IR 2 A T RE 2 M SR WA A B S A R
SR LA [R] A9 P R AT 5 30 A 22 52 i il i 1) £ 6. O
R EWUETHA T2 O OR A7 AE - 3 Bl i . Y
FRATAENG 7 (19 B 2% 45 44 vh PIAT £ 0 45 PR I, i e
A s AAS [ B S 7 HE SR & DR 0 AT AR IE
JeTt A 4 I Y R 5 5 58 AT A I AR
(1 4> i 84 i 5 A ]

EX 3. Al (Chainability) . —ANg5#g Lm0
BTSN EE R ALy £ B S N B R A 1) I
i 2 A WS F Al 2 Ty 5802 T Y O HL
it & R EL, AL, W2 LT 4
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(1) AR 25 25§ )l 57 14 (semi-private independ-
ence) : FAEIMER AL 15 L, (5. Gna ) =L, (5.m).

(2) i J b 574 Corder independence) : f£1E —
TS 4 Z AR TATATEE M B G SATAT — 2 A il 5
Iq e vq ) RAEATREHLHES] p #84 : 2(L.(Gugi) s
< Lo(Gag ) =Ly (Gaqpy) s s L3 (Gagqpn ).

WERA ST %€ STE _max-PSI & —Fh ] 8 2 1Y
SR O 2, B 2
L, (G,M,L", Index)= (n,max, , | R(w) |),
Ly (G,Index,w,L")=(QP(w) ,IP(w),QP() ,IP()),
Hip,maxr, =max(|L, |, ,|L,[), QP ()R T
LR AR A AR SE AT R A L TP (w) $8 78 T
A sy WA A [] ) % SRS WA VT 1) . QP (D AR R T
RCw) Y5 ¢ AT s A5 AR S i iy A by b, TP ()
R T RGo) 5 i D5 S B4R E T S Sl 2y
T B ST I A 90 A A R AR T A I A FRAT]
(77 2851 X5 B 3 B i £ 45 i) B0 (Adaptive Chosen
Query Attacks,CQA) & (L, Ly) &4 ).

EE L. ASCEEH W7 02 O AN SR
R
IEEA. EHIE SO T AN RE I

T4 8 HRHE 45 AL K A 3 1 A 18D B 1T R AR IBOAT: AT £
ARG B A ST B = Ik 55 A AR IE
WS o INENBIREH Index 5 L &I
T LSRR A i) H A0 o DR RS T o, BB G T O
T = M55 4 7T DL #E 47 Mt % SC U ili (Ciphertext only
Attack, COA). H T4 L H| ] CPA (Chosen Plain-
text Attacks) % 4 i % A% 50 1 5% 91 K xR %
BT N 2 . Hw 8 K AU BUE A & AR
Z ) F =2 S I o, I IS B B S ¢ AR UTE = IR 55
P A B IS5 AR U B AR A PR A R 22 X
I [E] B T AN RE LUR 1 1/2 AHE SR IX 73 %5 530 ¢ /&
X AR A4 B SR 2 504k TN a6 A 31 A 4 2R

R AR DLSE 2o ) i A 8 SO T AT g ok
SRVIGE Fir A7 804 300 By s [ P50 T 28 1) 40 4
H LR BT ART LASR B 78 B8 BL 4 £ S Y 2B
S 1 R A BT a0 CHER] w AT R BT
AT LR G R w ARIC B35 s B R G [ il
RL (G, M,L", Index)= (n,max,, | R(w) |).
I S AR SCHR S B0 07 G800 3 R B A R R R L

2. HEEE.
REIR 2. ARSCHREH Y T7 S0 L C T SRR Y
R
. BRI SR L IRATE B B R 55 AR

TG R SO LR B i A AR A ik mT DL i
Bt o3 A AICHE 245 L L Q4 7R 22 17 A 2R O i i)
S AE Z BT R 2 H B, T s R e 2 SR i I
BEFF R T) o HEAS T IS 7 A e i A i) b DL &
FATT SRR JE T AU T B ST T B 2 A
H BT R AR T R b AT e P R ik
B XTI ARCT AL 9S00 Real FAR SIS 1-
deal ¥4 LLAT Z 0% 0 3 AUBE 22 5 1y 1. Horp AR BT
SHELHLES BRI .

(1) Game, : AT IX A TERAR 2 T P0AT H 5250 50
Reals , (0. $k % 4 Bl i i 17 Gen (1%) 7= H: % 4H
K= (K, K, . Ky, BT Ak th (G, M, L) I H#EIL
ek & Bl it 38 17 BuildIndex (K, LG, M) =4 )
(Index, L")l Enc(K, M)A 1 ¢, 8T A H i Wi
0 i L — 2H A ) 6 RS A BT AR A
r<Token(K,w). HJa ., BF A HH— > L7 6.

(2) Game, : Game, 5 Game, F L, B T 7619 &
T 0 BT A (Index, L) 425 48 B
S(L (G M, L", Index)) s 3t H Xt F 4 4 5§ ] w
M40 o AT, A R (w) Fm R8T w FRid i
THAESR v = () iereo 278 B K EE ] w FRiC Y
WRIEREBEIE S ATTE « < S(L. (G, In-
dex,w,L"),v,). I » T Al H— 1 bRz b.

SCHRL 18 2 Ik B 23 A7 A — A~ Z2 T X B[] 9 5 T
AR T %0 CQA &4 k.

i B A7 1 22 WU 18] 1§ T AL 15 Game,
Game, W2 22 5 A 0] Z 0% GE B A7 — A~ 2 1 X
I 1] Y B T AR T 5 B ) CQA 4.

A B K < Gen (1) FIBL LI 2% S AL 01 2%
SEWENG. M. D JE M TRN 1=i=n. 115 o=
Py (D). Afith (G M, L) FT 0= Coy o0, I H AR
(Index s L )M Enc(K,M) =4 c. i F Al &
76 G HER] w A TR e AR U B Y A M e RIS
X B w (A, S ECT A A .

T A TR B SR WAL, 85 SA™ 5 Game,
rR R AR ] A0 SRR T AGE AT 7R AR I R DU
AR SAE Game, T 1 iy 3 A0 [A].

(3) Game, 5 Game, ¥l , B2 AFE I HE o, =
Py Om:) s RAERT B0 AT BIXF A S w. o
AT

O Xt FHAN i € R(w) sv,=Pg (m).

@ < (L, (G, Index ,w, L")y v,) s v = (U e rewy -
PR A A B A R TE AR S L B LL Game, 5 T
Game,.

(4) Games 5 Game, # bl s B2 £,(G,M,L", Index)
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52,((G,Indexsw, L") sv.) & HERA BN A &
Wt (G, M, w) A5 5.

WLELAF RN S U7 X Games A 24 T840 8% STAT 1)
HARSEG Tdeals, 4,5 (X)) . BAIR . Game, Ml Game; [¥) 5
A e AR ) B B AT AN AT DX 0 Y. HEEE.

W LA AT B TE O A SRR L BR
T8 7R Y R AR O R R A TE Z AT AR R i B
o ] IS R 4 %8 SRR R PR R U ) B R
Hh BTE S A 98 b DA A1 s m 4R 5 R A
BUAE 5 AT B 25 A 90 P A P 208 J 1 L 3
A HAWATATT &S5 L BIWE 2 L. (G Index s w,L7) =
(QP(w) , IP(w) QP (i), IP(i)) , [N I A< SCHR H #Y
T3 SR B 3 8 A A ) Il R L, A

i BTk, AT U7 2 STE_max-PSI £ X H
T R UG CQA % 4.

7 ERES AT

AT R BT $ 05 G2 AT VERE 43 BT SE I AL 4 T
& Intel(R) Core(TM) i5-7200U CPU 2. 70 GHz,
8GB N1 5 64 bits Win 10 #:4F R 4. 5L 5 A A A
HiEE IHL VMware i 2% JF J2 W H OpenStack #4757
PEREM R, 8 ] python i 5. SL 5 ] Pajek £t 4
£ F1F4 CS phd?.

FATE I max-PSI Pr il 1 38 15 5 B [8] FF 5 |
max-PST P 1A% i 28 SR 1A 5 28 1Y) sl 1) 85 55
T XA 7 2 PR RE AT AL . RATICE 2S5 A N
256 bits, ffi F§ SHA-256 %3 52 9.

7.1 max-PSIthiGEESHESE#E

A SCHE A max-PST PRl H g HA R E
() PST PRSI 38 15 5 i (8] JF 85t an 3¢ 2 i . B
N RIREG KN A FIREESE ke FoRE Ay R
BB 1 37 A B o 0 s LA R TR LA B 2o U8
.

K2 ARER
LES AR B i) 52 7 Ji
ik[33] O(NX ) O(N?)
SCHRE35] O(N XA X log(k+1)) OClog() X N)
SCHkL37] O(NX ) O(N X log?N)
LIRS O(NX ) O(N X k)

ARICTT G IEAR A2 2% BE A T SCHR[35 ] 5 3Tk
(33,37 1Ay 5 B 2 BEAH [R). AR LT & . A SCT7 1
WAL THE =P TTR.

7.2 EWE
ASCHR ) max-PST B 305 SCHk 36 ] Jz SCHik

(37 M uERf R s &l 4 s, Hirp N ZRELTh
TCENB kAW T BB B L R BT 358 A e 1 8 2
I BEML A7 B K A AL

100

—5—3CHR[36]
—ICHR[37]
99} —<—max-PSI
>, 98¢
9
&
z
<97
96+
95

2 4 6 8 10
Number of set elements/X10°

B 4 A6 PSP G 3 LA

SCHRE36 TR IR FN R (1 —e N OM | ik [37 ]
MR FNFE R B X N? X 274, max-PST Hp 381 152 4]
Jy2h KB4 Rl LA AR SCHR ) max-PST Py
W TR 2 d i SRS JC R N BFE 20000 % 100000
Z (] B s max-PST Pp 10 A4 i B 2R AE 98. 5% ~99. 6%
Z ), SCHKL 36 ] 1 8 28 AE 97 %0 ~99. 5% Z [H] , 3C
BRC37 0 HERA R AE 96. 4% ~99. 5% Z [a].

7.3 BetiE] FF 5

24 X B 256 bits B AT T % 4 B GBF
5 BF SR 82 G 38 4 B O it 1] A 980 9 B R 4. R T
Foe KRR B 1l By 1k A B 3ok 2% 7 A v g, FRATTHC BF
M GBF KJEH [=2Xmax, W57 BB R R 50
A M H GBF AE B AL 74 3 K B A4y 128 bits,
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be searched without decryption. With great computational
efficiency and applicability, searchable symmetric encryption
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cations. The traditional SSE scheme is mainly for text data
types. In order to achieve searchable encryption of a wider
range of data types, Kamara et al. proposed the concept of
structured encryption (STE) in 2010. Structured encryption
can realize searchable encryption of complex data structures.
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graph data, and propose a structured encrypted PSI scheme,
STE_max-PSI, to realize any number of nodes in the encrypted
graph and the calculation of the maximum intersection size of
the set of neighbor nodes. In the encrypted social network
graph. it can query the node with the highest affinity of any
node (we think two nodes with the most common neighbors
have the highest affinity). The proposed scheme utilized a
garbled Bloom filter (GBF) to achieve richer query functions
for more complex data structures, while protecting the privacy
of data. The GBF has negligible false positives when querying
elements. Compared with the existing PSI protocols, our
scheme can greatly improve the query accuracy. Experiments
on the real dataset show that the query accuracy of our

scheme is better than the existing schemes.





